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EXECUTIVE SUMMARY

Aim: From a legal perspectivene calld assume thathildren are entitled tcstricter regulation than
adultsin relation to advertisinglndeed, wth regard to advertising aimed at minors in particular, a
patchwork of various rules exists acratfferent law domainsand sectorsin order to determine the
actual level of protection of minors structured overview of these rules is need&d.such,ltis report
aims to provide arpverview of different categories daws regarding (new) advertising (formats)
aimed atminors.

Method: The report covers a broad spectrum of regulatory initiatitleat deal with commercial
communication aimed at minors. First, an exploratory mapping of the relevant law domains narrowed
the scope of the report down to five main subsections. Each of these subsest@mminesthe relevant
legislation (including therpparatory works)as well as certaicaselaw from the Court of Justice of

the EUor the European Court on Human Rights agfgérenceis made to their interpretationsvhere
relevant for the researchl'he report also provides a comparative analgsimternational, European

and national legislatiowhere relevant, in order to illustrateertain currentpractices.

Main findings This report offers a mappg of the relevant provisions concerning commercial
communication aimed at children. Fraime analysiconducted in this report, it can be concluded that

at the moment there is extensive and detailed regulation on commercial communications reaching
children, especially at the EU level. However, the framework is fragmented into a myriad of provisions
which may result in overlapsmaking it quite difficult to comprehend how all these provisions
interrelate in practice.More in particular, the mapping exercise resulted into the following
subsections:

(HILDRE® HUMAN RIGHTONn a daily basis, children are camfted with commercial
communications targete@t and tailoredfor them. Modern advertising technigues often blend the
commercial message with the namommercial conten{e.g. advergames, advertising on social media)
andas a result can bmisleading oeven aggressiveSuch practicesiay affectOK A f RNBy Q& KdzYl y
includingthe right to access to goeguality medieor the right to freedom of expressiofurthermore,
the collection ofOKA f RNBY Q& RIF (G T2 NJ LldeNdsia @specti 85 OKNHEQRSERN
to privacy.

MEDIA LAWAL the European levelhe Audiovisual Media Services Directigea key legal
instrument containing general provisions on audiovist@hmercial communication as well as laying
down specific rules in relation to the protection of minoksowever,the AVMSD only foregs in
partial (i.e. minimum) harmonisation and Member States were allowed to decide whether or not to
implement stricterrules. Furthermore, the AVMS Directidees not cover all aspects of audiswal
commercial communication (for instance unfair commercial practices).

CONSUMER PROTECTI@W.LNowadays, childrefiace many consumer risks whenever they go
online. In these sitations, the provisions of thgeneralconsumer protection frameworkould be
applicable. The framework is applicable to commercial communication, regardligesformat of the
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advertising. In particularthe Directive on Misleading and Comparative Adigérg the Unfair
Commercial Practices Directimad the ECommerce Directivare discusseth this report.

DATA PROTECTION LAWEUrope, the Data Protection Directive vwsigned to give substance
to the principles of the right to privacyHowever, irthe EUcurrently,no specific laws are in place that
RSt gAGK (GKS LINRPOSAaAKS 2FQODKAEIRNBY OB OISWEEF Il ©62
F LIINE I OKZ gKSNB GKSNB Aa || ALISOATAO CSREwdyt I g
t NPGSOGA2Yy 106G 2F mMdpy = da/ htt! 0o

PRODUGBPECIFIC LEGISLATIONaddition, this report found several other relevant provisions
which did not fit under the first four subsections per $4ore specifically, this section includes an
overview of certain productspecific provisions regulating advertising on food, tobacco, alcohol,
medication, etc.

BELGIAN COUNTRY REPBmally, this reportontains an overview of relevaBelgian legislation
dealing with advertising aimed at minors, following ther® structure and subcateges of law as
described above. In addition, the country report touches upon certain Belgian criminal law provisions
that are relevant in the context of advertising.

-
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PREFACE

RELEVANCE FOR ADLIT

The wide array of rules that address commercial communication aimenhiabrs sometimes
specifically, somtimes in a more general manneuyrrently cause a high degreewrdcertainty, which

y20i 2yfe@ KFYLSNA | ROSNIAASNBQ O2YLX AlTidépart o dzi
providesa comprehensive overview of rules that currently goveommercialcommunication aimed

at minors It is a necessarffyrst step in theanalysis othe type of regulation that is most appropriate,

of the safeguards that need to be adopted, and the typewarsight and enforcement that is necessary

to achieve the goal of ptecting and empoweringinors.

17
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CHAPTER 1 - CONTEXT OF THE

REPORT

1. Background

NEW ADVERTISING FORBIAAIthough commercial communication is of all algethe methods to
distribute commercial messages to consumers as well as the incentives behind advdréigeng
changed drastically over the last decade, due to the ubiquity and increased use of the digital
communications technologies. Traditionally, advertisers spread their commercial messages
addressed to both adults and childrethrough traditional, mody national media platforms, such as
radio, television, print media and outdoor billboafddlowadays, commercial content is increasingly
distributed through a variety of emerging digital platforms, networks and devices, such as PCs, MP3
players, ereaders game consoles, mobile phones, smartphdraal connected television, often with

both a national and crogsorder reach. Product placement, programme sponsoring and digital TV
overlays are complemented by brameéw, highly sophisticated advertising formsatranging from
clickable banners over pegps, personal branded fan pages;game advertising, advergames and
brand presence on social media.

PERSONALISED CONTHERNIFthermore, where traditionamarkete's were predominantly focused on an
immediate incrase in sales, nowadays, advertisers are increasingly interested in obtaining personal
information through advertising formats. It enables them to profile their customers and offer them
personalised commercial messages. Building a strong and lasting plergenaction and connection

with the young consumer is a key component in modeay marketing strategiesWhile these new
advertising strategies target both adults and children, studies have shown that distributing commercial
messages through digital giforms is particularly appealing to childreResearch has shown that
children enter the digital world at a very young age, with 70% of the/8arolds already being active

1 Early examples of sales pits were found in ruins of Pompeifuligate (2007)Adland: A global history of advertising

London: Kogan Pag@22.

2B.Glaser (2013). How has advertising changed in the last 10 yietwsAvww.allvoices.com/article/1557037&ccessed
20.11.2014.

3V. Cauberghe et al. (2012). Advertising literacy of children and youngsters [Reclamewijsheid bij kinderen en jorgeren], 2
42.

S. Livingstone and L. Haddon (2009). EU Kids Online: Final Report. EU kids-@nline, 5

G. Stald, L. Green, M. BarbovskKaddon, G. Mascheroni, B. Savgari, B. Scifo and L. Tsaliki, (2014). Online on the mobile:
Internet use on smartphones and assdei risks among youth in Europe. EU Kids Online, 4.

4For example by forwarding commercial messages-tnai or sharing them on social media platforrResearch has

found that up to 79 % of websites addressed to children collect their personal ddteven up to 87% of the websites to
youngsters. In particular name, addresspail address, phone, mobile phone and even data of third parties are requested,;
V. Cauberghe et al. (2012). Advertising literacy of children and youngsters [Reclamewijstieaebgin en jongerenpb4.

LYy FRRAGAZ2YSZS GKS O2f t SO0 ARaturednkthe D& okity ot chibiperigntedpplretigfdl £ RIF G A &
Trade Commission (2012). Mobile Apps for Kids: Current privacy Disclosures are Disappointing. $tatf &eptO,

footnote 38, http://www.ftc.gov/sites/default/files/documents/reports/mobileapps-kidscurrent-privacydisclosuresare-
disappointing/120216mobile_apps_kids.ptfcessed 14.10.2014.

L/
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online® Theirfavourite activities include playing games and watching videde. This explains the
increasingly successMt R@GSNA | YSa Qx> APSd AK2NIZ Fdzy FyR AydSh
or brand to be advertised, offering children an enjoyable experience and connection with the®rand.
Furthermore,social medh platforms such as virtual worlds (i.e. Second Life or Habbo Hotel), brand
communities, instant messaging (MSN, IM), weblogs, video channels (YouTube, Vimeo), blogs, social
network app$and social network sites (e.g., Facebook) are popular with yoersgst

ADVERTISING REGULNTABID THE PROTECT@NMINORIN Europe, the internal market in which goods,
persons and services can move freely among the Member States, is one of the fundamental aspects of
the European integration. However, real market integration calls for consumers who are sufficiently
informed and aware of the types of goods and services that are available to #iérhis is where
advertising pys an important role, and where the freedom of commercial expression allows
commercial operators to encourage consumers to engage in-trasker transadons. Nevertheless,

free movement has its limits and there are certain fammmercial interests which require adequate
protection and legislation and particulartipe protection of childrenAccordingly several regulatory
initiatives have been launched tihe past that deal with commercial communication aimed at minors,
including consumer protection laws, laws regulating media, data protection legislation, etc.

LEGAL CHALLENGH®e attractiveness of new advertising formats to and the active involvement of

children raise particular legal challenges. First, these new forms of commercial communication span
across a variety of sectoat different levels (i.e., international, European, national and regiored)

such, various conflicting, regulatory and selfjulatory instruments may apply, embedding potentially

specific, childreroriented elementsSecond, data protection plays a significant role. It is recognised

that children have little or no understanding of and knowledge about the extent and sengifiviig

data to which advertisers may gain access, or the extent of data sharing with third parties for
advertising purposes! which isof particular relevane for mobile apps?¢ KS Ay ONBI aS 2F O

5B. Zarouali et al. (2015). Media possession and use of minors [Mediabegjéleruik bij minderjarigenjAdLit Project.
www.AdLit.beaccessed 28.09.2015.

61 ® bFANY YR 1 ® I FAYAYI OHAMHO® | RGSNHFIYSaY AGQa y2i OKAfR
6. http://www.agnesnairn.co.uk/policy reports/advergamdts-not-childsplay.pdfaccessed 20.11.2014.

S. Grossman (2005). Grand Theft Oreo: the Constitutionality wdrgdme Regulation. The Yale Law Journak2327 F.

Gagnerot (2010). The regulation of advergames in the European Union. University of Ex&andiE?; show that 90 % of

the food featured advergames targeting children contain advertising for lowtinutsi food. Since new digital media
FROSNIAAAYD adzoO2yaldOizdzate AyTtdSyoOSa OKNdadhyBb ibytedK At RNSYy Q&
guestions around for example obesity;

J.Chester and K. Montgomery K. (2007). Interactive Bbéverage marketing. Targeting Children and Youth in the Digital

Age. Berkeley Media Studies Group, 65;Hadlkris et al. (2012). US Food Company Branded Advergames on the Internet:

| KAt RNBYy Q&8 SELR&dINB FyR S¥T7¥SO0(randMedia 388;& (Welizg M.Buzyadd A 2 y & W2 dzNJ
Harnack (2006). Internet food marketing strategies aimed at children and adolescents: A content analysis of food and

beverage brand web sitedournal of the American Dietetic AssociatiaAd63.

7 Examples ar&ord, Twix, Mega Mindy, which offer free games and reductions.

8V. Cauberghe et al. (2012). Advertising literacy of children and youngsters [Reclamewijsheid bij kinderen en jpéigeren]

9 R. Heyman, J. Pierson and |. Picone (2011). User Empowern8atiah Media Culture. Mapping of the process to

commodify Personal Identifiable Information in social media. EMSOC Preyastemsoc.beaccessed 28.09.2015; For

instance 9 out of 10 Flemish youngsters has at least one social network accouBt,Zmeuali et a{2015). Media

possession and use of minors [Mediabezitggebruik bij minderjarigenjAdLit Project.www.AdLit.beaccessed

28.09.2015.

10A. Garde (2011). Advertising Regulation and the Protection of Chi@ivesumers in the European Union: In the Best
LYdSNBaida 2F X /2YYSNOALFE hLISNI G28B28. LYGSNYylFGAZ2yFE W2dzNY I §
11 Article 29 Data Protection Working Party (2009). Opigioyi ( KS LINRP (iSOG A2y 2F OKAf RNByQa LIS
Guidelines and the special case of schools). WPT%Q6.

12They caneven when children, of whatever age, da eaplicitly type personaletails into the device, by means of

sophisticated technologies, such as cookies or other tracking mechanisms, capture a broad range of user information

/.
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personal data collection and further processing rhgans of advanced technologies thus raises a
Fdzy RFYSyYy Gt 1jdzSadAazy gAGK NBIFNR G2 GKS LINRBGSOGA
the protection of their personalata, in a more narrow sensehird, the new advertising formats might

put existing legislatioto a test. Most new advertising formats have the specific feature to embed the
advertising content (i.e. the persuasive, commercial message) into th@rmonotional media content

(i.e. entetainment, information) in a more or lesstegrated manner. As a result, the distinction

between advertising, information and media content becomes increasingly Bfu@gnsumers, and

in particular children, may experience greater difficulties in recgiggithe commercial or persuasive
YSaal3aSeo Ly 20§KSNJ 62NRAX Al dzyRSNXAySa O2yadzy SN
critical manner* which seems to be contrary to certain specific legal requirements set forth in
European and national regula2 NB A y & (i Nd2aodofisual Eommebcakdzonimidrticationd shall

0S NBI RAf & NB@aaChdptern2oSecionPja & dzOK Q

2. Aim and scope

AM. From a legal perspectivene caild assume that children are entitled stricter regulation than
adults in relation to advertisingndeed, with regard to advertising aimed at minors in particular, a
patchwork of various rules exists acrasferent law domainsand sectorsln order to determine the
actual level of protectiolf minors a structured overview of these rules is need&d.such,his report
aims to provide aroverview of different categories daws regarding (new) advertising (formats)
aimed atminors.

GENERALC®PE This report will take into accountlifferent legal frameworks containing rules on
advertisingthat reacheaminors. Given the myriad opotentially applicable lawsthe report mapson

the one hand more general ruldsat protect certain individuals (i.echildren,consumersand data
subjects)as well agules governing advésing on specific types of media (i.e. audiovisual media).
Furthermore, it takes a look at the legislation wsvis the actual product being advertised (i.e. food,
alcohol, tobacco, medication and tgys

TERRITORIAL sco&eographicallythe report will focus on Belgiarfincluding, federal, Flemish and
French Communityand European legislation and where relevant, this report will consider other non

Fdzi2zYFGAOrEfte aG2NBR 2y GKS RSOAOST adzOK I athedukeSindfzd SNIDa LINE (
sharing by advertisers, without even alerting the ugedditionally, information orthe data collectedpurpose and sharing

practices at the moment of the data collection is often lacking, unclear or incorrect, as revealed by an estendsive

LISNF2NYSR Ay Hnmm 0608 (GKS CSRSNIf ¢NIRS /2YYAdaarzy Ay (GKS !\
T2 NJ { A Ra &I7.CenEnunicatibnyfrBm tlierCommission to the European Parliament, the Council, the European

Economic and Sodi€ommittee and the Committee of the Regions. European Strategy for a Better Internet for Children,

COM (2012), 196 final, Bitp:// ec.europa.eu/digitahgenda/en/news/communicatioeuropeanstrategymakeinternet-
better-placekidsaccessed 14.10.2014.

13S.L. Calvert (2008). Children as consumers: Advertising and marketing. The Future of QBBeta4;

V. Cauberghet al. (2012). Advertising literacy of children and youngsters [Reclamewijsheid bij kinderen en jongeren] 109
111;E.SMoore (2004). Children and the changing world of advertising. Journal of Business Ethit84163

14V. Cauberghe et al. (2012). Adveirig literacy of children and youngsters [Reclamewijsheid bij kinderen en jongeren]

9;

E. Rozendaal et 4R011).Reconsidering advertising literacy as a defense against advertising effiectis. Psychology

338-344.

15 Article 9 of theDirective2010/13/EU of the European Parliament and of the Council of 10 March 2010 on the

coordination of certain provisions laid down by law, regulation or administrative action in Member States concerning the

provision of audiovisual media services (Audiovisuadiisl Services Directive)J L 95http://eur -lex.europa.eu/legal
content/EN/ALL/?uri=CELEX:32010LO0@ESeinafter cited as the AVYMSD)

1/,
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EU countries to illustrateurrentpractices, or new devepments that are not yet integrated in the EU
framework.

* Nutrition

Media law

TEELGIGE)

Data
protection

International

* Alcohol &
tobacco

y

FUTURE REPORPSIde from the legislative initiatives, an important framework which interrelates with

the regulation in the field of advertising is sednd coregulation. The selfand coeregulation

framework, however, remains outside the scope of this report, as tivésatives will be mapped and

their implementation and complementarity with the legal framework will be assessed in a second
NELIZ2NI o6dal LILAYI FyR ! yIf@&aia ldstalsd sighifiandfid note S wS
that a third report will asess the applicability ahe currentlegal framework to new advertising

formats such as brand placement, s@ireen advertising, igame advertising, advergames, etc.

0a! aaSaaySyid 2F GKS LI AOFoAfAde 2% 30 KK NIdzNINE yO
This assessment will include a discussion on the varying competences of the legislators (both material

and territorial) am it will focus in particular othe efficiency of enforcement of regulation in the online
environment. Based on the filings, the main challenges and gaps in the current framework will be
identified. Finally, a fourttreport will develop a blue print for a futurproof regulatory framewaork for

commercial communication aimed at minors, with an important emphasis on empofgfri 0 & ¢ 2 g | NR

future-LINR 2 F NB3IdzZ FGA2y 2F O2 Y YSNDAhefresearzhvfesary of Bis G A 2 v
task will be translated into policy guidelines and recommendations.

3. Methodology

METHODOLOGYhereport covers a broad spectruwf regulatory initiativeghat deal with commercial
communication aimed at minorgirst, an exploratory mapping of the relevant law domains narrowed
the scope of the report down to five main subsections. Each of these subsest@minesthe relevant
legislation (including the preparatory works)s well as certaicaselaw from the Court of Justice of
the EU ¢CJEE) or the European Court on Human Rightgireferenceismade to their interpretations

-l
AP —

AdLit IWT/SBOeport 2015 Ao i 12



where relevant for the researcihe report alsgrovides a comparative analysi$ international,
European and national legislatiovhere relevant, in order to illustrateurrent practices.

STRUCTURE OF THE maPiirst of all, the analysis is divided into two chapters, Chapter 2 dealing with
the legalframework at the international, European and sometimes natideskl and Chapter 3
focusing specifically on Belgian legislation. Furthermagetain main sections can be distinguished,
addressing thenajor domains ofaw in which legislative rulesoncening advertising and minors can

be found, i.e. (1Y KAf RNBY Q& K tfia yaw, BACBrisuin&rzproteatiollaw, (@) Data
protection law, &) Ecommercelaw, (6) Criminal law(7) Productspecific legislationThe descriptive
analysis is preceded by a definition section, setting fsdme basic notionfor the remainder of the
study, and ends with a final conclusion

4. Definitions

4.1 Minor, child, youngster

NO UNIFORMEGADEFINITIONVhen researchingatopi G KIF G NBf I GSa (2 WYAY2NRQ
that different notions are used to indicatke targetedpersong ¢ AAOYK2 NBYQ S WOKAf RNByYy Q=
Wa2dzi KQX Weé 2 dzy 3 & (| &NInSf the yefns Wal SratmysHreqLastifEsedyf These

terms can be found in turacross different legislative and policy documents. First otladl,United

Nations Convention on the Rights of the Chidgs opted fotthe notion W O K wHicRifxefines as

cevery human being below the age of eighteeang of age unless under the law applicable to
the child, majority is attained earliet®

The Council of Europe Cybercrime Conventimm the other handjalks aboutW Y A y ByNudich is

Y S| yalliperdons under 18 years of dge 6 dzy' f Sa & | a lowér hige Bmit NGB |sdzhaNB 6
years of age)® Other policy documents like the 2006 Recommendation on the protection of minors
and human dignity in audiovisual and online information servitasge the words chiff and minof*
alternately, without providing any clarification or definitioAside from this, certaincholarshave
advancel their own interpretation of the different concepf8. Erzioni for instance, clarifies the
distinction between children, teenagers and minorda@akmws:

16 E. Lievens (2010¥rotecting cHdren in the digital era the use of alternative regulatory instrumeBtsston: Martinus

Nijhoff.

17 Article 1United Nations Convention of the Rights of the Child, 20.11.1989,
http://www.ohchr.org/en/professionalinterest/pages/crc.as@ccessed 22.06.2015.

18 Article 9, para. 3 Council of Europe, Convention on Cybercrime, ETS No. 185, 23.11.2001, Budapest,
http://conventions.coe.int/Treaty/EN/Treaties/Html/185.htraccessed 22.06.2015.

19 European Parliament and Council Recommendation 2006/952/EC of 20 December 2006 on the protection of minors and

human dignity and on the right of reply in relation to the quetitiveness of the European audiovisual andlioe

information services industrypJ27.12.2007L.378, 72.

205 § T A y &y0uny gersan especially between infancy and youtth y a SNNA 'Y 2 So0aiSNna hytAiyS 5
http://www.m -w.com/dictionary/childaccessed 22.06.2015.

25 § T A y &persdn&vhodnas not attained majority Ay aSNNA LY 2 S56aGSNR& hyftAyS 5A00A2y
http://www.m -w.com/dictionary/minor accessed 22.06.2015.

22 Another scholar argues thaity 8 RSFAYAGA2Y 2F OKAf RK22R A& AySg@Aadlofe I NIA
RA&ONR YA Y (isbuddvithihe gofod that éhildfed aredesser or incomplete beings because they are not always

able todetermine and in their own best interests, something arguably which they share with mangagultd \&S$ D ®

Bueren, (1995)The international law on the rights of the chillordrecht: M. Nijhoff, 32.
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oChildren refers to those twelve and under, and teenagers refers to those between the ages of
thirteen and eighteen. Minors is used to refer to both groups togétiter

4

¢F1AYy3a | Oft2aSNI 221 |G GKS (g 20 yvzanEasuldanE fhdaeSy Gt &
GKSNBF&E OKAfR Aa I Y2NB 3ISySNIf GSNX¥YI dzaSR Ay RA
2F YFI22NAGeX IyR Y2NB 2Fi4GSy dzAaASR Ay | wtS3artQ 02

DISTINCTION ACCORDMMSAGE, Even though different notions aresed, it is clear that the decisive
ONRGSNRA2Yy F2NJ £ oSt f Ay #“MostpslisVidacyients seWighteantyéa® 2 NJ |
Fa GKS WwWr3asS 2F YI22NA(GeQd ¢KA&a |3S 2F YIR2NRGE
addition, countries also set age limits for the acquisition of other rights, such as the age of sexual

consent, or the age required to marfyyHobGkinand NOwELInote that

osetting an age for the acquisition of certain rights or for the loss of certain protedtians
complex matte ¥ ¢ Bakar@és thé concept of the child as a subject of rights whose evolving
OF LI OAGASE Ydzald 0SS NBalLISOGSR sAlK GKS O2yO0Sl1
protectiore 2&
In addition, certain policy documents in the area of meldi@ make a further distinction between
WOKAfRQ YR We2dziKQs 7 OO2NRAY3 (2 @GFNR2dza | 3IS A

SOCIAL SCIENCE RESEgRANOther area of research inwhi®#K A f RK22 RQ A & Issaiialzdo 2SO
science researcihe interpretation of this concept is, however, far from straightforward and may vary

in different cultures.?® Nevertheless, social scientists do agree on the fact that age is an important

factor for the evaluation of the effect @fdvertisingon children. In particular, research has shown that

OKAf RNBYyQa I ROSNIAaAYy3I fAGSNFO& RSQOSt2LFIN20SNI
general,@ 2 dzy 3 S NJ afddad to anbBtgrprat information in different ways than dwetr older
counterpartg *8Social science research uses specific categories linked to staaphsedising literacy

23 A. Etzion{2004). On protecting children from speech (Symposium Do children have the same First Amendment rights as
adults?).ChicageKent Law Revie®004 Vol. 79 No. 1, 43.

240On interpretations of the beginning and ending of childhood, A. Bainham (2068jirenc the modern law Bristol,

Family Law, 86t seq

25R. Hodgkin and P. Newell (200@)plementation handbook for the Convention on the Rights of the.@\eld York.

Unicef, 5. Not only is the age of majority laid down in national legislaioninstane in Belgium, the age of minority in

civil law is set at 18 years old (s&dicle 388 of the Belgian Civil Code,21 March 1804, published 3 September 1807

OKSNBAYI FGSNI WiKS . Simidahlawyhas/set tishate lihitaRklBrzlesB72 ark 3785 ltha Bel@ian

INAYAYILE [+Fé 2F y WdzyS mycT3I Llzof A & KSR amdyaboplawweseyi & 15wy ¢ 7 6 K S NI
years.

26 R. Hodgkin and P. Newell (200@)plementation handbook for the Convention on the Rights of thd.@telw York.

Unicef, 1.

27C2NJ AyaidlyO0Ss ¢KS CtSYAaAK /2YYdzyAide aSRAI 5SONBSS aSRAF 5S¢
yvear$’t YR YI 1 S& | RA aBeinydpérdod sfjeddatiiesn 1¥a@n@ Wziiedre (Article 2, 15° and 1&° of th

Belgian Decree of 27 March 2009 of the Flemish Community on radio and teleBSigna7 ! LINAf Hnand OKSNBAYI
Ct SYA&aK [/ 2YYdzy A (iThe OicriRBrdadcdstihigdOuBeDMihetother hand speaks of children when under 15

years (Section 1: Ptecting the UndeiEighteens, Ofcom Broadcasting Code)

28], Hutchby and J. Morakllis (2001). Introduction: relating children, technology and culture in I. Hutchby and J.-Moran

Ellis (eds)Children, technology and culture: The impacts of technologi®Kirk f R NS y Q 4. O%f@hd Rdutiedge, 1:1 A §S a

GThus across different cultures, children are looked after in periods of dependency in a variety of social arrangements, are

cultural participants in varying degrees of intand intragenerational segregain and integration, and occupy the status of
WOKAETRQ FT2NJ SIENR RN Il §y 2OCNIAS 60 2FS 1KS | LILINRI OK 2F OKAf RK?2
Convention on the Rights of the Child: Background, motivation, strategies, reaie{8rd, rev. ed.). Leuven: Garant, étL

seq; A. Bainham (2005 hildren, the modern lay8rd ed.). Bristol: Family Law/Jordan Pub., 85.

29V. Cauberghe et al. (2012). Advertising literacy of children and youngsters [Reclamewijsheid bij kingemgeren)]

106.

30V. Strasburger and B. Wilson (2002)ildren, adolescents, and the mediehousand Oaks Calif.: Sage Publications, 12.
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such a®-5 years,8-12 years12-15 yearsand 16-18 years of agét However, it is significant to note
that capacities and skills of children of the same age can vary widely, for instance due to personality
differences or gender characteristits.

USE OF NoTIoN$or the purpose of thieportz (1 K Sy 2QWAY2WNEE RY OHeA2idiRfeduged S N
interchangeablyWhere the age is of particular importance to the topic that is discussed this will be
emphasised and explained.

4.2 (Audiovisual) commercial communication and

advertising

EVOLUTIONARY CONCHHTe Europeamlirectives regulating promotional messages use different terms

to refer to such messages. For instant®e Unfair Commercial Practices Directiwe 2005 (infra

Chapter 2 section 3) uses the term advertiswpgereasthe Audiovisual Media Services Direetiof

2007 (infra Chapter 2 section NEFSNBAR (2 dal dZRA2GAadzf O2YYSNDOALI §
idea at the timeof drafting the latterwas to establish a common set of rules applicable to all different
forms of promotional activities. Indeed, awding toCASTENDYK

WKS AYGNRRIzOGAZ2Y 2F GKS 3ISySNIt O2yO0SLii 27
necessary in order to cover advertising in a larger context of audiovisual media s&rvices.

More specifically, this new concept was to cover audioal commercial communications of all kinds,
including advertising, sponsorship, teleshopping, split screens, integaativertising and product
placement.

USEOFNOTIOREC 2 NJ (1 KS LJdzN1J2 4 S 2 FaudidiswalD B YIS NDX I i KS2 y ¥ dzy &
YR WI R@S NI A & soyif@fity with thé legisl&ivedaatSrRents that are discussed

31y, Cauberghe et al. (2012). Advertising literacy of children and youngsters [Reclamewijsheid bij kinderen en jpd@eren]

32V, Strasburger and B. Wilson (2002hildren, adolescents, and the medi@ousand Oaks Calif.: Sage Publications, 13.

Bwed [ KI GFLyySa YR ho /I aG§SyRel o0HnnyOd a5ANBOGADBS HAnAnTKCcpKS
O. Cagendyk, E. Dommering and A. Scheuer (e@ijppean Media LayAlphen a/d Rijn: Kluwer Law International, 2008,

810.
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CHAPTER 2 0 THE LEGAL FRAMEWORK

1. Children’s Human Rights Law

CHILDRE® RIGHTSND COMMERCIAL COMMOATIONThe belief thatchildren are individuals worthy of

respect slowly gained prominence in the 20th centifridowadays, it is generally recognised thiz

human rightdramework isnot onlyapplicable tcadults but also tahildren.In particular, children are
consideredtod S | OUA GBS adzoaSOGa 2P ANEHi&E s af inforndtiSnpthe@ K A £ R NJ
may be exposed to all kinds of advertising formaltsch may present commercial risks (e.g. misleading

or aggressive advertisingherefore, it isimportant to empower children and youth to cope with

advertising, so that they can grow up to be critical, informed consumers who make their own conscious choices

Ay 2RFeQa ySg IYFRAKASY ONBBEY WRZGI i KS OKAf RNByQa NR 3
principles that need to be taken into account.

ROADMARThis section of the report analysé KS LINP @A aA2ya 2F (GKS OKAf RNBy
which may be relevant when dealing with commercial communication aimed at children. First, the
international framework consisting of the United Nations Convention on the Rights of thei€hild

analysed. More specifically, thgeneral principles and the enforcement mechanisane further

explained Secondly, this sectidiocuses on the human rights tradition of the Council of Europe and

the European Union. Particular attention will be giverG&K A f RNBy Q&8 FNBSR2Y 2F SE
NAIKG G2 LINRGFOed CAylftes GKA&A aSOlAzy gAfft G2d

1.1 International - United Nations Convention on the Rights
of the Child

UNITEONATIONSCONVENTION ON TREHTS OF THEEILD The legal document providing the international

f SAFE FTNIYSH2N] F2N) OKAft RNByQa NARIKGA Aa GKS !y
(UNCRC¥,adopted by the UN General Assembly on 20 November 1986 far, the Conventiohas

beenratified by 19%ountries and is in fact the most widely accepted instrument of internationaflaw.

34E.Lievens (2010Protecting children in the digital era the use of alternative regulatory instrumBoiston: Martinus

Nijhoff, 264265.

35S. Ruxton (2005 hildren's rights in the European Union: What about us? : Next &eyssels: The European Children's

Network, 105.

36 United Nations, Convention on the Rights of the Child, 20 November 1989, retrieved from
http://www.ohchr.org/en/professionalinterest/pages/crc.asgkereinafer: UNCRC].

7t NB@A2dzA AYUSNYFiGA2ylFt R20dzySyida 2y OKA faBodBdybpitie Léslud K & & S NE
2F bltiA2ya AY wmobunI YR GKS mdhdpd d!'b 5SOtFINIGAZY 2y GKS wA:
Assembly of the United Nations on 20 November 1959, retrieved hipy/www.unhchr.ch/html/menu3/b/25.htm (on

22 July 2015). For a detailed overview see G. Bueren (IB®&)nternational law on the rights of the chilblordrecht: M.

Nijhoff, 612.

38 Interesting to note is that although the US is signataryhte Convention, up until now it has not ratified it. See Status Of

Ratification Interactive Dashboarkttp://indicators.ohchr.org/(Last Updated: 13 July 2015).
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The UNCRC entered into force in 1990 and its provisions are legally Bifdiirtge signatorie®, but

the actual implementation of the provisions is left up to the discretion of the national legisf&tors.
Nevertheless, the principles oftheb / w/ | NB O2y daARSNBR GKS 1S& 3IdzARS
rights policies®? It functions as a compreheive framework against which legislative or policy
proposals should be evaluatéd.Furthermore, the Court of Justice of the European Union has
repeatedly stressed that it takes the UNCRC into account when applying the general principles of
Community law#*

QHILD AsS RIGHTSHOLDEecordingli 2 ! NI A Of S ™ | b / ewvéryshundaii beihgibeldwlibief A O o
age of eighteen years unless under the law applicable to the child, majority is attainedéé@rlier
Traditionally, vulnerability and incapacity have beka bedrock of the Western legal conception of

children?® Children needd an adult representative to initiate legal proceedings on their bebaatf

their vulnerability wa often invoked to justify this difference in treatmefitOn the other hand, oe

of the essential elements of the UNCRC is the belief that children should not be regarded merely as
vulnerable victims, but also as social actors who need support while growiffgsperRuxTonthe

Convention emphasises the capacities and strengths of ehildrs rights holder®. This legal
transformation is also reflected in the Third Optional Protocol to the CRC (OP3 CRC), providing a means

0KNRdzZAK @gKAOK OKAfRNByQa tS3arf NaIKGaA FyR | O0Sz

39ECY, Parliamentv. Councip@ nk no X HT WdzyT8e Qourt/nas Slreddy Hdd odcasion tg point out that the
International Covenant on Civil and Political Rights is one of the international instruments for the protection of hutean righ
ofwhikK AdG GF{18a 002dzyid Ay FLILX&@Ay3d GKS IFSySNIf LINAYyOALE Sa 27
Rights of the Child referred to above which, like the Covenant, binds each of the Membér StatdsSS | f a2Y 9 d + SNK
(2006).Conventdn on the Rights of the Child: background, motivation, strategies, main thémegerpen: Garant, 84 and

147; S. Meuwese, M. Blaak, and M. Kaandorp (eds) (28@bgboek Internationaal Jeugdredhtternational Youth Law
Handbook Nijmegen: Ars Aequiibri, 3 [NL].

40 There is, however, no consensus on the direct effect of the UNCRC. Cf. for inEtavieehellen (2006Convention on

the Rights of the Child: background, motivation, strategies, main themteerpen: Garant, 886; S. Meuwese, M. Bl

and M. Kaandorp (eds) (2005)andboek Internationaal Jeugdredhtternational Youth Law HandbooRijmegen: Ars

Aequi Libri, 4 [NL].

41The Committee on the Rights of the Child, however, ®&sLIK | & A avilcamis thie indluSiondf sections be t

rights of the child in national constitutions, reflecting key principles in the Convention, which helps to underline the key
message of the Conventigrthat children alongside adults are holders of human rights | y A (i £8mniitteeldi they” &
Rightsof the Child (2003). General measures of implementation of the Convention on the Rights of th@@hidl 42 and

44, para. 6)General comment No. bttp://www.unicef-irc.org/portfolios/general_comments/GC5_en.doc.htadcessed
17.07.2015.

42 Commission of the European Communities, Commission Staff working document accompanying the Communication from
the Commission Towards an EU strategy on the rights of the child, Impact assessment, COM (2006) 367 final, SEC (2006)
888, 6http://reqgister.consilium.europa.eu/pdf/en/06/st12/st1210ad01.en06.pdaccessed 22.07.2015.

43S, Ruxton (2005Lhildren's rights in the European Union: What about us? : Next &egpsels: The European Children's
Network, 28.

44ECJ, Dynamic Medien v. Avides Media AB3}4706, 14 February 2008, para. 39; ECJ, Parliament v. Cousi)/@3, 27

June 2006, para. 37.

45 Article 1 UNCRC..Glpra:Part 1, Chapter 1.

46 S, Clark (2015Fhild Rights and the Movement from Status to Agency: Human Rights and the Removal of the Legal
Disabilities of VulnerabilityNordic Journal of International Latg3-220.

47 Ibid.

48 S, Ruxton (2005Lhildren's rights in the European Union: What about: &xt stepsBrussels: The European Children's
bSGg2N] =X mMTd® C2 NI A Y atlielexeGisedy tiekHid oF tReNiyhts fecohdizdtllindhke grasentiConvention

in article 5, expresses the fact that children are active subjects of right®.Seelgkin and P. Newell (2002).

Implementation handbook for the Convention on the Rights of the,@leld York. Unicef, 85

49S. Ruxton (2005 hildren's rights in the European Union: What about us? : Next &epssels: The European Children's
Network, 28.
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1.1.3)%0 As per CaRrRkctheir legal status as children is not in itself an obstacle to legal capacity to sue
for violations of their human righis ®

CHILDRES® RIGHTS IN THE MEBNVIRONMENSIincethe creation of the UNCRC, there has been general

agreement concerning childr&n entitlement to fundamental rights that are of importance in the

media environment (e.qg. the right to freedom of expression in Article 13 UNCRC and the right to privacy

in Article 16 UNCRE&)On the other handghildren also need to be protected againsirinful content

such asaggressive or misleading advertising (e.g. advertising which encourages overspending and the

purchase of virtual goods or credits with their mobile phorfés).

1.11 Generaprinciplesand categories of rights

FOUR BASIC PRINCIPLEShe context of the UNCRC, the role of states lies in fulfilling clear obligations to

each and every child. To achieve an effective implementation of the Convention, states should develop
NA IKG A& LISNE LIS Camer@and jidiciaiy® Azsoikdmhglri
the Committee on the Rights of the CAfidsuch a perspective should take into account the four key

I OKAf RNByQa

principles ofthe UNCRC, which form the basis for interprgthe other provisions>® The table below
provides an overvig of the four basic principles of the UNCRC:

COMMENT

PrINCIPLE ARTICLE

Non-discrimination

2

The principle entails therptection of childrenagainst all forms of

discrimination

Best interest of the chil&®

The interpretation of the best interests of the child canr
undermine oroverride any of the other rights ensured by oth
UNCR@rovisions:’

50S. Clark (2015). Child Rights and the Movement from Status to Agency: Human Rights and the Removal of the Legal

Disabilities of VulnerabilitNordic Journal of International La216-217.

51E. Lievens (2014). A children's rights perspective emgbponsibility of social network site providers. 25th European
Regional Conference of the International Telecommunications Society (ITS). Brussels, Belgium, 3

52 European Parliament (Committee on Culture and Education) (2012). Report on protectingrchilthe digital world.
http://www.europarl.europa.eu/sides/getDoc.do?pubReffEP//TEXT+REPORT+20120353+0+DOC+XML+VO//EN

accesse®2.07.2015.

53 Committee on the Rights of the Child (2003). General measures of implementation of the Convention on the Rights of the

Child (arts. 4, 42 and 44, para.-@eneral comment No. 5, 4.
http://www.unhchr.ch/tbs/doc.nsf/898586b1dc7b4043c1256a450044f331/3bba808e47bf25a8¢1256db40030 e/

0345514.pdf accessed 22.07.2015

54The Committee on the Rights of the Child is the body of 18 Independent experts that monitors implementation of the
Convention on the Rights of the Child by its State partiesi{deenforcement). For more inforation see
http://www.ohchr.org/EN/HRBodies/CRC/Pages/CRCIndex.aspx

55 Committee on the Rights of the Child (2003). General measures of implementation of the Convention on the Rights of the

Child (arts. 4, 42 and 44, para.-&eneral comment No. 5, 4.

52 NB aLISOAFAOIEf@s

GrF1Ay3

and adults can arise (Rodgkin and P. Newell (2002nplementation handboofor the Convention on the Rights of the
Child.New York: Unicef, 43This is the case when dealing with the protection of minors against harmful media content
such as misleading advertising (i.e. the interests of the child against the advertiser).

57R.Hodgkin and P. Newell (2002nplementation handbook for the Convention on the Rights of the Glaldl.York:

Unicef, 39.
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http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//TEXT+REPORT+A7-2012-0353+0+DOC+XML+V0//EN
http://www.unhchr.ch/tbs/doc.nsf/898586b1dc7b4043c1256a450044f331/3bba808e47bf25a8c1256db400308b9e/$FILE/G0345514.pdf%20accessed%2022.07.2015
http://www.unhchr.ch/tbs/doc.nsf/898586b1dc7b4043c1256a450044f331/3bba808e47bf25a8c1256db400308b9e/$FILE/G0345514.pdf%20accessed%2022.07.2015
http://www.ohchr.org/EN/HRBodies/CRC/Pages/CRCIndex.aspx

This general principleould berelevant to media regulation, as th
I NIi Ae@phSsized that governments and ke and private
bodies must ascertain the impact on children of their actions
order to ensure that the best interests of the child are a prirr
consideration, giving proper priority to children and building eh
friendly societies>®Hence, the besinterests of the child shoulc
be taken into accounivhen developingnedia policy.

Furthermore, it mplies the creation of mechanisms to assess
impact of government actions on children, and to effectively tz
these results into account when shapisgch policy >

Finally, the principlerequires states to ensure the necesse
protection and care for the child (para. 2) when individual pare
are unable or unwilling to protect the chifiAs such, states shoul
function as a safety net. In this regard, it cojudtify government
involvement in protecting minors against harmful new me«
contentsuch as manipulative advertising.

The right to life, survival and 6 This entailghe rightof children to have theilivesprotected from
development the moment of birth and theirightto be able tosurvive, grow and
developappropriately.

The right to express ar 12 I OKAfRQa @ASgoa weybthh anyamatierSof

opinion and to have it taken procedure affecting the child

into account
Table 1: Basic principles of the UNERC

CATEGORIES OF RIGHT® UNCRC is a comprehensive instrufi@amid groupsrights specifically created

for children, as well as chigpecific versions of general fundamental rights. Traditionally, three
categories of rights are distinguishedurvival and development rights, participation rights and
protection rights. Articles hat are of particular _interest to commercial communication aimed at
childrenare articles 12 (the right to express an opinion and to have that opinion taken into account),
13 (the right to freedom of expression and to obtain and impart information), Jetright to freedom

of conscience, thought and religion), 16 (the right to protection from interference with privacy, family,
home and correspondence), 17 (access to information and material from a diversity of national and
international sources), 19 (théght to protection from all forms of violence, injury, abuse, neglect or
exploitation), 31 (the right to participate in leisure, cultural and artistic activities), and 36 (the right to
protection from all other harmful forms of exploitation). The tabledselprovides an overview of the
different categories of rights and their corresponding articles:

58 R.Hodgkin and P. Newell (2002nplementation handbook for the Convention on the Rights of the Glaid.York:

Unicef, 39.

591bid, 43.

601bid, 47.

61E.Lievens (2010Protecting children in the digital era the use of alternative regulatory instrum8utston: Martinus

Nijhoff, 269270.

Y. Kikelypo Hnnmo® ¢KS 6Saild 2F 020K g2NIRa T2NJ OKAf RNByQa NRIKGAE
the light of the UN Convention on the Rights of the Ciilgiman Rights Quarterifol. 23, 311.
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CATEGORIES OF RIGF ARTICLE COMMENT

Survival & 5,6,7,8,9, 10, 14, 1¢ The right to life and to have the most basic needs met (e
development rights 20, 22, 23, 24, 25, 2€ an adequate standard of living, shelter, nutrition, medi
27, 28, 29, 30, 31, 40 treatment), and the rights that enable children to reach th
fullest potential (e.g., education, play and leisure, cultu
activities, access to information and freedom of thoug

conscience and religion)

Participation rights 12, 13, 14, 15, 16, 17 Rights that allow children to take an active role in th
communities (e.g., the freedom to express opinions; to h
a say in matters affecting their own lives; to joi

associations)

Protection rights 11, 19, 20, 21, 22, 32 Rights that are essential for safeguarding children :
33, 34, 35, 36, 37, 3¢ adolescents from all forms of abuse, neglect 3
39, 40, 41 exploitation (eg., special care for refugee childre
protection against involvement in armed conflict, ch

labour, sexual exploitation, torture and drug abuse)

Table 2: Categories of rights in the UNERC

1.1.2 Provisions of particular interest to commercial commtiaita

CHILDRES PARTICIPATIOACCOrding to Article 12 of the UNCRC, children should be able to actively
participate in the promotion, protection and monitoring of their riglitdn particular, states should

ensure that children who are capable of formithgir own views can express those views freely in all

matters affecting the chil& In addition, these views need to be given due weight in accordance with

the age and the maturity of the chifi¢ 2 | OKA S@S OKA { BNdBaygQes thatdthidli A OA LI
friendly and accessible spaces for children to express themselves should be developed, for example
using technology such as (mobile) telephones and the intetfiiet this regard, it should be noted that

new media environments such as social netwodtfpkms (e.g. Facebook, Snapchat, Instagram) and

blogs have lowered the threshold for sharing and-sglfression significantR?.

63 Seehttp://www.unicef.org/crc/index_30177.htmand http://www.hrea.org/learn/guides/children.htmhbs cited byE.
Lievens (2010Protectingchildren in the digital era the use of alternative regulatory instrumeBtston: Martinus Nijhoff,
270.

64 This principle applies to all measures adopted by Governments to implement the ConvéhtRuaxton (2005)Vhat

I 62dzii dzda K / KA {ERriBaf QionN¥ed Btépa . N¥za 8 B6aY ¢KS 9dzNRLISIY / KAt RNBy
65 Article 12 para 1 UNCRC.

66 Article 12 para 2 UNCRC.

67S. Ruxton (2005 hildren's rights in the European Union: What about us? : Next 8epssels: The European Children's
Network, 33.

68 E.Lievens (2010Protecting children in the digital era the use of alternative regulatory instrum8atston: Martinus
Nijhoff, 271.
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FREEDOM OF EXPRESS#OsEcond right which is relevant when it comes to commercial communication

aimed at childrenisthe ¢ht RQ& NRARIKG (2 AW SpecHivally 2ATicleSIB UNNIRGE & A 2 y
stipulates that this rightvhich includes the freedom to seek, receive and impart information and ideas

of all kinds, regardless of frontiers, either orally, in writing or in prirthe form of art, or through any

20KSNJ YSRAI 2 E"@AsKNhS artldl& has &boad sCpie2oh apdication, it extends to the

Internet as well as any other (future) mediumEinally, it is significant to note that the right is not
unlimited,0 dzi NBAGNAROGA2y & KI @S (2 forSesdeiiBf@hg RgftRoro e f |
reputations of others, or for the protection of national security or of public order, or of public health or
moral€ &6 LI?NJ & HO O

z

FREEDOM OF THOUGBODNSCIENCE ANRIREON] A Y { SR (2 GKS LINBS@GA2dza (62 NA
freedom of thought, conscience and religion under Article 14 UNERCparticular, children need

access to information to form and formulate their opinions. Accordingly, the practicatmgpitation

of the freedom of thought is intertwined with the right to participation and the freedom of expression.

This article is aimed at state parties, who have to ensure the specific right for children. Significant to

note is that restrictions on theréedom of thought are not allowed, contrary to for instance the

freedom of expressioft.

FREEDOM OF ASSOCIATANother importantright for childrenis the right to freedom of association and
peaceful assemblygs mentioned byArticle 15/ Social network platforms can play an important role
in the realisation of this right for children. However, as the business models of these online platforms

69 Similar articles are article 19 Universal Declaration of Human Rights, article 19 International Covenant of Civil ahd Politic

Rights, and article 10 European Convention on Human Rights and Fundamental Freediofing) (Eelgium formulated

thefollowy 3 NBASNBIF A2y ¢AGK MBicesIBa@id 15ishall beMfphedliy $ie Retyian GovenmeNt

within the context of the provisions and limitations set forth or authorized by said Convention in articles 10 and 11 of the

European Conventidir the Protection of Human Rights and Fundamental Freedoms of 4 Novembér®95@ KA & Sy i+ A f a
that the restrictions on the freedom of expression are interpreted in a slightly wider manner.

70The United Nations Committee on the Rights of the Childh&s&tda SR G KF G AG A& y20 adzZF¥AOASYy
NAIKG 2 FNBSR2Y 2F SELINBaarzy | LILXAOLIo6fS (G2 SOSNB2YyS Ay |
I 2YYAGGSSs G2 ftaz SELNBaafte Ay eioniddeyiblaiich Séedd instakce: URENE NRA I K G
Nations Committee on the Rights of the Child (1996). General Guidelines for Periodic Reports, CRC/C/58
http://www.unhchr.ch/tbs/doc.nsf/(Symbol)/CRC.C.58.En?0pendocurhettO S &4 & S R States pattiesame p Y d

requested to provide information on the measures adopted to ensure that the civil rights and freedoms of children set forth

in the Convention, in particular those covebsdarticles 7, 8, 13 to 17 and 37 (a), are recognized by law specifically in

relation to children and implemented in practice, including by administrative and judicial bodies, at the national, regional

and local levels, and where appropriate at the fedara provincial levefs ®

71E. Lievens (2010yrotecting Children in the Digital Eg&he Use of Alternative Regulatory Instrumemtgernational

Studies in Human Rights. Leiden: Martin Nijhoff, 272.

72The grounds for restrictions are identical to thegnds listed in article 19 para. 3 of the International Covenant of Civil

and Political Rights. For more information on possible restrictions on freedom of expressiofiacf.

73 This right can also be found in the following articles: article 18 obthigersal Declaration on Human Rights, article 18 of

the International Covenant on Civil and Political Rights, and article 9 of the European Convention on Human Rights and
Fundamental Freedoms.

74R.Hodgkin and P. Newell (2002nplementation handbook fahe Convention on the Rights of the ChiNeéw York:

Unicef, 195. However, there is no consensus on this issue. For example, Meuwese, Blaak and Kaandorp argue that

restrictions are allowed. According to these authors, the third paraggaphich containgpossible grounds for exceptian

FLILX ASa G2 GKS FTNBSR2Y 27F (K2dz3KAIC NS R2SY 0 20 | Y FOyKAR2TdEEaKG A2y S\aaa -
beliefs may be subject only to such limitations as are prescribed by law and are necessary to yiobtesafety, order,

health or morals, or the fundamental rights and freedoms of othe&YMeuwese, M. Blaak, Mirjam and M. Kaandord (eds)
(2005).Handboek Internationaal Jeugdredhiternational Youth Law HandbdolNijmegen: Ars Aequi Libri

, 131 [inDutch].

75 Equivalents in other human rights treaties are article 20 of the Universal Declaration on Human Rights, article 22 of the
International Covenant on Civil and Political Rights, and article 11 of the European Convention on Human Rights and

Fundametal Freedoms. The Belgian government made the same reservation as for articleslpraf
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are based on the collection of user data and the provision of behavioural advertising, they sgay rai
significant legal issueSimilar to the freedom of expression,ghght to freedom of associatiors not
absolute but restrictions should be conforto the law and need to be necessary in a democratic
society’®

RGHTTOPRIVAGYK S OK A f pRivady haslyath&diincréaging attention in recent years. According

G2 ! NI Nahil8 shall beysubjected to arbitrary or unlawful interference with his or her privacy,

family, home or correspondence, nor to unlawful attacks on his or her honouepnthtioné¢ ¢ KA a
entails both interferences by state authorities and private organisatibhoreover, paragrapt2

stipulates that there should be legislation in place whicbtectschildrenagainst such interferences.

The right to privacy is crucial andigital media environment, where advertisers collect ever more
LISNE2Y I f RFEGF 2F O2y&adzYSNARAI AyOfdzZRAy3a OKAf RNBy®
Internet and other new media, for instance through software, could be seen as a viol&tionloK S OKA f R
righttoprivacy2CAy I f f 82 LI NByida YlIeé y20 AYGSNFSNBE 6A0GK I
and digital correspondencé.

ACCESS TO GOQDALITY MEDIAnother important rightin relation to commercial communication aimed

at chidren is the O K A figRtQ@ access to goeduality media under Article 17 UNCRC. More
specifically, this article requirégs(i | 1 S&a (2 Sy adz2NB ( Krifoimatiand niatedaly Kl @S
from a diversity of national and international sources, ety those aimed at the promotion of his

or her social, spiritual and moral wdlkéing and physical and mental healtiThe reasning behind

this provision is that for the exercise of other fundamental rights (like the freedom of expression),
childrenneed to haveaccess to a wide diversity of informati&hChildren may regard marketing and
advertising transmitted through the media as truthful and may use products which are harmful (e.g.
unhealthy food). Moreover, advertising can seriously impact cBildrQ &estées f f6F instance when
portraying unrealistic body imagé5SHence, Stateare encouraged to pursue a proactive policy that
stimulates thecultural, educational and informational potential of medihen it comes tahildren®?

In addition, the WICR@ncourages the development of guidelines to protect children from harmful
content® Such guidelines need to be compatible with Articles 13 (freedom of expresdign)

76 Andin the interests of national security or public safety, public order, the protection of public health or morals, or the
protection of the rights and freedus of others (para. 2 Article 15 UNCRC).

77R.Hodgkin and P. Newell (2002nplementation handbook for the Convention on the Rights of the.®eld York:

Unicef, 216.

78E. Lievens (2010¥rotecting Children in the Digital Egdhe Use of AlternativeeBulatory Instrumentsinternational

Studies in Human Rights. Leiden: Martin Nijhoff, 271.

71bid.

80S. Meuwese, M. Blaak, Mirjam and M. Kaandord (eds) (26@B)dboek Internationaal Jeugdredhiternational Youth

Law Handbook Nijmegen: Ars Aequi Libfi44-145 [in Dutch].

81 UN Committee on the Rights of the Child (2013). General comment No. 16 on State obligations regarding the impact of
GKS odzarySaa aSO0G2aN) 2y OKAfRNByQa NAIKGaI vy

2D+22NK22F OomMaddn 0 d aSRAMeNBOK R DR AT RyES i edKEy oa
Kinderrechtengids (KIDS): Commentaren, regelgeving, rechtspraak en nuttige informatie over de maatschappelijke en
juridische positie van hetkif® dzA RS (12 OKAf RNBy Qa N 3 Kanduseful igformvagoy dbauEtheNS 3 dzf | G A
social and legal status of the cHilésent: Mys en Breesch, 30 [in Dutch].

BLI KFa 06SSy FNHdASR (KFi GKS ¢g2NR WIdZARSEAYySaQr dzASR Ay | NI
legislative constraits. See Rdodgkin and P. Newell (2002nplementation handbook for the Convention on the Rights of
the Child New York: Unicef, 236. However, it should be noted that the Committee on the Rights of the Child has

NB 02 Y Y S ydR&Rspelidegisiation b protect children from harmful information, in particular from television
programmes and films containing brutal violence and pornograpgited Nations Committee on the Rights of the Child
(2000).Concluding observations of the Committee on the Rigfithe Child: Cambodia, CRC/C/15/Add.128,
http://www.unhchr.ch/tbs/doc.nsf/(Symbol)/30dce34798ef39f480256900003397ac?Opendocuatmassed 3.08.2015,

para. 36; United Nations Committee on the Rights of the Child (20@®cluding observations of the Committee on the
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(responsibility of parent&) of the UNCRGQn relation to the latter, Article 5 islgo important, even

though it is traditionally not mentioned in the context of exposure to harmful conteémilore
specifically, Article 5 entails the responsibilities, rights and obligations of parents (or legal guardians)
to offer appropriate direction ath guidance to children (in a manner consistent with the evolving
capacities of the child) when exercising their righitEhisprovision could be interpreted as implying

that parents have a responsibility to (do their best to) support their childreheir approach to new
media® Furthermore,; OO2 NRAYy 3 G2 | NI A O freBdemappropdatdlasststamc&to { G |
parents and legal guardians in the performance of their algitding responsibilitigs®bK A a Wl aa A a
could, for example, consisf States providing adequate information to parents, regarding the risks of
certainmedia oradvertisingto which their children can be exposé&.

N
- W

RGHT TO PARTICIPAVEEISUREULTURE AND ARInked to the right to access to gogdality media is

ArtA Of S owm ¢ KA OK reddgrjzdzRheNiBhiiof thelchildit&rast aindleisare, to engage in play
and recreational activities appropriate to the age of the child and to participate freely in cultural life

I Yy R ( KIS this risigard, fiety medi@chnologies like social networking and online games can play

an important role by facilitating access to cultural and artistic activifiemwever, many children and

their families are exposed to an increased marketing and commercialisation of plais dinésof the
concerns of the Committee on the Rights of the Child, as parents experience more and more pressure
to purchase certain toys and games. The Committee also fears that global marketing can serve to
6SIF1Sy OKAfRNBYQa bdalNdituraDand artigtia [Heyof tHeiy'cortinfudty. G NI RA G A

VIOLENCBRHARMFUL EXPLOITATIBNnally,it is significant to note that th€ommittee on the Rights of
the childhaspointedto the fact thatas children are recipients of information, they may be exposed to

Rights of the Child: Marshall Islands, CRC/C/15/Add.139.
http://www.unhchr.ch/tbs/doc.nsf/(Symbol)/e91ea24ff52b434ac125697a00339c0c?Opendocuacentsed 3.08.2015,

para. 3435.

84 Article 18 para. 1 UNCRC recalls the primary responsibility of parents fopliieging and development of the child.

8] 26 SPSNE | 2R3ITAY YR bSgStt R2Infad, pdeatsarelpaiularifiwgéllplacedtd K | NI A Of
build the capacity of children to intervene in a growing manner in the different stagesisfon, to prepare them for
responsible life in a free society, informing them, giving the necessary guidance and direction, while assuring children the
right to express views freely and to give those views due weighfiadgkin and P. Newell (2002nplementation

handbook for the Convention on the Rights of the Chiév York: Unicef, 92)

86 For more details on parental responsibility, see M. Couzens (2007). Autonomy rights versus parental autonetd9, 419
in: A.Alen (edst KS | b / K isCohieBtignOtheoriNdedt practiRroceedings of the International
LYGSNRA&GOALX Ayl NB / 2y TGN ¢od5.20a6yBelyidm). Arweipeh Qrierseniad@aip = My
87 The United Nations General Assembly has also touched upon thensibjlities of parentgtald Ay (KA® NBaLISOGY
Encourage measures to protect children from violent or harmful web sites, computer progranmurgsmes that

negatively influence the psychological development of children, taking into account the responsibilities of the family,
parents, legal guardians and caregiver®@nited Nations General Assembly (2002). Resolutidmvorld fit for children,
A/RES/7/2, 11, 16 http://www.unicef.org/specialsession/docs new/documentsRESS272E.pdfaccessed 3.08.2015,

as cited byE. Lievens (2010protecting Childrem the Digital Erz The Use of Alternative Regulatory Instruments
International Studies in Human Rights. Leiden: Martin Nijhoff, 277.

88 R.Hodgkin and P. Newell (200Bnplementation handbook for the Convention on the Rights of the.QNeld York:

Unicef, 236.

89R.Hodgkin and P. Newell (2002nplementation handbook for the Convention on the Rights of the.®eld York:
Unicef,470;S. Meuwese, M. Blaak, Mirjam and M. Kaandord (eds) (28f@Bidboek Internationaal Jeugdrecht

[International Youth Lawlandbook Nijmegen: Ars Aequi Lib860 [in Dutch] a cited byE. Lievens (2010protecting

Children in the Digital E@The Use of Alternative Regulatory Instrumeirsernational Studies in Human Rights. Leiden:
Martin Nijhoff, 278.

9% Committee orthe Rights of the Child (2013). General comment No.17 on the right of the child to rest, leisure, play,
recreational activities, cultural life and the arts (art.31), 15.
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cactually or potentially harmful advertisements, spam, sponsorship, personal information and
content which is aggressive, violent, hateful, biased, racist, pornographic, unwelcome and/or
misleadingg®*

Ly GKA&
A2t SyOS=z

7

NB3IFNRZ ! NOAOES mdp | b/alMormdNbohysidaBientdl G+ G S a
Ay2dz2NBE 2N) F0dzasSx yS3tSOG 2N yS3atA3aSyils

1.13 Enforcement

GoMPLAINT.SUNtil recently, the UNCRC did not foresee in an actnathanism for enforcement.
Accordingly, children could not file complaints and there was no option for testing the Convention in
specific cases by the coufs.This changedvith the adoption of the Optional Protocol on a
Communications Procedure & h in 2001,aschildren gained the ability to file complaints regarding
specific violations of their rights under the UNCRThis Protocol entered into force in April 2044d

has up until today beesigned by 49 and ratified by Istates®® The protocol estalidhes a quasi
judicial mechanism that allows children and their representatives to file complaints with the UN
Committee in relation to specific infringements of their rights under the UNERGortant to note

is that complaints can only be made after axsting domestic remedi€$ Accordingly, a complainant
needs to provide evidence of engagwith existing domestic complaints mechanisrbe decisions

of the UN Committee are nebinding, however, signatory parties commit themselves to follow the
decisims and provide redress to victims. addition, Article 9 of th®©P foresees in the possibility of
friendly settlements.

MONITORINGAdditionally, the UN Committee on the Rights of the Child monitors the implementation

of the UNCRC in the different States and can issue critical remarks or recommenéaliiorecent

years, the Committee has recognised the importance of digital rights & y I a LJSOG 2 F OKAf
For instance in the context of commercial communication, a report of the Committee on the Rights of

GKS / KAfR 2y I 3SySNI}f RA&AOdzaaAz2y 2y RAIAGEE Y
with the UN Spdal Rapporteur in the field of cultural rights. The latter had recommended State parties

G2 FR2LJi f S3A A prohibifad §6rme i AdGeKising ® driildRen dnder 12 years of age,
regardless of the medium, support or means used, with the pessitension of such prohibition to 16

91 Committee on the Rights of the Child (2011). General comment No.13 on The rigétabiild to freedom from all forms

of violence, .

92E. Lievens (2014). A children's rights perspective on the responsibility of social network site providers (25th European
Regional Conference of the International Telecommunications Society, BrussgisnB2225 June 2014), 3.

93 United Nations (2011). Optional Protocol to the Convention on the Rights of the Child on a Communication Procedure,
https://treaties.un.org/doc/sairce/signature/2012/ctc_411d.pdfaccessed 6.08.2015.

94 For a real time update sewtps://treaties.un.org/pages/ViewDetails.aspx?src=TREATY &mtaed\/11-
d&chapter=4&lang=eaccessed 6.08.2015.

%/ KAf RNBYyQa wAadKGE !'fEALFYyOS onvnmnOod . NASFAYy3I b2GS 2y GKS hl
on a Communications Procedure,

http://www.childrensrights.ie/sites/default/files/information_sheets/files/BriefingNote UNCRC3rdOptProtocol170914.pdf
accessed 6.08.2015.

9% For instance, in Ireland, severaghl and quadi S3+f NBYSRASE FINB 2Ly (2 OKAfRNBY Iyl
'b/w/ KI@S 06SSy @AaAz2fl (SR o60Sd3d O2dzNIax (GKS ifdjdz f Ade ¢ NROdzyl
9U.Kikelyp Hnnmo® ¢KS 6Saild 2F 020K g2NIRa T2NJ OKAf RNByQa NRIKGA

the light of the UN Convention on the Rights of the Chilgiman Rights QuarterR001, Vol. 23, 309.
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years of age and to ban the practice of child brand ambassa&®¥ss it is up to the States to take the
recommendations\ y 12 | 002dzy iz (KS H®isofy ardl Fiomdvérsal i ratriy A G G S S
and its succesrelies on diplomacy rather than legal sanciidiTo foster the implementation of the

UNCRC in an adequate manner, the Committeealsmsssued a number of implementation guidelines

for the Stateg®

1.14Chi Il drends rights and business pri

FLFREGULATIONBesides the UNCRC and the Optional Protocbks, UN hasalso issued certain

guidelines for putting the protection of fundamental rights into practice. Specifically tailored to

OKAf RNBYyQa NAIKGA Aa (KS abNdWSHANDKE2 RNByzRAYy 8A 8 K
Global Compact, Unicef and Save the Children in 20Ihisseltregulatoryframework calls upon
odzaiAySaa G2 020K LINBZSyYyid KINY | ¥Rhslséégul@@y ¢ al T
framework will be dicussed in greater detail hnKS a4SO02yR RSt AGBSNIo6fS dGal L
LT OSNY I GAGS wS3AdzA FG2NE LyadNUzySyaaé o

1.2 Europe - Fundamental human rights

TwO EUHUMANRGHTSROTECTIOREXTSOver the years, botlthe Council of Europe and the European

Union haveadoptedframeworks for fundamental human rightghe Council of Europ® adopted the

European Convention on Human Right& S NB | F #°5imN1938 dtiich ise@ international treaty

for the protection of @mocracy and human rightt creates an international obligation to comply for

the Member states and has thus been incorporated by all of them in their national Fawthiermore,

tKkS /2y @SyiAaz2y SaildloftAdaKSR GKS 9 dzNH LIF@yensure dzNI 2 -
compliance of the contracting parties with their obligations under the Conven@Gamverselythe

9% Committee on the Rights of the Child 20 0 ® wSLIR2 NI 2F (GKS wanmn RIFe& 2F 3ISySNIt RA
OKAf RNBYyQa NAIKG&AEZI mMcd

%9l d YAf1Stte ounamod ¢KS o68ai 2F 020K 62NIR&E FT2N) OKAf RNByQ:
the light of the UN Convention dhe Rights of the ChildtHuman Rights QuarterB001, Vol. 23, 309.

100 For more information se€ommittee on the Rights of the Child (2003). General measures of implementation of the
Convention on the Rights of the Childts. 4, 42 and 44 para.,8seneracomment No. 5.

101, Lievens (2014). A children's rights perspective on the responsibility of social network site providers (25th European
Regional Conference of the International Telecommunications Society, Brussels, Belgiini 2@ 2014), 9.

102Ynited Nations (2013). General comment No. 16 on State obligations regarding the impact of the business sector on
OKAf RNByQa NAIKGaOD

103The Council of Europe is an international organisation in Strasbourg, counts 47 member states and was formed right
after the Second World War to promote democracy and protect human rights in Europe. It should not be confused with the
institution of the European Council (which consists of the heads of state or government from the member states, as well as
the President of the Etopean Commission) or with the European Union (which consists of 28 member states that have
delegated a certain part of their sovereignty on specific matters of joint interests). Nonetheless, all the members of the
European Union are also member of theu@oil of Europe. For more information see
http://www.coe.int/aboutcoe/index.asp?l=en&page=nepasconfondre

104 Council of Europe (1950). European Convention on Human RightsNGEIS.

105The European Court of Human Rights is composed by a judge of each of the parties to the Convention and can examine
cases brought by nationals of Member states and-Member states, nationals of nemember states, Council of Europe
Member statesagainst another Member state. Saép://www.coe.int/aboutcoe/index.asp?l=en&page=nepasconfondre
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original treaties of the European Communities did not explicitly refer to human rights or their
protection 1% Cases concerning human rights violations in areas within the scope of EU law that came
before the European Court of Justice were brought into theated general principles of European

law. However, the EU recognised that its policies could have arctrapdauman rights and proclaimed

the European Charter of Fundamental Rights of the European Union (Charter) in 2000, covering a
whole range of civil, political, economical and social rights of EU citizens, while also synthesising the
constitutional traditons and international obligations common to the different Member statégvith

regard to the protection of children, the Charter states that Member states should foresee protection
and care for children, which is necessary for their wellbé&ibgurthermoe, children are granted a

right to freedom of expressio? ¢ KS / KI NISNJ |t 42 SELX AOAGt&@ NBO2
principle (see supra section 1.114jAlthoughinitially the Charter was merely politicalinstrument,

it became legally bindingsEU primary law (see Artick(1) of the Teaty on theEuropeanUnion)

with the enteringinto force of the Lisbon Treatgh 1December2009.

FUNDAMENTAL RIGHTS TNE CONTEXT OF COREAL COMMUNICATIOWIith respect to commercial
communication aimed attdldren, two (substantive) human rights are of utmost importance, i.e., the
right to freedom of expression and the right to privacy. The right to privacy and more specifically data
protection will also be discussed further in section 4 of this chapterifpertance attached to these

two fundamental rights with respect to the issue of protecting children is apparent from the following
statement by the European Commission:

oBefore considering what rules and enforcement measures are applicable to proteftion
minors and human dignity, it must be emphasised that they are all subject to two fundamental
principles that are inherent in any democratic socefseedom of expression and respect for
privacy &

12.1 The right toreedom of expression
A. Princife and sources

ARTICLA0 ECHRThe freedom of expression is a fundamentaht in any democratic society and is
deemeddone of the basic conditions for its progress and for the development of eveg/ #ahis

106 European Union Agency for Fundamental Rights (FRA) and Council of EuropeH20dddok on European data
protection law.Luxembourg: Publications Office of the European Union, 20,
http://www.echr.coe.int/Documents/Handbook data_protection ENG.pdEessed 30.09.2015

107 European Union Agency for Fundamental Rights (FRA) and Council of EuropeH20dddok on European data

protection law.Luxembourg: Publications Office of the European Union, 20,

http://www.echr.coe.int/Documents/Handbook data_protection ENG.pdEessed 30.09.2015

108 Article 24 Charter oFundamental Rights of the European Uni®r,18.12.2000C364/1.

109¢Such views shall be taken into consideration on matters which concern them in accordance with their age and
YI GdzNRG& e

110Para 2Article 24 Charter of FundamentagRis of the European Union.

111 Commission of the European Communities (1996). Green Paper on the protection of minors and human dignity in
audiovisual and information services, COM 483 final. Along the same lines see: r€ctaiclRecommendation

98/560/EC of 24 September 1998 on the development of the competitiveness of the European audiovisual and information
services industry by promoting national frameworks aimed at achieving a comparable and effective level of protection of
minors and human dignity®J07.10.1998|.270, 48

112ECtHRPerna v. Italy6 May 2003, para. 39.

L/

-

AdLit IWT/SBOeport 2015 Ao 26


http://www.echr.coe.int/Documents/Handbook_data_protection_ENG.pdf
http://www.echr.coe.int/Documents/Handbook_data_protection_ENG.pdf

fundamental righthas been included into wide varietyof internationall*®* European and nation&f

legislative textsAt the European level, the core provision guaranteeing tigistrisarticle 10 of the
ECHR®

1. Everyone has the right to freedom of expression. This right shall irfchsaeom to hdd

licensing of broadcasting, television or cinema enterprises.

2. The execise of these freedoms, since it carries with it duties and responsibilities,

are necessary in a democratic society, in the interests of national tyederiritorial

disclosure of information received in confidenoe,for maintaining the authority an
impartiality of the judiciary.

opinions and to receive and impart informatioand ideas without interference by public
authority and regardless of frontiers. This article shall not prevent States from requiring the

ay be

subject to such formalities, conditionsgirictionsor penalties as are prescribed by law and

integrity or public safety, for the prevention of disorder or crime, for the protection of hizalth
or morals, for the protection of the reputation or the rights of others, for preventing the

(

Thus, the feedom of expressiomntailsthe freedom to hold opinions and to receive and impart

information and ideas without interference by any public authority, and regardless of dremtf
More specifically, this fundamental right encompasses both the passive obligation for States to

refrain

from interfering with the freedom of expression of their citizenseel asthe positive duty to ensure
that this freedom is not too restricted ybprivate persons or organisatiohs. According to the

9dzNR LISFY /[ 2dzNI 2F 1 dzYly wA3IKGEA 649/ Gl wéovx
LINB G SO0 i k&AiNheSphéra of @lgtiars between individai&

{ard

~ s

S

SCOPE OF PROTECTIANiCle 10 has a very broadcope of applicatio® LYy RSSRX thény SEGSYR

expression regardless of its contgliorm (any word, picture, image or action to express an idia),

its disseminator, or the type of medium uéét? As thescope of Arti@ 10 extends to all means of

information sharing, it will also be applicable to information shared via the Internet or any
communication technologyAdditionally it may provide protection for ideas that areoffensive,

other

113 At the international level the most important ones are Article 19 of the 1948 Universal Declaration on Human Rights, 10

December 1948 and Article 19 of theGBUN International Covenant on Civil and Political Rights United Nations, 16
December 1966.

1141n Belgium, the relevant provisions are articles 19, 25 and 150 of the Constitution.

115The ECHR is part of the legal framework of the European Union duidie 6 para. 2 of the Treaty on the European
Union. As such, article 10 ECHR is also of the utmost importance in the EU legislative framework.

116, Lievens (2010Protecting Children in the Digital Egd he Use of Alternative Regulatory Instrumeifiternational
Studies in Human Rights. Leiden: Martin Nijhoff,-308.

117D.Voorhoof (2004). Vrijheid van meningsuitifggedom of expressiprin: J. Vande Lanotte and Y. Hadakdboek
EVRM: Deel II: Artikelsgewijze commentaar (VolufiegdHR: Part Commentary on the articlesAntwerpen: Intersentia,
925 [in Dutch] See for instance: ECtHBzgir Giindem v. Turke}6.03.2000, para. 423.

118 ECtHROzgiir Giindem v. Turkel6 March 2000, para. 423.

119 M. Macovei (2004)Freedom of expressianA guide to the implementation of Article 10 of the European Convention
Human Rights (Human rights handbooks, NoS&asbourg: Council of Europe, 7.
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shocking oreven disturbing!?® However, restrictions remain possibleor instance for the
dissemination of racisrt*

RESTRICTIONSNDER CERTAIN REGMIBNTS As mentioned, he right to freedom of expressioris not
absolute.According to paragraph 2 of Article 1@strictions caronly be imposed if theyulfil three

qualitative conditionsFirst of allthe restiction should be prescribed by law. In this regaedjulation

shauld be adequately foreseeabd® that individuals are able to anticipate the potential consequences

of a given actiort?? Furthermore, regulatiott> must ensure that any interference by public authorities

cannot occur arbitrarily?* Secondly, the restriction must pursue a legitimate &iEinally,the

NB & (i NA Ol A Befesddry i a dethocrate soaiety ¢ KA OK Sy il Afpiessinck S SEA ¢
socialneed ¢0KS 9/ Gl w gAftt S@I f dzt G S pgofandeSithellegitimai® OA F A O
aims pursueél'®and whetherthe justifoF G A 2y a LINEOARSR o0& rélévdntayid A2y | f
sufficient &

ARTICLAEL1 CHARTERUNDAMENTARGHTS OF THEU . Article 11of the Chartercorresponds to Article 10
ECHRnd guarantees

Everyone has the right to freedom of expression. This right shall inéladeom to hold
opinions and to receive and impart informatioand ideas without interference by public
authority and regardless of frontiers.

Furthermore, this Article requires respiefor the freedom and pluralism of the medi&. While the
ECHR is responsible for safeguarding human rights in the continent, the Charter focuses more on the

120This doctrine was first put forward in the Handyside c&eh are, as the Court repeats regulafig temands of

LX dzNF f AaYZ (G2t SNIyOS YR O0NRIRYAYRSRySaazx airAyoOS grlK2dzi 02\
& 2 OA S i Se@ECH@aridysiflexy. the United KingdphDecember 1976, para. 49; see d&i@tHRPerna v. ltaly6

May 2003 para. 39.

121ECtHRGaraudy v. Franée H n Wdac&rdingly/thee Coutt considers that, in accordance with Afttictsf the

Convention, the applicant cannot rely on the provisions of Article 10 of the Convention regarding his convitgioyirfgr

crimes against humanigy T 9 GiindimMETurkedy n 5 S O S YTha belngiso, moa¥natter of principle it may be

considered necessary in certain democratic societies to sanction or even prevent all forms of expression which spread, incite
LINEY2(1S 2NJ 2dzadAFTe KIGNBR o6laSR 2y Ayid2fSNIyO0S 6A¥QEdzRAY 3 |
WNBAGNROGA2YyAQ 2NJ WISy fGASaQ AYLR2&BRI KihBwWIGEENRNWag 2y S G2
1988.

122E, Lievens (2010Protecting Children in the Digital Egdhe Use of Alternative Regulatory Instrumeiftgernational

Studies in Human Rights. Leiden: Martin Nijhoff,-328.

123The European Court of Human Rights considers whether rules satisfgghissment in a rather flexible manner. Even

rules issued by a nestate entity to which the state has delegatedrfel 1 Ay 3 | dzi K2NA (& OFly o685 O2yail
purposes of the ECHR. For instanceBs€eHRBarthold v. Germany25 March 1985, para64

124D, Voorhoof (2004). Vrijheid van meningsuitirgéedom of expressifrin: J. Vande Lanotte and Y. Hagakdboek

EVRM: Deel II: Artikelsgewijze commentaar (VolufiedHR: Part Il: Commentary on the artjclastwerpen: Intersentia,

968 [in Dutch]

125The grounds for restrictions are enumerated exhaustively in article 10 para. 2, and are interpreted in a restrictive way by

the European Court of Human RigHeer a number of examples, see C. Ovey, R. White, and F. JacobsJ208163.and

White The Etopean Convention on Human Rightdxford: Oxford University Press, 334.

126\/oorhoof argues that this implies a double test. To begin with, the concrete consequences of a restrictive government
interference are of importance: the more comprehensia;reaching or preventive a measure is, the more difficult it will

be to justify. On the other hand, the gravity or severity of a conviction will also be an important element in the

proportionality test. See D. Voorhoof, op. cit. 1024.

127To this aim, the Qurt assesses interferences in the light of the case as a whole, including the content of statements that

were made, the context, the consequences, the intentions, etc. The court interprets the three conditions in a strict manner,

and the burden of proofiés with the state. MMacovei (2004)Freedom of expressianA guide to the implementation of

Article 10 of the European Convention of Human Rights (Human rights handbooks,Sti@askpurg: Council of Europe, 30.

128 Article 11 Charter of the Fundamental Rights of the European Union, para 2.
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economic integration among Member States and the free movement of goods and séf¥isesuch,
the Court of Justice of the European Union deals primarily with the commercial freedom of expression
(infra section B).

CHILDRE® RIGHT TO FREEDOMEXPRESSIONK S a4 LISOAFA O OKAf RNByYy Qa NA3IKI
Article 13 UNCRC has been discussgaas(chapter 2, section 1.1). Similarly to the right under Article

10, this right is not absolute and restrictions remain possible under certain conditions. The difference
here is that information that could shock, offend or disturb children might be lprobtic*°However,

finding the right balance between the freedom of expression and the protection of minors can be
problematic. Indeed, tackling certain content which is deemed harmful to minors could lead to
unwanted sideeffects to the freedom of expression of @ts, as they should be able to access the
content freely!3!In this regard, arbitrary bans on advertisingaimattempt to protect children against

harmful ads might be problematic. Therefore, the following section will further analyse the specific
case offreedom of commercial speech.

B. Freedom obmmercial speech

PROTECTION OF COMMBRGPEECHhe EuropeanCourt of Human Rightsas introduced commercial
communication into the domain of freedom of expressttatadesago’*?Indeed, the Countecognises

GKS LINRGSOUAZ2Y 2F | NIAOES wmn .Aed®nihglykhé Badantlidtésh 2 y 2 1
of paragraph 2 Article 10 will be applicable to any restriction of or interference with the freedom of
commercial speechror instance, the Court has @jed the balancing test for its decisions on the
admissibility of national advertising bahs.

BROAD [BCRETION TO NATIOR®LICYN principle, the Court deems national authorities to be in a better
position to give their opinion on the necessity of tamt restrictions than the international judge.
Thus, he Court recognises broad discretion for national policy on restrictmmghe content of
advertising'®* This approach is reflected in the following cases:

Casado Coca v. Spéih- The ECtHRound thata Spanish Royal Decree prohibiting nearly all
lawyer advertising did notonstitute aviolation of Article 10 ECHR. In this case, a Spenish

129The EU Network of Independent Experts on Fundamental Rights (Z@¥@nentary of the Charter of Fundamental

Rights of the European Union, £189, http://ec.europa.eu/justice/fundamental
rights/files/networkcommentaryfinal_en.pdiccessed 30.09.2015.

130G. Van Bueren (1995Jhe international law on theghts of the childDordrecht: Martinus Nijhoff Publishers, 134. An
example of such content is pornography.

131E, Lievens (2010protecting Children in the Digital Egd he Use of Alternative Regulatory Instrumeittgernational

Studies in Human Rights. Leiden: Martin Nijhoff,-313.

132|n 1973 with the case concerning an advertising for the Scientology ChurdBC8¢BX and Church of Scientology v.
Sweden5 May 1979, Appn. 7805/77.

133|bid, 5.

134 60therwise theCourt would have to rexamine the facts and all circumstances of each case. The Court must confine its
review to the question whether the measures taken on the national level are justifiable in principle and propdrtibnate S S
ECtHR, 20 November 198%pA 10572/83 iharkt intern Verlad. See alsd. Kabel (1994). Swings on the Horizogtehe

Search for Consistency in European Advertising Lagal Observations of the European Audiovisual Observidgsng

20038, 4. Cases that reflect this approaoblude: ECtHRCasado Coca v. Spa# January 1994, Series A., No. 285; ECtHR,
Markt Intern Verlag GmbH & Klaus Beermann v. Germ2bywWovember 1989, Series A., No.165; ECiagbowski v.
Germany23 June 1994, Series A., No. 219; EQYEFS v. the &therlands, Hempfing v. Germariy3 October 1993, Appn.
16844/90, unpublished; ECtHRand Church of Scientology v. SwedeMay 1979, Appn. 7805/77.

135 ECtHRCasado Coca v. Spaié January 1994, Series A., No. 285.
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However, there are always exceptions in which the ltiu R2 S &

lawyer had breached the advertising ban and was sanctioned by the Barcelona Bar cour
According to the ECtHRhe ban fulfilled the conditions of (1gn interference by a publi¢
authority (i.e.) the Barcelona Bar Council, @ing prescribed by law and®)( having
legitimate goal (i.e. protecting the public and other members of the profession). Reg:’:‘cﬂ
2dzZaGATFTAOLIGAZY 27

be restricted in order to ensure respect for the rights of others or owing to the s
circumstances of particular business activities and professidnshis case, the punishment

0 KS Y SbjectiazNGtiaful ddvedisermehtdziid

had been limited to a written warningnd the Court concluded that the action taken by t

cil. The

g the
t KSf R
vecial

ne

Barcelona Bar council was not unreasonable and disproportionate to the aim pufSued.

RSOARS I 3t

opinion:

C.

Ayaid i

Barthold v. Germany?’ ¢ Contrary to theCasado Cocease, the ECtHR did find a violation

the Barthold case, which dealt with a veterinary surgeon who had criticised the Iatlk of

emergency veterinary services in Hamburg during night time, in an interview for a news
GKAES |fta2 AYyOARSyidlffe YSyldAzyAy3a KAa
association then obtained an injunction against Dr. Barthold to not discuss the matter fu
with any other journalist. When applying the test of Article 10 (2), the Court held tha
injunction fulfilled the following conditions: (1) public authorifiye. Court of Appeal), (2
prescribed by law and (3) legitimate aim (i.e. preventing unfair competition). Nonetheles
Court found that the measure was disproportionate, as the claims Dr. Barthold made we

in

aper,
20y Y

rther

the

3, the
‘e not

primarily advertising by nature but faér informational and he was speaking the trdth.

Concluding remarks

GoncLusianNThere is no doubt thathe right to freedom of expression is an essential element in the
evaluation of any policy which attempts to protect children against harmful media contenteln th
context of commercial advertisingit is of the utmost importance to take into consideratithe

balance between the freedom of commercial speech & A f RNBEy Qa NA IKtdbBe Ay Of dz
protected against any potentially harmful contemrtthe right to privacy

1.2.2 The right to pvacy

CHILDRES RIGHT TO PRIVAGE mentioned suprakchA f RNByYy Qa NRIKG (G2 LINR G 0 K
16UNCRLY (2RF&4Q RAIAGIE AYTF2NXIEAOKAL KRB Y Y YA O
at risk *° Advertisersare collecingand procesmig ever morD KA f RNByYy Q& RI Gthemhy 2 NRS

136 See als@ee also J. S. Rich (1p@mmercial Speech in the Law of the European Union: Lessons for the United States?
Federal Communications Law Jourmvalume 51, issue 1, 7.

137 ECtHRBarthold v. Germany5 March 1985Series A, No. 90.

138See also J. S. Rich (1998)mmercial Speedh the Law of the European Union: Lessons for the United St&edéral
Communications Law Journablume 51, issue 1, 8.

139 A Belgian study, for instance, analyskd privacy policies and privacy statements of websites aimed at children and
adolescents and found that a majority of these websites collects personal data of the young visitors without respecting
their right to privacy: M. Walrave (ed.) (2005). Cybeiki@Pri&cyc Minderjarigen, minder rechten? (Privacy Paper Nr. 4)

[YAR&Q

I yPRvaay StStgka?(An &nalysis of data processing and privacy statements on websites aimed at children
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with tailored advertising/ KA f RNBy Qa NAIKG G2 RFEGFE LINRGSOGAZY
section 3 of this chapter and, therefore, the current secti®timited to a brief overview of the core
legal framework concerning children and priyac

A.  Principle and sources

BEUROPEAKIONVENTION ONUMANRGHTSAL the European level, one of the key provisions with respect
to the fundamental right to privacy is article 8 ECHRis article has theame status as the principle
of freedom of expressin and is also considered inherent in any truly democratic sotiety.

Article 8 ECHIreads as follows:

1. Everyone has the right toespect for his private and family lifehis home and hi
correspondence.

2. There shall be naterferenceby a public authority with the exercise of this right excizpt
such as is in accordance with the law and is necessary in a democratic society in the interests
of national security, public safety or the economic Wwelhg of the country, for th
preventionof disorder or crime, for the protection of health or morals, or for the protection
of the rights and freedoms of others.

Similar to the freedom of expressipthe articlenot only protects an individual from ietrference by
public authorities,but also entails a number of positive obligations for the St&&uchpositive

20 f A3l { Mnoleithe Yadoptionéof measures designed to secure respect for private life even in
the sphere of the relations of individuals between themséi#8#ény restiction onthe right to privacy

hasto be (1) in accordance with the law, (2) necessary in a democratic society dad€3) legitimate
interest States aralsogranted a certain margin of appreciation when establishing restrictitiss

per KILKELLYn areas such as the protection of childiie margin of appreciation has been considered

to be especially wid&'*

CHARTER dfINDAMENTARGHTS OF T The Charter not only embraces the right to private and family
life, but also explicitly establishelsd right © data protection and thus raiséise level of protection to
that of a fundamental rightMore specificallyArticle 7 of the Chartedetermines that

G S @S NEa tfeSright to respect for his or her private and family life, home |and
O2YYdzyAOF GA2YVAE D

and adolescenidin Dutch]. For a US study, cf. Pew Internet &nderican Life Project (2007). Teens, privacy and online
social networkg How teens manage their online identities and personal information in the age of MySpace.

140The right to privacy is also included in articles 7 and 8 of the Charter of FundamehtaldRidpje European Union.
International equivalents are article 12 of the Universal Declaration of Human Rights and article 17 International Covenant
on Civil and Political Rights.

141U. Kilkelly;The right to respect for private and family lf@ guideto the implementation of Article 8 of the European
Convention on Human Rights (Human Rights Handbook, ,mstra$bourg, Council of Europe, 2001.

142European Court of Human Rights, X. and Y. v. the Netherlands, 26 March 1985, para. 23.

143U. KilkellyTheright to respect for private and family liteA guide to the implementation of Article 8 of the European
Convention on Human Rights (Human Rights Handbook, mstraybourg, Council of Europe, 2001, 6.

1441bid. 7.
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Additionally Article 8of the Charterdeterminesthat:

ceveryone has the right to the protection of pamal data concerning him or hdn addition,

such data mast be processed fairly for specified purposes and on the basis of the conjsent of
the person concerned or some other legitimate basis laid down by law. Everyone Has the
right of access to data which has been collected concerning him or her, and the hghe

it rectified.

Article 8 also establishes that an independent authority shall control compliance with these
obligations

EUPRIVACDIRECTIVER addition, other important rules on prxcy and the protection of personal data
are laid down in the EData Protection Directié® as well aghe e-Privacy Directivé*® Both of these
directives are applicable to the Interrtétand pertain to adults as well as childr&f.They will be
further discussed under section 3 of this chapter.

B. Concluding remark

PROECTION CEHILDRERPRIVACYT his section briefly outlined trgeneral human rights instruments, as

well as specific legislaticat the European and national levélK | § LINR 0§ SOG 4. tBKA f RNB Yy
utmostimportance to take this legal framework into consideration when establishing mechanisms to

protect childrenagainst aggressive profiling practices and targeted advertisitigeirdigital media

environment.

1.3 Conclusion

In the context of commercial coidzy A O G A2y FTAYSR G OKAf RNBYy>X OKj
affected. For instance, by offering misleading or aggressive commercial communication on social
YSRALF LXFGF2NXYa 2NJ OAl  GSt SOA & A Beirfringdds Nithlahey Fdzy R
right to participation or the right to access to gofjddzl t A1 & YSRAI ® CdzNIi KSN)Y 2 NEB:
RFGF F2NJ LJzN132asSa 2F GFNBSGSR FTROSNIAaAy3d Yl &
Accordingly both in the offline and online worl&sompanies advertising their products and services

need to take this important legal framework into accou®n the one hand, one could assume that

children constitute a vulnerable group of society and that their right to development needs to be
adequatelyprotected (including the rights to access to gemahlity media and participation in leisure,

145European Parliament and Council Biree 95/46/EC of 24 October 1995 on the protection of individuals with regard to

the processing of personal data and on the free movement of such @d28 November 1995,281, 31.

146 Eyropean Parliament and Council Directive 2002/58/EC of 12 July 2002 concerning the processing of personal data and
the protection of privacy in the electronic communications sector (Directive on privacy and electronic communic@tions),

31 July 2002,.201, 37.

147 Article 29 Data Protection Working Party (2000). Working document WIPVacy on the Internet, an integrated EU
approach to odine data protection, 46. An ECJ case relating to the processing of data on a webpagBaslEQadqvist

v. Sveden 6 November 2003,-C01/01.

148 NIHAOES Ho S5FGF tNRGSOGAZ2Y 22Nl AY3I tINIé& 6uHnndpod hLAYAZY
guidelines and the special case of schools), 4 and 7. The Article 29 Data Protection Workirfg PaX$k cF A6 éased ot | G &
conflicting interests, a solution can be sought by interpreting the Directives in accordance with the general prinbiples of t
UN Convention on the Rights of the Child, namely, the best interest of the child, and alscelgedtethe other legal

instruments already mentionéd¥id, 19.
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culture and art}**On the other hand, although in the context of children a paternalistic approach (e.qg.
imposing childriendly defaults) may seem to offer theast effective means of protecting the interest

2F GKS OKAfRX Al Ffaz2 NIXA&ASa {1Seé AaadeSainafiof NBf I
FYR AGa S@2ft @Ay3 OFLIOAGASE Fa || WO2yadzYSNRO® ¢ K
user empowerment approaches to protection is required.

149 Article 17 and 31 UN Convention on the Rights of the Child.
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2. Media law

MEDIA LAVANDADVERTISING RULASSthe European level, there is extensive and detailed regulation on
advertising. However, as the regulation is fragmented into several Diredfivge, may exist overlagp

and as suckhe framework is rather complex. In relation to audiovisual mediafitlsé steps towards

an EU audiovisuglolicy date back to the early 1980s, triggered by the developments of satellite
broadcasting™ As broadcast ghals did not stop at the national border, the EU adopted certain
minimum standardsn audiovisual median 1989for all Member States in the Television without
Frontiers Directived & ¢ 2 €'5lrE rélation to advertising, the TWFD regulatestain aspects hich

are largely typical for television advertising suchhédden ads, sponsorship, the separation of
programmes and commercials and maximum hourly amoupds.other aspects of advertising, the
TWFDtakes a more horizontal approach by laying down specifies for instancén relation to the
protection of minors andestrictions forthe protection of health'>? Due to the technological and
market developments this framework was revised and amended in 1997 and 2007 and finally renamed
Audiovisual Media SekvOS a 5 A NBE DA @S/ RO O 2REASghifsddt tangte is thamto P
other horizontalEuropearDirectives contaimules on advertising i.@¢he Directive on Misleadingnd
ComparativeAdvertising®* and the UnfairCommercial Practices Directi{?® These two legislative
instrumentsg Af f 0SS RA&0OdzaadSR dzy RSNJ aSO0GA2y o 2F (GKAa C(

RoADMAPThis section of the deliverabfovides an overview of the most important provisions of the
AMSD applicable to advertising. It alsffers definitions of the main concepts under the AVMSD, to
foster a better understanding of the provisiof&is section focuses first on the general provisions of
the AVMSD and then studies the provisiepgcifically aimed at the protection of minorsnaly, this
sectionil 2 dzZOKSa dzLRy G Kfaméwgrk 1 SR YAYy3IR2YQa

2.1 Europe

MINIMUM HARMONISATIORVer since the TWFD the objective of European broadcasting legislation has
been minimum harmonisatiot?® The aim of the AVMSD is to promote the free movement of
audiovisual media services within the EU. To ensure that free movement is acceptable in the different
Member States, the AVMSD defines certain minimum requirements that audiovisual media services
need to abide by. Accordingly, it was left up to the Member states to decide whether or not to enact

150Hjstory of the audiovisual regulatory framework,
http://ec.europa.eu/archives/information_society/avpolicy/reg/history/index_en.hmcessed 30.09.2015.

151E. Dommering (2008). General Introduction Towards a European Median.&v.Castendyk, E. Dommering and A.
Scheuer (eds.European Media LawAlphen a/d Rijn: Kluwer Law International, 14.

152Hjistory of TVwFThe Television without Frontiers Directive
http://ec.europa.eu/archives/information_society/avpolicy/reg/history/historytvwf/index_en.hemcessed 30.09.2015.

1530. Castendyk and L. Woods (2008). PafE@ropean Media Lavin: O. Castendyk, E. Dommering and A. Scheuer (eds.),
European Media LavAlphen a/d Rijn: Kluwer Law International, 273.

154 Directive 2006/114/E®f the European Parliament and of the Coun€il2 December 2006 concerning misleading and
comparative advertisingd.JL 376/21.

155 Directive 2005/29/EC of the European Parliamemd af the Council of 11 May 2005 concerning unfair busii@ss
consumer commercial practices in the internal market and amending Council Directive 84/450/EEC, Directives 97/7/EC,
98/27/EC and 2002/65/EC of the European Parliament and of the Council aniétiReg(EC) No 2006/2004 of the

9dzNR LISHY tFENIALFYSYd FyR 2F G(KS / 2d00840/220W! yFI ANI / 2YYSNOALI ¢
156V, Little (2008). Audiovisual Media Services Directive: Europe's Modernization of Broadcast Services Redplatiahs.

of Law, Technology & Poljdgsue 1, 223.
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stricter regulationg®” The Directive contains several vague concepts that need to be interpreted by

the Member states in their national laws. For instance&Sth O2 y OS LJi WI dzRA 2 @A & dzl
defined by referring to several unclear sabncepts (infra B) all which lack clarity in scope and
substancé?® In other words, once the Member states adopt diverging definitions of those concepts,

the scope of the XMSD will be diffent across the different states.

ScoPEThe AVMSDxovershoth linearand nof A Yy S+ NJ ¢ A $3 SE 0k AZRA Y OA gedgl | YSRJ
scheduled programming delivered via Internet or mobile netwoH&Furthermore, the Directive

adopts a twetier approach, which entails that certain basic rules apply to all audiovisual media services
whereas the rules specific to broadcasters will only apply to linear audiovisual media sefviees.

intention of the European Commission in its pospl was that the application of the rules would not

be dependent upon the delivery platform us&d.The scope of the Directive is further clarified by

certain definitions, which are discussed in detail below.

2.11 Definitions
A. Media service providad editorial responsibility

MEDIA SERVICE PRORIDE media service provideis the natural or legal persomith editorial
responsibility for the choice of the audiovisual content of the audiovisual media seavide
determines the manner in which it @ganised-*

EDITORIAL RESP@NSTY®? One of the cumulative requirements for the definition of an audiovisual

media service (infra) is editorial responsibilithisentailsthe exercise of effective control both over

the selection of the programmes and over their organisation either in a chronological schedule
(television broadcasts) or in a catalogue @@mand audiovisual media services). Even though the

02y OS LI ST ORSHMPAIOA A a4 O I0RdeSNEANdCRSTENRs@em@oZinfefpietdza A &S >
the exercise of effective control in terms of the ability to

dauthorise the broadcasting or making availaté the programme. In other words, th
possession of thebroadgai A y 3 NA IKGA& RSGSNNYAYS y Syidirideqa
if the actual technical transmission is performed by another eatf.

[{)

Effective contromay be exercised in different ways, for instance, by selecting the programmes which
should be acquired for transmission, or determining which programme should be broadcast during

157 NI A Of § MemberSaafes stiall cemain free to require media service providers under their jurisdiction to comply
with more detailed or stricter rules in the fields coordinated by this Directive pravidesuch rules are in compliance with

L YA2Y I g0¢

158 R, Mansell and M Raboy (eds.) (20The Handbook of Global Media and Communication Policy.

159The scope of the AVMSD was considerably extended in comparison to its predecessor the TWFD, whichrealy cove
traditional broadcasting.

160R. Chavanne and O. Castendyk (2008). Audiovisual Media Services Dirediv€astendyk, E. Dommering and A.

Scheuer (eds.European Media LavAlphen a/d Rijn: Kluwer Law International, 806.

161 Article 1(d) AVMSD.

R/ K g yySa8 YR hod /A0Sy Re1 o6Hnnyod S5ANBOGADSS wnmrkcpk9/
O. Castendyk, E. Dommering and A. Scheuer (€dsgQpean Media LavAlphen a/d Rijn: Kluwer Law Internation2®2-

827.

163]bid.,823. This is also confirmed by Recital 19, which excludes natural or legal persons who merely transmit programmes
(for which the editorial responsibility lies with another party) from the definition of a media service provider.
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which particular timeslotMoreover, itheeds to be looked at in terms of fihor end responsibilitfor

the selection or programmint*Important to note is that it does not relate to control over the content
of a certain programmé®® Finally editorial responsibility for the programming of a service does not
necessarily imply aniegal liability under national law for the programme content or the services
provided?®

B. Audiovisual media service

DEFINITIONT he notion of audiovisual media service is a central definition to which the other definitions
of the AVMSD relat&’ An audiovisual media serviceovers both €levision broadcasts (linear) and
on-demand (noHdinear) audiovisual media servicgsg., Netflixjrrespective of the delivery platform
used?®® Any serviceother thanaudiovisual media servisearesimply not covered by the Directive. To

qualify as an audiovisual media servieeyen(cumulative) constitutive elementsneed tobe fulfilled:
169

QRITERION GoVERED EXCLUDED
Economic activity A service normally providedf Primarily noreconomic activities not in
renumerationby a public or private competition with television
service enterprise. broadcastinge.g.personal websites or

weblogs private communicationspr
usergeneratedcontent, videoblogs
without advertising or banners).

Editorial responsibility | Only audiovisuanedia services in
which a professional media service
provider is responsible for the editorie
design and final compilation of a
programme for broadcasting in
accordance with a fixed programme
schedule or for iewing ondemand
from catalogue.

Programmes Moving images with or without sound| Audic-only and not sufficiently
constituting an individual item in a televisionlike servicege.g. radio,
schedule or catalogue. Including-on | electronic versions of newspapers and
demand AVMS. magazines, blogs).

A-posterioricontrol (e.g. Youtubg

Principal purpose Focus on audiovisual aspect Service with ancillary audiovisual aspe:

(e.g.websites that contain audiovisual

1641bid.,824.

1651bid.,824.

166Article 1 (c) AVMSD.

7w | KFE@FyySa YR ho /FaAG0SyRe] oHnnyod® 5ANBOGADBS mnnTtkecpk9
O. Castendyk, E. Dommering and A. Scheuer (&dsgpean Media LavAlphen a/d Rijn: Kluwer Law Internation@l2.

685 STAYSR &4 F2ff26a dzy RSaiice asefined &y Article56 and 27f the Kréaty lorrtlee{ 5 &
Functioning of the European Union which is under the editorial responsibility of a media service provider and the principal

purpog of which is the provision of programmes, in order to inform, entertain or educate, to the general public by electronic
O2YYdzyAOFGA2ya ySGg2Nla gAGKAY GKS YSEHywEYy3I 2F LRAYG oF0 2F
169 |bid.
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QRITERION GOVERED EXCLUDED
elements only in an ancillary manner
like a travel agent, car manufacturer).

Inform, entertain, Impact on the way people form their | aAydiovisual content with no editorial
educate - .
opinions. aspectgqe.g. webcams of ski resorts)
General public WIada YSRAI QX Wi KU Private correspondence (such asrelil
intended for reception by, and which | and faxes) or distribution of
could have a clear impact on, a programmes to a restricted group
significant proportion of the general | Wy I NNE ¢(i&! pioindtigh3ots on
Lldzo £ A OQ® internal video circuit of supermarket).
Electronic In line with the ecommerce Directive /
communications Examples aréhe provision of service
network via telephone lines (such as xDSL),
cable, satellite and wireks
communication systems such as GSN
UMTS ad Wifi.

Table 3: Criteria for audiovisual media services

PR 7 wA

hyté (K2aS aSNBAOSE KNGS ¢ NBNB 202SBFENRIR ¢aiesS f (S &IA+2
C. Audiovisu@lommercia@lommunication

AUDIOVISUAICOMMERCIAL COMMUNT@aN In the context of advertising, tS G SNXY  WI dzRA 2 €
O2YYSNDALFt O& &Y hadfubinosi ilmpostafice. lis a basic concepthich wasnewly
introduced byArticle 1 (h)AVMSE37t andmeansthe following

amageswith or without soundwhich are designed to promotedirectly or indirectly, the
goods, services or image of a natural or legal entity pursuing an economic agtixtyimages
accompany or are included inpabgrammein return for payment or for similar consideration
or selfpromotional purposes. Forms of audiovisual commercial communication include| inter
alia, television advertising, sponsorship, teleshopping and product placément

¢KS fS3aratl i2nwetheshabtishla comion 8ekds rulésmpplEable to all different forms
of promotional activities’? This set of ruleincludes for instancerules onthe protection of minors,
public health provisions, et¢®Moreover, the structural function of this arteewas to cover potential

170This was due to severe lobbying from online media businesses, spearheaded by @eQadktendyk and L. Woods

(2008)European Media LavAlphen a/d Rijn: Kluwer Law International, 273.

171p_ Valcke and E. Lievens (2009). Rethinking European broadda&isgdzt + G A2y ® | y NI @St Ay 3 9 dz2NB LISQ
landscape: critical analysis of the Audiovisual Media Services Dirdntiz.Pauwels, H. Kalimo, K. Donders and B. Van

Rompuy (eds.Rethinking European Media and Communications P@ieysselsYUB Press 12764.

mwe | KFE@GFryySa FYyR ho /FaAG0SyRe] oHnny0d® 5ANBOGADBS mnnTtkcpk9
O. Castendyk, E. Dommering and A. Scheuer (&dsgpean Media LavAlphen a/d Rijn: Kluwer Law Internationg21-

822.

173 See Article 3(e) AVMDS.
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legal gaps and loopholé& From this definition, two key concepts can be extracted, namely images
with the purpose to promotend programme.

PURPOSE TO PROMOFES, the images (with or without sound} well as the person or entity making
them or on whose behalf the communication is maaheist havea promotionalpurpose. To the extent

this intent is invisible, circumstantial evidenaay help to identify this intent’™ An indicator canfor
example be found in the fact that an announcement is made against financial compensation or that
there are financial interests between the programme maker and the owner of the product, even when
no financial compensation was foresegh.

PROGRAMMESecond, the imageshould accompany or form part of a programfiéa set of moving

images with or without sound® constituting an individual item within a schedule or a catalogue
established by a media service provider and the form and content of which are comparabledatthe f

and content of television broadcasting. In short, the images need to be part of a television broadcast
(which is scheduled) or an atemand service (which has a catalogue) in which it seems sufficient for

the service provider to have a schedule or tagaie!’® More specifically, o-demand services need to

be ctelevisionlikeé, i.e. for viewers they need tioe comparable with a television broadc&$tand the

nature and the means of access to the service would lead the user to reasonably expect a regulatory
protection within the scope of AAVMS® LYy 20KSNJ 62NRaszx I aASNBAOSQa
sufficiently comparable to the form and content of television broadcastingExamples of
programmes include featurkength films, sports events, situatiomomedies, documentaries,

OKAf RNByQa LINPANIYYSa YR 2NRAIAYIE RNIYI® ¢KS y?2
in a dynamic way, taking into account developments in television broadcd8ting.

wwed | KFE@FyySa FyR ho /FaiSyRe]l] o6Hnny0® 5ANBOGAGS mnnTkcpk9
O. Castendyk, E. Dommering and A. Scheuer (€dsgpean Media LavAlphen a/dRijn: Kluwer Law Internationa821-

822.

175 Similar to the interpretation in the concept of television advertising (see infra).

176 Degheldere vs. VR@ecision nr. 2000/42, 13 juli 2000; P. Valakd D. Voorhoof (2014). Commerciéle Communicatie

HandboeklIn: Handboek Mediarecht arcier, 561.

177 Article 1 (b) AVMSD.

178 Sijlent movies are included but electronic magazines and newspapers, audio transmissions and radio broadcastes are not.

179 A user cannot select an efemand service without being able to access the catalogue in some form but that does not

mean the catalogue needs to be available in the form of a complete list of programmes: a search engine might equally

provide access to thevailable content and content made available in such a fashion would presumably qualify as

constituting an item within a catalogue. A broadcast service: the schedule will generally be publicised in advance, but the

service is a broadcasting service evehéf schedule becomes apparent by watching the various programmes as they are

broadcastt ® I £t O1S IyR 9¢® [AS@OSya onHnnpo® wSHIKAY{AYy3I 9dz2NRBLISIY o
digital landscape: critical analysis of the Audioviddetliia Services Directivin: C. Pauwels, H. Kalimo, K. Donders and B.

Van Rompuy (eds.Rethinking European Media and Communications Pdieyssels: VUB Press 1954.

mwwo [/ KEGLyySa FYR ho [/ FaG§SYRE1 0HANWRADSHONSE QNSDS AarSor K dNi kh D
O. Castendyk, E. Dommering and A. Scheuer, A. (Edsopean Media LayiEuropean Media LawAlphen a/d Rijn: Kluwer

Law International821-822.

180bid., 821

181¢ St SPGAaAA2Y ONRBIF ROl ad A ydifearaddlowsiabre8iaskriide)hotorany® riR® L @)iocQ 6 A ©S d
be defined as aaudiovisual media service provided by a media service provider for simultaneous viewing of programmes

on the basis of a programme schedule.

182P_ Valcke and E. Lieversf{ n b0 @ wSUOKAY1Ay3d 9dz2NRLISIYy oO6NRFROFaGAYy3a NBIdA |
landscape: critical analysis of the Audiovisual Media Services Dirdnti¢.Pauwels, H. Kalimo, K. Donders and B. Van

Rompuy (eds.Rethinking European M@and Communications Polidgrussels: VUB Press 1054.
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ConcLusiaMCds a generic term, covering a \&ii of promotional activities ranging from television
advertising, sponsorship, teleshopping and product placement (which are explicitly¥stedsplit
screens and various fiors of interactive advertising.

D. Television advertising

TELEVISION ADVERTES@Bne example of ACC for whichae AVMSD foresees in a specific definitisn
television advertising® According toArticle 1 (i) AVMSDTelevision advertisingan be defined as

cany form of announcement broadcaswhether in return forpayment or for similar
consideration or broadcast for sgdfomotional purposes by a public or private undertaking or
natural person in connection with a trade, business, craft or profession in ondentote the
supply of goods aervices, including immovable property, rights and obligations, in returp for
payment &

Accordingly, e key components of this definition are (1) the form of the broadcast, (2) the intentional
element and (3) the remuneration condition.

FORM OBROADCASThe first component of television advertising is quite straightforwasdt requires
a promotionalannouncement on televisio.hus other types of announcements, for instance on the
radio, fall outside the scope of the AVMED.

INTENTIONAL EMENT As for the intentional aspect, the purpose of the broadcast of the announcement
must be the promotion of goods or servicgélt must also reflect the intent of the person who makes
the announcement or on whose behalf the announcement is made. Tieatican be visible or
invisible, the latter to be verified by circumstantial evident®Furthermore, the ECJ has clarified in
the Bacardi Franceasethat only those advertising images present in an announcement broadcast
qualify as television advertising if they can be separated fromawnmercial content so that the
broadcaster can exercise influence on the appearance of those iM#ges.

REMUNERATI®O The promotional announcement needs to be broadcast either in return for
remuneration or for selpromotion purposes® At the same time, these announcements need to
promote the supply of goods or services in return for payment. The party effecting §hreqra has

to be the actual beneficiary of television advertising, i.e. the entity whose products are advertised, or
a party which is acting on behalf of the actual benefictéty.

183]n article 1(h) AVMSD.

184\Which was integrally taken from the TWFD.

B [/ FEAGSYREO] ounnyod S5ANBOGADS ydhkppHKIINOWastndg@PEA aA2Y 6 A
Domnering and A. Scheuer (ed€Eyropean Media LawAlphen a/d Rijn: Kluwer Law Internationa02.

186 |bid., 301.

187 ECJBacardi France2004 ECRA613, Case-829/02.

188¢ KS AGNRyYy3ISalh OANDdzvaidlyiaAlt SOARSYyOS Aa GKS ARSYGATAON GA
189 More specifically, the ECJ held that images on advertising hoardings which appear necessarily in the background of the
pictures broadcasthroughout an event and are unavoidable cannot be considered as television adveriEdgacardi

France 2004 ECRA613, Case-&29/02.

190]n the framework of this report, we will not look into detail in the g@lémotional aspect.

191 As such, paymes made by third parties such as viewers in form of subscription or license fees are not considered

payments, as ruled by a.o. the Administrative Court of Baalimyvivend{Court Order), 1998, ZUHRD, 411.; O. Castendyck

1/

AdLit IWT/SBOeport 2015 Ao 39



2.12 Generaprinciples foraudovisualcommercibcommunication

INTRODUCTIONThe two most important principleof the AVMSDin relation to commercial
communication are (1) the principle of identification and (2) the principle of separation. AsSiperR
dthese principles codify the fundamental concept of fairnesslertising.*®2 Both principles aimed

at reconciling the principle of freedom to produce television advertising with adequate protection for
both audiovisual works and the general public, seen as both viewers and consi§fiersoncreto,
compliance withthree key principles was envisaded (1) protecting the consumer, (2) guaranteeing
the neutrality of media in view of the economic competition of third parties and (3) ensuring the
editorial integrity of television programmé$’ Protecting the consumer agait disguised messagés
seems the most obvious. If it is not clear what constitutes advertising or when the line between
editorial and commercial content is blurred, viewers can be misled as to the nature of what they see.
The same is valid in relation tompeting market players, who want to be judged fairly and on editorial
grounds by the media, not because a competitor has paid more to the media entef{iriaather,

the mandatory separation and identification of television advertising guarantees ti@riadiintegrity

of television programmeé&, In an environment in which companies want to be perceived positively,
undue influencing of editorial and fictional content are not unlikely, which could undermine the
Fdzy Ol A2y 2 F asiaSrediugh/ofifdraagion,leducation, $bcial and cultural development
and entertainment®®, which should be protecte®#® As phrased bZASTENDYCK

OHNNy O ® S5ANBOUH BB ay@wp wHh Ki K /dzi ¥ €SP v Gk G KEs@ndgk AENBo@raeking St ! NI A Of
A. Scheuer, A. (edsBuropean Media LayAlphen a/d Rijn: Kluwer Law Internation@D34.

1920, Schaar (2008). Television advertising, Sponsorship and TeleshdppgihgCastendyk, E. Dommering and A. Scheuer,

A. (eds.) European Media LawAlphen a/d Rijn: Kluwer Law Internationdl79.

193European Commission (2004). Interpretative communication on certain aspects of the provisions on televised
advertisinginthéV¢ St S@AaA2Y 6AGK2dzi TNE¢RA0ENED.JE IORB. (héraindfer o Hnnnk/ M~
Commission Interpretative Communication).

®“Mhaod /FAaGSYyRe|l oHnnyod 5ANBOGADS yhkppHKII/INOVCSBhAGKIR & A2y S A
Dommering and A. Scheuer, A. (eds)ropean Media LawAlphen a/d Rijn: Kluwer Law Internation21,2-313; O. Schaar

OHNNyO® 5ANBOGADBS ydhkppHKI9/ We St SJIkdAiCAsendgkl Bl BomnderiagE NB v i A S NE& ¢
A. Scheuer (eds.European Media LawAlphen a/d Rijn: Kluwer Law Internationé®2-493; O. Castendyk and O. Schaar

OHnnyO® 5ANBOUGADGS unnTtkecpk9/ W! dzRA 2 Ak @.d@hstendgk ERDommefirg MAdA 0S& Q ¢
A. ScheuerA. (eds.)European Media Layhe Netherlands, Kluwer Law International BV, 945.

1950, Castendyk (2005). Werbeintegration imAMgrammc wann sind Themen placements Schleichwerbung oder

SponsoringZUM 857.

196J.J.C. Kabel (2003). Swings on the Ha@tethe Search for Consistency in European Advertising IRI®.plug, 3; O.

[ FAGSyRel o0HnnyOd® 5ANBOGADGS yhpkppHKI9/ YCSCaSihdyk, E2Yy ¢ A (i K2 dzi
Dommering and A. Scheuer (ed&yropean Media LavAlpken a/d Rijn: Kluwer Law Internation8l3; O. Schaar (2008).
S5ANBOGADGS ydhkppHKO9/ We St SAA AR 2 YIn@.Casterddyk(iE. MoMBefiigarBRE Q 5 A NB O )
Scheuer (eds.European Media LawAlphen a/d Rijn: Kluwer Law Internatiod&2-493.

¥hd /FaldSYyRe1X 5ANBOGADS ydhkppHKI9/ W¢ G GdsteridgkyE. g A (1 K2 dzii CN.
Dommering and A. Scheuer (ed&yropean Media LavAlphen a/d Rijn: Kluwer Law Internationad,3.

1980, Schaar, Directive 89/5620 9/ W¢ St SPAAA2Y S AGK2dzi 16:KRPCAsiehdyKNE DommariNgs Ol A G S @
and A. Scheuer (edsBuropean Media LawAlphen a/d Rijn: Kluwer Law Internationd9?2.

19 Section 228 of the Explanatory Report to the revised European Coomeant Transfrontier Television of the Counad,

amended by the provisions of the Protocol (ETS No. 171), which entered into force on 1 March 2002,
http://conventions.coe.int/Treaty/EN/Reports/Html/132.htraccessed 30.09.2015, making reference to the Council of

Europe, Committee of Ministers (1984). Recommendation No. R (84) 3 of the Committee of Ministers to Member States on
Principles on Televisiohdvertising.

200hidT h e { OKFFNE 5ANBOGADGS ydhkppHKI9/ We i@ GadsterddykyE. 6 A G K2 dzi C1
Dommering and A. Scheuer, A. (eds)ropean Media LawAlphen a/d Rijn: Kluwer Law Internationdb2.
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http://conventions.coe.int/Treaty/EN/Reports/Html/132.htm

bmoneya K2dzf R y20 o0dz2 20SY |yR Al akKz2dzZ R I f az
SELISNI 2LAYA2Yy&asS RAAIdAASR a WAYRSLISYRSYyld &
The principles of identification and separation have been implemented indhieus Member States
by means of national legislative and/or sedfyulatory instruments.
A. The principle of identification
PrINCIPLE OF IDENTAHIIONThe principle of identification can be found Amticle 9 (a) of the AVMSD
(and Artice 19) whichrequiresthat
daudiovisual commercial communicatiosisall bereadily recognisableas such. Surreptitiou
F dZRA2 @A adzr £ O2YYSNOAFE O2%®YdzyAOlFIGA2Y & ff 0°¢

AsArticle 9isincluded in chapter IHa new chaptenf the AVMSD introducing general principtes

isapplicable to all audiovisual media services. As ghaharticlelinks the newly introduced concept

2F Wl dzZRA2OAadz £ 022w $hedddntifi€atiod griNcipldayhie Qllsoaddiagyia

seond sentence the prohibition adurreptitious audiovisual commercial communicatidfowever,

various attempts during the legislative process to widen the scope of articée 8s to integrate the

wordsW] SLJi 1jdzZA S &aSLIJ NI 6f SY TSP ¥ SRBWMORIuitbierNgecfying T G KS
AGZ APSd® [ RRAY3I GKS g2NRa WPReranit uiphdddte prisvisiorts & F NB Y
article 9 apply to all types of audiovisual commercial communication used in linearllasswen

linear madia services®® As mentioned, e principle of identification is also withheld Article 19
AVMSDocusing on television advertising and teleshopping.

2010, Castendyk2005). Werbeintegration im FRrogrammg wann sind Themen placements Schleichwerbung oder

SponsoringZUM 857.

202The concepfinds its origins in the predecessor of the AVMSD, more specifically in articletTelevision without

Frontiers Directiv TWFD).

203See section 3.2. above.

204The EP was in favoto widen the scope by not only maintaining the principle of identification but also introducing the
LINARYOALXE S 2F aSLINIGAZ2Y WIdRA2@AAdZ £ O2YYSNDAIE O2 Ydey i ;
separable from other parts of the progfaY S a4 SNIBA OS> Ay (GSN¥a 2F 06020K (GAYS )/F'{
European Parliament (2006). Report on the proposal for a directive of the European Parliament and of the Council
amending Council Directive 89/552/EEC on the coordination odiceprovisions laid down by law, regulation or

administrative action in Member States concerning the pursuit of television broadcasting act{fitieesndment 111, Art. 1

point 6, Art. 3 g, point (a)).

205 Also, the proposal to specify the principle ofidleR FA OF A2y FdzZNIKSNJ 6@ FRRAGAZ2YIff& Ay
SRAGZ2NRALIE O2yiSyidQ 61 &a y20 dzAKSt RO 9dzNRLISIY t I NI ALFYSYyd oOHnA
Parliament and of the Council amending Council Directive 89/552/EH@ @oordination of certain provisions laid down

by law, regulation or administrative action in Member States concerning the pursuit of television broadcasting activities.
(Amendment 113, Art. 1 point 6, Art. 3 g, point (b)).

206K, Bottcher et al. (20080 5ANBOGA GBS HnnTKcpk9/ W! dzZRA2PAadzZInfOo.aSRALF { SNIIA (

—
@

Castendyk, E. Dommering and A. Scheuer, A. (deistppean Media LayAlphen a/d Rijn: Kluwer Law Internation8b8.
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B. The principle of separation

PRINCIPLE OF SEPAGNTISpecifically for television advertising and teleshopphaticle 19 defines
that?0”:

1. Television advertising and teleshopping shall be readily recognisablé smdjuishable
from editorial content"

ThissoOF f £ SR WLINR y Ganlidétr&ced?back ta &ticle MNITWRDZ r¢oQiring that television

FROSNIA&AAY3I YR (SftSakK2LIAy3I akKrkft o6S 1SLIW WIjdzd

The goal of this principle is uarantee the editorial integrity d&levision programmg2°® Important
to note is that it is only applicable to linear audiovisual media services, there is no corresponding
provision for ondemand service®® Furthermore, Article 19 states that

teleshopping shall beept quite distinctfrom other parts of the programme lytical and/or
acoustic and/or spatial means$

This specification of the means is broader than dhiginalwordingof article 10 TWFD: the option to
dzaS WwWalLlk GAFfQ YSIya ¢l a |IRdReStRglyadcitlysl diEh& MaEMDy 3
emphasises that the principle of separation should not prevent the use of new advertising techniques,
which was also confirmed byé¢ European Commission in its interpretative communicati®iror
example i relation to split screen advertising€i advertising consisting of tlmultaneous or parallel
transmission of editoriatontent and advertising contefit), the European Commissigna 9stréssed

that the principle of separation between advertigi and editorial content should, thereforapt be
interpreted as prohibitingt. Howeversplit screeradvertisingnust be in compliance wittine principle

of sepaation in the AVMSDAccordinglysplit screen advertising must be readily recognisaslsuch

and kept clearly separate from other parts of the programme by acoustic or optical means aimed at
preventing the viewer from mistaking advertising for editodahtent.! O 02 NRA y Jaspadial (G K S

207 Similar to article 6 of the-€ommerce Directe provides in its article 6 that commercial communication which are part

2FZ 2N O2yaidAaddzi ST 'y A yOF SNNE ®A 2R S§Hréchvs 206D/8 HEONTAHe BRIGDeKEOK |-  f
Parliament and of the Council of 8 June 2000 onatertegal aspects of information society services, in particular electronic
commerce, in the Internal Market (‘Directive on electronic commer€2J)L. 17&nd Article Sof the Unfair Commercial

Practices Directivexplicitlyprohibits, as an unfaicommercial practiceysing editorial content in the media to promote a

product where a trader has paid for the promotion without making that clear in the content or by images or sounds clearly
identifiable by the consume(@ @Sy NB F S NN yaml withaut pifudiod © b AVNIBD; Poft 11 of Annex 1
(Commercial Practices which are in all circumstances considered unfair) as referred to in aftitie Birective

2005/29/EC of the European Parliament and of the Council of 11 May 2005 conagnfairgbusinesgo-consumer

commercial practices in the internal market and amending Council Directive 84/450/EEC, Directives 97/7/EC, 98/27/EC and
2002/65/EC of the European Parliament and of the Council and Regulation (EC) No 2006/2004 of the Eurlgraantra

and of the CouncilOJ L 149, 239).

208|_, Hellemans, E. Lievens, P. Valcke (2015).Playingrieseek? A legal perspective on the complex

distinction between commercial and editorial content in hybrid advertising forniats, Vol. 17 Is§, 19¢ 34.

209 / FAGSYRel YR hod {OKFFENI 6unnyOd 5ANBOGAGBS HnmOKcpk9/
Castendyk, E. Dommering and A. Scheuer, A. (&ds9pean Media LayAlphen a/d Rijn: Kluwer Law Internation@#7.

210 Commission Interpretative Communication, see footnote 21.

211 For example, one or more advertising spots appear in a window during the transmission of a programme in such a way
that two separate images are visible on the screen. Provided the space sefarsidivertising is not excessive, this

technique enables the viewer to continue to watch the editorial programme during the transmission of an advertising spot;
Commission Interpretative Communicatianr, 41.
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separation by optical and/or acoustic means is adequate, provided it identifies advertising clearly and
enables the viewer to readily recognisg?if

2.1.3 Protection of minors ithe AVMSD

A. Protection of minors from unsuitable and harmful audiovisual content

PROTECTION OF MINORBe protection of minors from unsuitabbnd harmfulaudiovisual content has
remained high on the policy agenda for decaddss concern was already reflected i t(RWFD since

its initial adoption in 19893 In particular, Article 2ZT'WFD (current Article 27 AVMSD), required
broadcasters to identify programmes which were inclined to harm children and adolescents and were
broadcast in an wencoded form on free T\In relation to television broadcastg\rticle 27 AVMSD
defines that

1. Member States shall take appropriate measures to ensure that television broadcasts by
broadcasters under their jurisdiction do not include any programmes which sightisly
impair the physical, mental or moral development of minors, in particular programmes that
involve pornography or gratuitous violence.

2. These measures shall also extend to other programmes whicleyeto impair the
physical, mental or moral developmeritrainors, except where it is ensured, by selecting the

time of the broadcast or by any technical measure, that minors in the area of transmission will
not normally hear or see such broadcasts.

3. In addition, when such programmes are broadcast in unkcimrm, Member States shéll
ensure that they are preceded by anoustic warningor are identified by the presence of a
visual symbothroughout their duration.

From this article it can be concluded that the Directive takes into account the view thhtlden get

older, they will be better able to cope with broadcasts without impairm&afThe Directive does not,

however, clarify what constitutes impairment. Accordingly, this is left to the discretion of the Member
{drasSasz a ¢Sttt a RSTAYAGA2Yy A T2NWheSiNa@rthe A 1S WL
scope of the AVMSD broaded to ordemand audiovisual media services, a rule purporting the
protection of minors in these edemand services was includéd.

ON-DEMAND SERVICESs mentioned, isnilar provisions are set in relation to ndéinear(ondemand)
audiovisual media serviceMore specificallyArticle 12 AVSMexplicitly requiredMember States to

212Commission interpretative Communication, A7.
213, Metzdorf (2014)The Implementation of the Audiovisual Media Services Directive by National Regulatory Authorities
National Responses to Regulatory ChallengdjgitecVol. 5., 92.

214J. Ukrow (2008). Protection of Minors and Public OrliferQ Castendyk, E. Dommering and A. Scheuer (dflsrppean
Media Law Alphen a/d Rijn: Kluwer Law Internationz06.

215 Article 12 AVMSD which states thai-demand services which Y A 3 K (i

ASNA2dzat e AYLI AN GKS LK@z
RSOSt2LIYSYyid 2F YAYy2NR | NB 2yfé& YIRS | @LFAfl

tS Ay &adzOK | gl ¢
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take measures which are appropriate to ensure that seriously harmfdemnand audiovisual media
services are normally not accessible to minors.

& @mber States shall take appropriate measures to ensuredtiratmandaudiovisual medie
services provided by media service providers under their jurisdiction which seriously
impair the physical, mental or moral development of minors are only madiéabiain such ¢
way as to ensure that minors will not normally hear or see suateamand audiovisual media
services.

& lylfz23é 6AGK ! NOAOES nts SEFYLX SE 2F YIFGSNRI§
pornography and gratuitous violené®.However, since there is no clear correlation between Articles
MH YR HTX Al gla €SFd G2 GKS aSYoSNI {iGlrGSaqQ RA
qualify as seriously detrimental to childréH.Consequently, there may be significantly different ideas
in the EU Member States on what type of content should be regarded as seriously impairing the
development of minors, especially in case of culturally or morally sensitive issues. Nevertheless, the
Gourt of Justice of the European Unican always provide an interpretation of the term for the entire
EU?8

Furthermore Article 12implies that service providers (of atemand services) are required to foresee
(technical) measures that could restrict M Q | 00Saa G2 GKAa ({AyR 2F KI
protect the physical, mental and moral development of minors. Implementing such measures is a
balancing exercise, where the interests of minors should be carefully balanced with the fundamental
right to freedom of expressiort’® Recital 60 of the AVMSD lists some examples of measures which
could be taken, such as the use of personal identification numbers to block or unblock access to certain
content, the use of labelling by a provider for age ratinggeses or filtering? It is important to make

a distinction between linear and eslemand services, as different legal consequences result from the
existence of harmful content in services or programmes. Indeed, in relation-ttieorand services,

the only obligation is to ensarthat minors do not see or hear the harmful content. For linear services
on the other hand, the content may simply not be shown on television.

ADVERTISING AND CONRGEAL COMMUNICATIONBRSides the provisions on the protection of minors
against certain @ntent, the AVMSD foresees in additional protection for minors in relation to
advertising and commercial communications.

216 As defined by Article 27 AVMSD.

217 A, Scheuer and C. Bachmeier (2012). TbeeBtion of Minors in the Case of New (Nbimear) Media European Legal
Rules and their National Transposition and Applicatios.Plus/olume 6, 12.

218 A, Scheuer and C. Bachmeier (2012). The Protection of Minors in the Case of Nevin@donMedia European Legal
Rules and their National Transposition and Applicatios Plus/olume 6, 12.

219, Metzdorf (2014)The Implementation of the Audiovisual Media Services Directive by National Regulatory Authorities
National Responses to Regulatory Chagkes JipitecVol. 5., 92.

220 A, Scheuer and C. Bachmeier (2012). The Protection of Minors in the Case of Nevin@donMedia European Legal
Rules and their National Transposition and Applicatios Plus/olume 6, 12.
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B. Protection of minansrelation taudiovisualommercial communication

GENERAL RULEhe basic rule protecting minors in view of advertising and commercial communication
can be found imrticle 9 (1) g AVMSE#! According to this provision,

caudiovisual commercial communicationsall not cause physical or moral detriment 113

minors. Therefore, they shall not

- directly exhort minors to buy or hire a product or service by exploiting their inexperierice or
credulity,

- directly encourage them to persuade their parents or others to purchase the godgds or
services being advertised,

- exploit the special trust minors place in parents, teachers or other persons, or

- unreasonably show minors in dangerous situatiéns.

¢CKS LIKNIAaAAYy3 2F GKAA LINBPOGAAAZ2Y YR AYy LI NIAOdZ |
application. Indeed, 20 Yl ye | RGSNIA&ASYSyda INB OFffAy3d aRA
product or service ortouse their€dl f f SR aLISAGSNI LI26SNE (2 O2y@AyO0S
them 2?2 As per @GRDE dmarketing to children tends to be coverBspecially in relation to new

advertising techniques such as advergamespp commercials or ads on social media, which many

times embed the commercial message in the ftmmmercial contentit is questionable whether the

AVMSD will be applicabl@he appopriateness of the current legal framework will be discussed in
INBIFGSNI RSGFAT Ay 2dzNJ (A&skshident bifheI2ppliiabilRyTof the kurent R[ A 0
regulatory framework to new advertising format€p

UNFAIRCOMMERCIAPRACTICEBIRECMEOG & | / .tAS gentioned suprathe AVMSD only foresees in
minimum harmonisationand hence, leaves it upp the Member States to decide whether or not to
implement stricter rules.Furthermore, it does not cover all aspects of audioviswammercial
communicationFor instanceit does not regulate misleading or aggressive commercial pracfitis.

this regard, eference should also be made to the Unfair Commercial Practices Directive (infra section
o0 ¢ K A ifckdirfg i anfadvertisnent a direct exhortation to children to buy advertised products
2NJ LISNERdzZr RS GKSANI LI NByida 2N 2iKSNS dnRgpessiie (2 0
commercial practiceThis type of practice is considered to be unfair in all circumstancegerdhis
Directive, simply asking children to buy a certain product in a plain and correct manner would not be
acceptable under the UCPB.However, the UCPD does not contain an outright ban on advertising,
but only a protection against direct exhortations to purch&e.

221 This provision is applicable both Television advertising and teleshopping as well as to advertising-dernand
services.

222 7, Garde (2012). The best interests of the chiid]. Devenney and M. Kenny (ed&)yopean Consumer Protection:
Theory and Practic&€ambridge University Press, 190.

223This deliverable is expected in August 2017.

224 A, Garde (2012). The best interests of the chiid]. Devenney and M. Kenny (ed&)yopean Consumer Protection:
Theory and Practic&€ambridge University Press, 191.

225 Conversely under the AVMSD this would be acceptable, as the AVMSD requires in addition the exploitation of the
inexperience and credulity of minors.

226\, Capello (2008). Article 13 TWHR O. Castendyk, E. Dommering and A. Scheuer, A. (EdsopearMedia Law
Alphen a/d Rijn: Kluwer Law InternationaD08, 612.
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C.  Specific mvisionsimiting the amount of marketing to children

SPONSORSsHINMember States may further choose to proliilthe showing of a sponsorship logo during

OKAf RNBYyQa LINPINIYYS&asZ R20dASyidl NASa | yR NBfAIA2
PRODUCT PLACEMENInder the AVMSD, product placemed Kl f f 06S LINPKAOAGSR
programmes?2t NB RdzO0 LJ | OSYSy G A& | y e ificRision of BrFefelericé ¢ KA O
to a product, service or the trade mark thereof so that it is featured within a programme, in return for
payment or for similar consideratiéfé Converselythe placemen of production props or prizes of
insignificant valugand S Ay Of dzZRSR Ay &HKAf RNBSy Qa LINBINI YYSO

SCHEDULING GEHILDRE® PROGRAMMESK A f RNBy Qa LINPINIF YYSa Yl & y2G 0S5
advertising or teleshopping if they are shorter than 30 minuédsus, for each scheduled period of at

least 30 minutes, a television advertising may interrupt the programme, but only if the selsedul

duration of the programme exceeds 30 minutesN2 3N} YYSa GKIF G ljdzatATe a O
- taking into consideration its content, form and time of transmisgjdhis targeted at persons below

a certain age thresholéf! This threshold differsiithe different EU Member States, for instance in the
Netherlands it is set at 12 years whereas in the UK it is set at 163jéars.

PRODUGBPECIFIC PROVISIOKE provisions on the protection of minofsom advertising for specific
products (e.g., foodpbacco, alcohol) will be discussed in detail in section 5.2 of this deliverable.

2.1.4 Concluding remarks

SUMMARY The gsapshot below drawn up by the European Commissiqurpvides a brief overviewf
both the general rules for audiovisual commerciaineounications as well as the specific provisions
vis-a-vis the protection of minors, as defined by the AVMSD.

227 Article 10.4. AVMSD.

228 Article 11. 3 AVMSD, in fine.

229 Article 1(1)(m) AVMSD.

230C. Angelopoulos (2010). Product placement in European audiovisual produtfit®iglu20103, 17.
231C. Amgielopoulos (2010). Product placement in European audiovisual productiiSsplug010-3, 17.

232 5ee Dutch Medialaw 2008, Article 3.19a (2) and Ofcom Broadcasting Code, Section 10.5.
I

-
-
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Rules for audiovisual commercial communications

All audiovisual commercial communications (TV and on-demand) must:

Click to read the the legal text
Main provisions:

+ be readily recognisable

+ not use subliminal techniques

+ not use surreptitious techniques

+ respect human dignity

+ not include/promote discrimination (e.g. based on sex, nationality, religion)

+ not encourage behaviour harmful to health (see codes of conduct on fatty food),
safety or the environment

* not promote tobacco or prescription medication

Protection of minors

Audiovisual commercial communications:

* must not cause physical or moral harm to minors
+« must not directly exploit minors’ inexperience or credulity
« must not encourage minors to pressurise parents to make a purchase.

Further, audiovisual commercial communications for alcohol must not be aimed at
minors or encourage excessive alcohol consumption

Sourcehttps://ec.europa.eu/digitalagenda/en/audiovisualcommercialcommunicationsavmsd

CHALLENGES RELATEDTHB INTERNEft has been argued that it has become ever more difficult to

precisely determine the scope of the EU provisions on the protection of mitidreleed,the actual

level of protection is hard to decipher, especigiiyen the constant evolution of new technologies and

economic developments in the field of (@lemand) audiovisual servicdsowever, as mentionedhe

exact applicabilityof the current legaframework remains outside the scope of this deliverable and

gAftt 0SS RAaOdzaaSR Ay 3 MBesinfeNbf & dpplidability/ofythe 2udmdhd ( K A NJ
regulatory framework to new advertising formétsp ¢ KS 02y OSNYy a KI @dpead SSy Gt
Commission, who is planning to review the AVMSD.

2.15 Review of the AVMSD

PuBLIC CONSULTATI®OKe European Commissioecently announced that it would review the AVMSD
during a presentation on its Digital Single Market Stratétin particular, the EC will examine the
functioning of the Directive and its scope. An important element of this examination will be the nature
the rules on the protection of minors as well as advertising rules. Therefore, the EC has launched a

233 A, Scheuer and C. Bachmeier (2012). The Protection of Minors inskeoCldew (NofLinear) Media European Legal
Rules and their National Transposition and Applicating.Plus/olume 6, 910.

234European Commission (2015). Questions and answers on the public consultation on the Audiovisual Media Services
Directive (AVMB). https://ec.europa.eu/digitalagenda/en/news/questionsnd-answerspublic-consultatioravmsd

accessed 30.09.2015.

T
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public consiltation, in line with the new Regulatory Fitness evaluation proé&sehe full review of
the AVYMSD will then follow in 2016.

2.2 United Kingdom

GCo-REGULATORY FRAMEW®RKhe United Kingdom, the advertising and other requirements related to
children areintegrated in the complex eeegulatory framework which includes elements of statutory
legislation and selfegulation. In this framework, both Ofcom (the Independent Regulator and
Competition Authority for the UK communications industri&s)CAP (Commie of Advertising
Practicef®”and ASA (Advertising Standards Authofiplay a significant role. For this study, we only
pay attention to the statutory legislation. Setgulating aspects will be discussed in detail in the
second report (cfrsuprg.

THEOFCOMBROADCASTINGDE Ofcom was required by the UK Communications Act of 2003 to draft a
code for both television and radio, which would cover the standards in programmes regarding
sponsorship, product placement, fairness and privacy. This resultbe ifcom Broadcasting Code,
which offers guidance for broadcasters to comply with the general principles and rules.

2.2.1 Generaprinciples for audiovisu@lommercibcommunicatiomnd the
protection of minors
GENERAL PRINCIPRE® RULES he OfcomBroadcasting Code contains a set of principles and general

overarching rules, which are applicable to all types of commercial referéfdes television
programmingMore specifically, the Code mentions the following princifffes

1. To ensure that broadcastersnaintain editorial independence and control over
programming (editorial independence).

2. To ensure that there isstinction between editorial content and advertising (distinctior)).

To protect audiences from surreptitious advertisimgr(sparency.

4. To ensure that audiences are protected from the risk of financial haroms(Qmer
protection).

5. To ensure that unsuitable sponsorship is preventedi(itable sponsorship

w
N—r

235REFIT is the European Commission's Regulatory Fitness and Performance programme. Action is taken to make EU law
simpler and to reduce regulatory costs, thus contributing to a clear, stable and predictable regulatory framework

supporting growth and jobs.e® European Commission (2015). What is REfJ:?ec.europa.eu/smart
regulation/refit/index_en.htmaccessed 30.09.2015.

236 Seehttp://www.of com.org.uk/

237 See http://www.cap.org.uk/.

238 See http://asa.org.uk/.

291 O02YYSNDALt NBTANAsaDS autlicrefétedide wighi® Rrogragniing do a product, service or trade

mark (whether related to a commercial or roommercial organisan)s | YR (G NJ RS Wlredfontadd RSFAY SR
business, includes any image (such as a logo) or sound commonly

F3a20AFGSR gAGK GKIFIG odzaAySaa 2NJ AGa LINPBRdzOG&a 2NJ aSNBAOSae
240 Ofcom Broadcasting Code, Section Nine: Commercial References in Television Programming, 45,
http://stakeholders.ofcom.org.uk/binaries/broadcastde-july-15/0fcom_Broadcast Code July 2015.pdf  accessed

6.10.2015.
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Additionally, it provides more specific rules in relation to specific types of comrhezééaences (e.g.
product placemert*, sponsorship)The Code defines that no undue prominence may be given in
programming to a product, service or tradematkSuch undue prominence could result from the fact
that a commercial reference is present withary editorial justification.

PROTECTION OF MINOW4th regard to the protection of minors it is significant to note thiag tOfcom
Broadcastn E L A OA(f & LINPKAOAGA LINRPRAzBL LX I OSYSyil Ay

2.2.2 Protection of minorBom unsuitable and harmful audiovisual content

PROTECTION OF MINOR¥ith regard to television programming, the Ofcom Broadcasting &6de

applicable to all Ofcom licensed broadcasters, provides, in its seéfioa set oprincipal and general
overarchingrule$ A YSR i WLINRGSOGAY3 dzy RSNJ SAIKGISSyaqQs R
15 years. The rules relate, a.o. to (1) scheduling and content information, (2) smoking, solvents, drugs

and alcohol, (3) violence and dangerous behavi¢ir offensive language and (5) sexual material and

the coverage of sexual and other offences in the UK and (6) the involvement of people under eighteen

in programmes.

GENERAL RULIN essence, material that might seriously impair the physical, mentamoral
development of people under eighteen must not be broadé&urther, in the provision of services,
broadcasters must take all reasonable steps to protect people under eighteen, additional to their
obligations resulting from the Audiovisual Media\Begs Directivé?’ Children must also be protected

by appropriate scheduling from material that is unsuitable for tiééfiwWhether a scheduling is
appropriate for children, various elements need to be judged, such as the nature of the content, the
likely numker and age range of children in the audience, taking into account school time, weekends
and holidays, the start time and finish time of the programme, the nature of the channel or station
and the particular programme and the likely expectations of the enck for a particular channel or
station at a particular time and on a particular day.

241 Defined asThe inclusion in a programme of, or of a reference to, a product, service or trade mark where the inclusion is
for a commercial purpose, and is in return for the making gf @amyment, or the giving of other valuable consideration, to

any relevant provider or any person connected with a relevant provider, and is not prop pladétnergas prop placement

A aT¥e irkclusion in a programme of, or of a reference to, a produwiceeor trade mark where the provision of the product,
service or trade mark has no significant value, and no relevant provider, or person connected with a relevant provider, has
received any payment or other valuable consideration in relation to itssiocl in, or the reference to it in, the programme,
disregarding the costs saved by including the product, service or trade mark, or a reference to it, in the pragé&foumne
Broadcasting Code.

242 Article 9.5 Ofcom Broadcasting Code.

243 Article 9.7 Ofcom Badcasting Code.

244 And the Ofcom Code on Scheduling of Television Advertisitpg//stakeholders.ofcom.org.uk/broadcasting/broadcast
codes/advertcode/ accessed 30.09.2015.

2590 SOGAZ2Y MY Wt MRLeB®EA WF ORPRS . INPRRNDI aGAy3 / 2RSS
http://stakeholders.ofcom.org.uk/broadcastinbfoadcastcodes/broadcastode/protectingunder-18s/ accessed

30.09.2015.

248 Article 1.1., retrieved fronittp://stakeholders.ofcom.org.uk/bradcasting/broadcastodes/broadcastode/protecting
under-18s/.

247 Article 1.2 Ofcom Broadcasting Code.

248 Article 1.3 Ofcom Broadcasting Code.
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SCHEDULINGN any event, television broadcasters must observe the watershed, which is at 21.00.
Material unsuitable for children should not, in general, be shown before 2100 or after #830.

VIOLENCEViolence, its afteeffects and descriptions of violence, whether verbal or physical, must be
appropriately limited in programmes broadcast befores thvatershed (in the case of television)

when children are particularly likely to be listening (in the case of radio) and must also be justified by
the context.?° Violence, whether verbal or physical and dangerous behaviour, or the portrayal of
dangeroushehaviour that is easily imitable by children in a manner that is harmful or dangerous must
not be featured in programmes made primarily for children unless there is strong editorial
justification?5?

Due care must be taken over the physical and emotiorelfare and the dignity of people under
eighteen who take part or are otherwise involved in programmes. This is irrespective of any consent
given by the participant or by a parent, guardian or other person over the age of eighteen in loco
parentis?®2Prizesaimed at children must be appropriate to the age range of both the target audience
and the participantg>

TOBACCO AND ALCOHSpecificprovisions relate to smoking and alcohol, which are discussed in the
sector-related sections below.

2.2.3Enforcement

ENFORCEMENIF a broadcaster breaches the Code, Ofcom will normallyiglulal finding which explas

the reasons for the breactt! Additionally, if a broadcaster has breached the Code on purpose, the
breach is serious, or the broadcaster has repeatedladined the Code manner, Ofcom may impose
statutory sanctions against said broadcaster. Ofcom may investigate cases following the receipt of a
complaint or otherwis&> Finally, nembers of the public who k& no access to the web can request

a copy by post®®

249 Article 1.4 Ofcom Broadcasting Code.

250 Article 1.11 Ofcom Broadcasting Code.

251 Articles 1.12 and 1.13 OfcoBroadcasting Code.

252 Article 1.28 Ofcom Broadcasting Code.

253 Article 1.30 Ofcom Broadcasting Code.

B4¢ KSAS FTAYRAYIEA NB | @I Af | oniwbofcdmforgud O2 YQa& . NBF ROF &G . dzf £ SGA
255 For more information regarding the investigatory proceedings or the statutory sanctionsyseeofcom.org.uk

256 Ofcom Broadcasting Code, 4.
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3. Consumer protection law

GENERAL CONSUMER RRJITON LAWAS mentioned, besides the audiovisuadia frameworkthere are
several othelegislative instrumentshat contain rules on advertising i.e. the Directive on Misleading
and Comparative Advertig®” and the Unfair Commercial Practices Direci$ehe ECommerce
Directive®® and the Claims Regulation (infra section 52%hich could be of particular interest.
Theseinstrumentsform part ofthe consumer protection frameworkn Europe Nowadaysgchildren
face many consumer risks whenever they go online. In particular, children may be exposed to
inappropriate online messages (e.g. tobacco or alcohol advertisesnehey may not acknowledge
the commercial character of a message (e.g. product plecgmor their immaturity and vulnerability
may be exploited (e.g. online frautf}.In these situations, the provisions of tlyeneralconsumer
protection frameworkcouldbe applicable. The framework is applicable to commercial communication,
regardless othe format of the advertising.

RoADMAPR This section ofthe deliverable discusses thremajor Directives that form part of the
European consumer protection framework. Firsgiites an overview @ghe scope and main provisions

of the Directive on Misleddg and Comparative Advertisin§econd, this section touches upon the
Unfair Commercial Practices Directive and the provisions which could be of relevance when it comes
to advertising aimed at childrerwhile also taking into account the relevant case t#whe Court of
Justice of the European UnioRinally this section will discuss the relevant provisions of the E
Commerce DirectiveThe ClaimsRegulation will be discussed under section 5.1.1 as this deals
specifically with food related advertising.

3.1 Europe

EUCHARTERFFUNDAMENTARGHTSSpecificallyin relation to consumer protection, Article 38 of the
Charter of Fundamental Rights of the EU provides that EU policies shall ensure a high level of consumer
protection. This involvester aliathe empowerment of users, enhancing their welfare as well as
protecting their economic interest In relation to consumer protection against harméulmisleading
advertising, hree Directives are of particular relevance, as mentioned the Directive on Migigatd
Comparative Advertisinghe Unfar Commercial Practices Directive and th€&@mmerce Directive

The middle of these Directives also contaga specificprovision governingadvertising aimed at
children.

257 Directive 2006/114/E®f the European Parliament and of the Couné€il2 December 2006 concerning misleading and
comparative advertisingdd.JL376/21.

258 Directive 2005/29/EC of the European Parliament and of the Council of 11 May 2005 concerning unfair-bsiness
consumer commercial practices in the internal market and amending Council Directive 84/450/EEC, Directives 97/7/EC,
98/27/EC and 2002/65/EC dfa European Parliament and of the Council and Regulation (EC) No 2006/2004 of the
European Parliament and of the Coun@ll. Lmn dpk HHE O KSNBAYF FGSNI GKS W! yFIANI / 2YYSNJ
259 Directive 2000/31/EC of the European Parliament and ofdbancil of 8 June 2000 on certain legal aspects of

information society services, in particular electronic commerce, in the Internal Market (Directive on electronic commerce).
0.JL 178/1.This Directive also covers other provisions besides those onghts of users and advertising.

260 Regulation (EC) No 1924/2006 of the European Parliament and of the Council of 20 December 2006 on nutrition and
health claims made on food€.J.L 404.

261OECD (2012). The protection of children online recommendation of the OECD Council report on risks faced by children
online and policies to protect thenhitp://www.oecd.org/sti/ieconomy/childrenonline_with _cover.pdiccessed

30.09.2015.

L/
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3.1.1 Comparative AvertisingDirective

Directive 2006/114/EC omisleading and comparative advertisifudly harmonises the rules of the EU
Member states regarding comparative advertising.

A. Scope

MATERIAL Scomlrective 2006/114/EC applies to all forms of misleading or comparative advertising,
irrespective of the specific medium involved. In this regard, the concepideértising should be

RS T A y d&making of@ representation in any form in connectiorhwitirade, business, craft or
profession in order to promote the supply of goods or sei&/#€8Vhen it comes to theules on
comparative advetising, theyare only applicable to

& hy advertising which explicitly or by implicatiafentifies a competitoror his goods o
a SNDROSa v

Straightforward examples include criticising comparative advertising (i.e. X is better than Y),
reverential comparisons (i.e. X is just as good as Y). However, it is not entirely clear whether a one
sided reference would be atuded here €.g X is badf®* Nevertheless, the legal definition does not
require that an actual comparison is matfe.

PERSONAL scolthereas the application of the Directive has been restricted to busitebsisiness
relations concerning misleading adtising, the provisions on comparative advertisiaigo apply in
the context of advertising directed at consumgirscluding childreri®®

B. Comparative advertising

The Directive lays down the conditions under which comparative advertigngd be allowedMore
specificallyjt obligestraders toensurethat their advertisements:

ARTICLE CONDITION ‘

Article 4 (a) are not misleading

Article 4 (b) compare "like with like* goods and services meeting same needs or intended
the same purpos&”

Article 4(c) objectively compare important features of the products or services concerned

Article 4 (d) do not discredit other companies trademarks

262 Article 2 (a) 2006/114/EC.

263 Article 2 (c) 2006/114/EC.

264F, HenningBodewig (2008). Directiv2005/29/EC & Directive 2006/114/EC. . Castendyk, E. Dommering and A.
Scheuer (eds.Europea Media LawAlphen a/d Rijn: Kluwer Law International, 1062.

265The ECJ decided that it is sufficient for a representation to be made in any form which refers even by implication to a
competitor or to his goods or services. ECJ, CasE2(®9, ToshibaEurope 2001, ECR7945.

266 European Commission. Misleading advertishitp://ec.europa.eu/consumers/consumer_rights/unfairade/false
advertisindindex_en.htmaccessed 28 August 2015.

267 This includes comparisons relating to selections of consumables of two competing chains, if these selections contains
individual products whichwhen viewed in pairs individually satisfy the requirement. ECJ, €£@856/04,Lidl Belgium

2006, OJ C 281/7.
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Article 4 (e) for products with designation of origin, that they relate in each case to product
with the samedesignation;

Article 4 (f) do not take unfair advantage of the reputation of a trade mark, trade name or
other distinguishing marks of a competitor or of the designation of origin of
competing products

Article 4 (g) do not present goods or services astations or replicas of goods or services
bearing a protected trade mark or trade name;
Article 4 (h) do not create confusion among tradét$

Table 4: Conditions for comparative advertising.

C. Enforcement

ENFORCEMENThe competent authorities and courts of the different EU Member States are responsible
for the enforcement of this legislation. Indeed, the Directive obliges the Member States to establish
adequate mechanisms enabling persons and organisations with latgtiimterests to bring actions to
competent courts or administrative bodies. Such actions could incthdecessation and/or the
prohibition of misleading or unlawful comparative advertggsff’

3.1.2 UnfairCommerciaPracticesDirective

UNFAIRCOMMERCIAPRACTICHSIRECTIVEN 2005, a somewhat comprehensive approaehadvertising
was adopted in the Unfair Commercial Practices Direti¥€P Directive’® The Directives not
restricted to specific products, media or types of market behavémut thus quite broadOn the other
hand, it is also narrower than most directives as it only applies to busioessnsumer practices and
not to all market participants alik&?! This Directive isfgarticular interest in relation to advertising
directed at children.Despite the fact thathe UCPDs now ten years oldit has been receiving
increasing attention in the context of for instancedpp games$/’?

A. Scope

MATERIAL scoHgrst of all, theUCP Directivés applicable to ammercial practice, whit includes
commercial communication such as advertising and marketing by a tra8lech commercial
communicationK I & (i drectly Sonnicted with the promotion, sale or supply of a product to
consumerg.?”

268|f the advertisement creates confusion among consumers, the Unfair Commercial Practices Directive (infra) applies.
269 European Commission. Misleading advertishitp://ec.europa.eu/consumers/consumer_rights/unfairade/false
advertising/index_en.htnaccessed 28 August 2015.

210Unfair Commercial Practices Direti

211 E, HenningBodewig (2008). Directiv@005/29/EC & Directive 2006/114/EC. . Castendyk, E. Dommering and A.
Scheuer (eds.European Media LayAlphen a/d Rijn: Kluwer Law International, 2008, 1070.

212D, Mac Sithig2014). Multiplayer games: tax, copyright, consumers and the video game induEuiregean Journal of
Law and Technologyol 5, No 3

273 Article 2 (e) Directive 2005/29/EC.
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PERSONAL scoPtheUCPDirective aims at protecting consumers from unfair businéssonsumer
commercial practicesConsumersre to be regarded agny natural person who is acting for purposes
outside of his trade, business or profesétéhwhich may include children. Important to mois that
the Directive only protects the econominterests of consumers and other interests like health and
safety aspects of products®

CaTEGORIE®Nnfair commercial practicesowards consumers can be grouped in three categories,
depending on theextent they breach consumer right: (1) unfawmmercial practices, (2) misleading
commercial practices and (3) aggressieenmercial practices.

B. Unfair commercial practares children

GENERAL CLAUZBe core provision of the Directivedsticle 5 (L), which states the general prohibition
of unfair commercial practices. According to this artiallepmmercial practice shall be unfair if

(a) it is contrary to the requirements of professional diligence, and

(b) itmaterially distorts or is likely to materially distort the economic behaviour with rega’d to
the product of the average consumer whom it reaches or to whom it is addressed, or|of the
average member of the group when a commercial practice is directegadiaular group of
consumers

Thus, there is a twatep criterion for determining unfairneg€ First, the lack of professional diligence

of the trader and second, the influence on the economic behaviour of the consiétieough the idea

of the Directiveis to protect all consumers from unfair commercial practices, the Directive takes as a
benchmark theaverage consumerwho iséreasonably welinformed and reasonably observant and
circumspedf’’, taking into account sociatultural and linguistic factor&® Especially in relation to
vulnerable consumef&, Recital 19 stresses that

Where certain characteristics such age, physical or mental infirmity or credulity make
consumers particularly susceptible to a commercial practice or to the underlying produfct and
the economic behaviour only of such consumers is likely to be distorted by the practice i) a way
that the trader @n reasonably foresee, it is appropriate to ensure that they are adequjtely
protected by assessing the practice from tiwspective of the average member of that

group.

274 Article 2 (a)Directive 2005/29/EC.

215 ¢For example, since the marketing of alcohol and tobacco is related to the consumers' health, this type of marketing is
not within the scope of the Directive. This also applies to the consideration for public interests and questions of taste and
R S O S ydhighdtonsumer Ombudsman (2014). Guidance on children, young people and marketing.
http://www.consumerombudsman.dk/Regulatoiffyamework/dcoguides/childrenmarkieng accessed 1.10.2015.

276 £, HenningBodewig (2008).Directive005/29/EC & Directive 2006/114/EC. O Castendyk, E. Dommering and A.
Scheuer (eds.European Media LayAlphen a/d Rijn: Kluwer Law International, 1072.

277 Article 2 (b) Directive 2005/28C.

278\, L. Chiarella (2009). The Regulation of Child Consumption in European Law: Rights, Market and New Perspectives.
(Presented at Child and Teen Consumption, Trondheim, 5).

278 European Commission (2009). Commission Staff Working Document Guidaneelmplémentation/Application of
Directive 2005/29/EC on Unfair Commercial Practices.

2719M. L. Chiarella (2009). The Regulation of Child Consumption in European Law: Rights, Market and New Perspectives.
(Presented at Child and Teen Consumption, Trondheim, 5
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For instance, children might be particularly vulnerable to advertisements aboutgédess, whereas
teenagers are often targeted by rogue traders that promote appealing products by exploiting
G S Sy Iimngatdityand their lack of attention or reflection (e.g. mobile phone services ad saying
that by subscribing to the service, they willake friends more easily§° However, he average
consumer test is not a statistical te8t.National courts and authorities will have to exercise their own

faculty of judgment, havingegard to the casdéaw of theCourt of Justicef the European Unigrto
determine the typical reaction of the average consumer in a given {agéis is also why the
European Commission thoughtwas appropriate to includgas mentioned)n the list of practices
which are in all circumstances unfair a provision which, withimgposing an outright ban on
advertising directed at children, protects them from direct exhortations to purcliase) 263

B.1 Misleading practices

DerFINITIONDeception is one of the examples theCPDirective mentions, where unfairnestould be
assumed in particulg® There are two types of deception, (1) misleading commercial practices and
(2) misleading omission& commercial practicewill be misleading if an average consumer takes a
transactional decision which he would normally not haveetakbecause he is deceivéd.The
assessment should take into account the facts and circumstances of the specific case. Moreover,
particular points of reference include the nature of the product, its main characteristics, the price,
etc .28 Amisleading omis®n on the other hand concerns material information needed by the average
consumer, to make an informed transactional decision, thereby causing him or her to take a decision
which he or she would not have taken otherwf§éAs mentioned, the benchmark isghaverage
consumer (this can be a child when the commercial communication is aimed at children).

BLACKLISHNally, the Directive has added a practice which is relevant for new advertising formats to
its blacklist of practices which are under all circuamsies prohibited. More specificallpnnex |
prohibits:

practices using editorial content in the media to promote a product where a trader has paid for
the promotionwithout making that clearin the content or by images or sounds clearly
identifiable by the consumémisleadingcommercial practice$f

This could be of particular relevance for advertisements posted by bloggers or Twitter account holders
who are being paid to do so by the braf¥d.

280 Eyropean Commission (2009). Commission Staff Working Document Guidance on the Implementation/Application of
Directive 2005/29/EC on Unfair Commercial Practices, 30.

281 Tribunale Amministrativo Regionale del Lazio, Sezione |, Sentenza del 25 Marza0D82el S.p.A. contro Autorita
Garante della Concorrenza e del Mercato, as cited by European Commission (2009). Commission Staff Working Document
Guidance on the Implementation/Application of Directive 2005/29/EC on Unfair Commercial Practices, 26.

282 Recital 18 of the Unfair Commercial Practices Directive.

283]hidemas well as Article 5.3. of the Unfair Commercial Practices Directive and Annex |, point 28 of this Directive

284F. HenningBodewig (2008). Directiv&005/29/EC & Directive 2006/114/EC. Gh: Gistendyk, E. Dommering and A.
Scheuer (eds.European Media LayAlphen a/d Rijn: Kluwer Law International, 1073.

285 Article 6 Directive 2005/29/EC.

286 See Article 6 (1) subparagraphg ®irective 2005/29/EC.

287 Article 7Directive 2005/29/EC.

288 Annex |, pont 28 and 11 of the Unfair Commercial Practices Directive.

289| , Scaife (2015Handbook Of Social Media And The Linforma Law from Routledge, 346.
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B.2 Aggressive commercial practices

DEFINITIONThe UCP Directive protects consumers againsOdof f SR Wk 3a3NBaargdsSQ 02Y
I OO2NRAY3I (G2 GKS |/t B5ANBOGAOBSSI byhatddsrBenticgertioni SOKY A
or undueinfluence significantly impair the freedom of choice or conduct of the average cords@ner

Although actual harassment or coercion (including the use of physical force) are not realistic in the
context of advertising the milder form of influence, i.e. uneuinfluence, could be applicabf&.

Indeed, according to the European Consumer Organisation (BEUC) advertisers hold a position of power

as they collect a lot of information of consumers without them really knowing what is goiAtf on.
Moreover, the repetitiveaspect of behavioural advertising may put pressure on consumers, while the
selection of advertising based on the presumed consumer choice may prevent the display of other
advertisements thereby restricting informed commercial decist$ighe qualificationof undue

influence will depend on the specificities of the particular case. Therefore, when it comes to children,

0KS aasSaaySyd akKz2dZR G11S Ayid2 | 002dzyi OKAf RNBY
for adults®

BLACKLISOf particularrelevance to this study is thgrovisionincluded in the list of practices which are

in all circumstances unfair a provision which, without imposing an outright ban on advertising directed
at children, protects them from direct exhortations to purchasaleed, Annex | listthe following
practices as being aggressive:

—

practices which include in an advertisementiect exhortationto children to buy advertise
products or persuade their parents or other adults to buy advertised productsgfortsive
commercial practices)

Thus, the key element here is the direct exhortation to childiedeed, 1 is an unfair practicdor

sellers to exhort children tpesteran adult to buy advertised products. This ban is valid for all media,
including television @ well as internet advertisif§® C2 NJ Ay aidl yO0Sz (GKS ¢+ | R¢
favourite book isnowouton DVOG St f &2 dzNJ RI'R (2 o0dz2 AG F2NJ &2dzH
commercial practice, prohibited under the Unfair Commercial Practices Diréti@enversely, mere

indirect exhortations do not automatically constitute unfair commercial practices.indlirect

exhortation requires an intermediate step between the advertisement and the decision to buy, and

only generally presents the options to do thior instance in a case before the Austrian Supreme

Court, a website operator had advertised a video game for schoolchi{dpeto 14 years) both on the

290Article 8Unfair Commercial Practices Directive.

291 By undue influence is meant that the company holgsition of power in relation to the consumer and exploits this to
SESNI LINB&A&dINBE Ay 2NRSNI G2 AAIYATAOLYy(f eAMBA@NNaDG G KS 02y
Commercial Practices Directive.

292BEUC (2010). Data collectidargeting and profiling of consumers online BEUC discussion paper, 6.

293 bid.

294The Consumer Ombudsman (2009). Guidelines on Commercial Practices towards Children and Youth, 8
http://www.forbrukerombudet.no/asset/3607/1/3607_1.pdiccessed 24.09.2015.

2%5European Commission (2013). Communication From The Commission Eardpean Parliament, The Council And The
European Economic And Social Committee On the application of the Unfair Commercial Practices DAeluitawéng a

high level of consumer protection Building trust in the Internal Market.

296 |bid.
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website and on Austrian televisié.¢ KS | ROSNIAaSYSyid O2y il AySR 3ISy!:
I @dFAftLFo0ofSQ YR WFH@GFAtfLFTofS Ay NBOGFATQ® LYy | RRAGA
reference to the website ligk Both the court at first instance and the court of appeal ruled that these
advertisements were direct exhortations aimed at children. However, the Austrian Supreme Court

overruled these decisions as these were only indirect exhortations.

C. Enforcement

ENFORCEMENTThe Unfair Commercial Practices Directive contains a rudimentary regulation of
sanctions and leaves it up to the Member State to decide what constitutes adequate and effective
means to combat unfair commercial practicdsHowever, a mere setfontrol system (e.g. code of
conduct) would not be sufficient. Consumers need to be able to take legal action or bring the matter
before an administrative bod¥® Furthermore, Member States must lay down penalties for
infringements of the national provisionthat implement the Directive, including an action for
injunction and interlocutory protection based theredf.

3.1.3E-Commercdirective

BACKGROUNDIhe main objective of the EuropeddCommerce Directive, adopted in 2000, is to
establish an internaharket for information society services. One of the topics that requires regulation
and is necessary to achieve this objective is commercial communications in online services (Articles 6
8 ECommerce DirectieFurthermore this Directive contains a lidly exemption for hosting service
providers which could be of intereth our future analysis. The rationale of these exemptions is that

in the late 1990s several European courts had ruled that online intermediaries could be held liable for
the content that was uploaded by users. Yet eventually, the idea grew in Europe that intermediaries
should be protected against liability for content originating from third parties, but only if they were
prepared to cooperate when it comes to content removal or blockingess to illegal or harmful
content 3% Aside from this, the Directive also contains other provisions than those related to consumer
rights and advertising, but these remain outside the scope of this report.

A. Scope

INFORMATION SOCIEERWCEAccording to Recital 17, the®@mmerce Directive is applicable dol y &
service normally provided for remuneration, at a distance by electronic means and at the individual
NBIljdzSad 27F | NEeADi#EctHe darifiesfthatzs&WeEsAficaSdigtadvertising are

297 Austrian Supreme Coulideospiel BUniverse9 July 2013,
https://webgate.ec.europa.eu/ucp/public/index.cfm?event=public.cases.showCasstioa570&articlelRccessed
28.08.2015.

298 Article 11 (1 Directive 2005/29/EC.

29F, HenningBodewig (2008). Directiv2005/29/EC & Directive 2006/114/EC. . Castendyk, E. Dommering and A.
Scheuer (eds.European Media LavAlphen a/dRijn: Kluwer Law International, 1075.

300 Article 13 Directive 2005/29/EC.

301P. Van Eecke (2011). Online Service Providers and Liability: a Plea for a Balanced Appmoac. Market Law Review
48, Issue 5, 1455 et seq. as cited by B. Van Alsenoy anddéode(2014). Liability and accountability of actors in social
networking sites. SPION Project, 23.
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included under the scope of the Directive (for instance this could include access to website c#ftent).
More specifically, Recital 18 states that

G Ay T 2 N36¢iely Aseryices are not solely restricted to services giving rise -ioeon
contracting but also, in so far as they represent an economic activity, extend to serviceg which
are not remunerated by those who receive them, such as those offeriligearformation or
commercial communicationor those providing tools allowing for search, access and retrjeval
2F RIGF ®¢

The Court of Justice of the European Union has supported this by finding that services, as defined by

Article 57 of the Treatyonthe FUuhd 2 Yy Ay 3 2F GKS 9dzZNBLISIY ! yA2Y d6dc¢C

payment by the users themselvé®.Furthermore, Recital 18 specifies thahereas television and
radio broadcasting would not fall under the definition, services which are transmitted fmjmaint,

such as vide@mn-demand or the provision of commercial communications by electronic mail would be
considered information society servicdgnally,information society services also include services in
hosting information provided by a recipieat the servicge.g. online social networks).

COMMERCIAL COMMUNIGAN Under Article 2(f) of the ECommerce Directive, commercial

O2YYdzy A OF (i A 2 yany farm Bf S@minyn&&ion lddsignéd to promate® ¢ KA &4 RSTAY.

should be interpreted broadly ahentails both direct and indirect promotion, as a way to prevent
circumvention of the ban on commercial communications for certain products (e.g., tobacco,
alcohol)*** The commercial character of the communication entails that it promotes goods or services
of a certain company or organisation. Excluded from this definition is the mere ownership of a website
or e-mail address, linking to a commercial site without gettpagd for it, providing information not
constituting promotion, consumetesting services, and price or product comparis#fs.

B. Requirements for commercial communication

INFORMATION REQUIRENME The eCommerce Directive establishes de facto obligatiamsativertisers,

by requiring Member States to implement rules regarding the information to be provided together
with commercial communications which are part of or constitute an information society service
More specificallyArticle 6determines the follaving conditions:

(a) the commercial communication shall be clearly identifiable as such;

(b) the natural or legal person on whose behalf the commercial communication is made shall
be clearly identifiable;

302Recital 18 €Commerce Directive.

303Case €155/73Giuseppe Sacchi. Reference for a preliminary ruling: Tribunale civile e penale di Biella97#aECR

409; ECJ Case362/85Bond van Adverteerders v the Netherlafit98] ECR 2085; Furthermore, the European Data

t NEGSOGAZ2Y { dzLISNIIA&2NI 0495t {é0 KF&a &iG+FiSR Ay AG&a LylLfeaa
competitonlaw®K I & A G ¢2NJa FNRY (KS |aadzyLliazy GKIFd Fff GKNBS 2
Data Protection Supervisor (2014). Preliminary Opinion on Privacy and competitiveness in the age of big data: The interplay
between data protectiongcompetition law and consumer protection in the Digital Economy,
https://secure.edps.europaEDPSWEB/webdav/site/mySite/shared/Documents/Consultation/Opinions/201@8t 4

26 _competitition_law_big_data EN.pd€cessed 24.09.2015.

304 A, R. Lodder (2007). European Unie@dinmerce DirectiveArticle by Article Comment§&uide to European Union Law

on ECommercé&/ol. 4.,73, http://ssrn.com/abstract=100994accessed 1.10.2015.

305 |hid.

a
T
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(c)promotional offers, such as discounts, prenmsuamd gifts, where permitted in the Membtr
State where the service provider is established, shall be clearly identifiable as such, @and the
conditions which are to be met to qualify for them shall be easily accessible and be presented
clearly and unambigualy;

(d) promotional competitions or games, where permitted in the Member State where the
service provider is established, shall be clearly identifiable as such, and the conditibns for
participation shall be easily accessible and be presented clearlynantbiguously.

REQUIREMENTS FOR UNSOED COMMERCIAAMMUNICATIONFuUrthermore, the eCommerce Directive
obliges Member States to implement rules concerning unsolicited commercial communications by
electronic mail. In particular, the Member States needblige service providers established in their
territory who make use of unsolicited commercial communications, ensure that such communication
éshall be identifiable clearly and unambiguoésk® Finally, each Member State must have measures

in place to ensure service providers of such communications to consult on a regular basis and respect
the optout registers, in which natural persons can register if they do not want to receive such
commerciakommunications?®’

EXEMPTION FOR HOSTRR®VIDERBlowadays, commercial messages are often spread via social network
sites, for instance by sponsored bloggers. If such commercial messages are harmful or illegal, the
question may rise whether the social meirk platform could be liable for any damagéesmentioned,

the eCommerce Directive contains a liability exemption for providers of hosting services for illegal
web content uploaded by the users of the servitdn essence, a hosting service is any semnihich
consists of the storage of information at the request of the recipient of the service (e.g. social network
providers)3®® Hosting providers can only benefit from the liability exemption if three conditions are
fulfilled: (1) absence of knowled$€ of the illegal web content, (2) absence of conttbland (3)
expeditious action upon obtaining awareness over the illegal activity or web cotitent.

C. Enforcement

The ECommerce Directive has definamkrtain obligations for Member states in relation to the
implementation of enforcement mechanisms. First of all, the Directive encourages the use of codes of
conduct at the Community levé¥® However, this is not enough, Member states atsorequired to
ensure that their national legislation does not hamper the use ofafttourt schemes for dispute

306 Article 7 ECommerce Directive.

307 Article 7 82 EEommerce Directive.

308 Article 14 ECommerce Directive.

309B, Van Alsenoy and V. Verdoodt (2014ability and accountability of actors in social networking sites. SPION Project, 23.
a2NB ALISOAFAIOL OB YSEI YLX S 2F | Kz2adAay3d ASNBAOS Aa GKFIG 2F |
its customers who can then upload content to be published on a website. However, the hosting exemption is defined in
broad terms and may benefit any online service provider storing information at the request of its users

310Thus, the host may still be heldlile once it has obtained knowledge of facts or circumstances from which the illegal
activity or web content is apparent. See A. Kuczerawy (2015). Intermediary Liability & freedom of expression: Recent
developments in the EU Notice & Action Initiati@Ganputer Law and Security Revig\Wol 31, n° 1.

311 For example, if the illegal content was introduced by an employee of the host, the latter will not be able to benefit from
the liability exemption.

312B, Van Alsenoy and V. Verdoodt (2014ability and accouability of actors in social networking sites. SPION Project, 24.
313 Article 16 ECommerce Directive.
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settlement, including appropriate electronic meati$Furthermore, the court actions available under
national law in relation to information society servicesed to allow for the rapid adoption of
measurege.g. interimmeasure$, in orderto cease the alleged infringemeatlow the prevention of
further impairment of interestand3'°Finally, Member states need to define effective, proportionate

and dissuasiveanctions for infringements of the national measures implementing H@oEBmerce
Directive3!®

314 Article 17 ECommerce Directive.
315 Article 18 ECommerce Directive.
316 Article 20 ECommerce Directive.
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4. Data protection law

COLLECTING CHILD@ERERSONAL DATAeincrease othe collection and further processing fK A f RNB Yy Q &
personal datathrough advanced technologiesaisesa fundamental question with regard to the
LINPGSOGAZ2Y 2F OKAf RNBYQa LINAGIO& Ay | ONBIFIR aSy:
narrow senseResearch has found that up to 79 % of websites addressed to chitdiéect their
personaldatd”” Ly F RRAGA2Yy > (GKS 02f t SO0 ARafurenThe Odfokity RNB y Q2
of childrenoriented apps’®Increased computing capabilities mean that commercial entities are now

able to profile individual consuméxehaviour online and assess how it differs from rational decision

making and to leverage this for economic g#ftSuch profiles facilitate the targeting of personalised

I ROSNIA&ASYSyGa GKSNBoe F20dzaAy3d YHowedebSihasypeen OF Y LI A
recognised that children have little or no understanding of and knowledge about the extent and
sensitivity of the data to which apps may gain access, or the extent of data sharing with third parties

for advertising purpose¥° This is in partidar relevant for mobile app¥! These services caayen

when children do not explicitly type personal details into the device, by means of sophisticated
technologies, such as cookies or other tracking mechanisms, capture a broad range of user information
adzi 2 Yl GAOFfte& aGd2NBR 2y aYFINI LIK2ySas &teheke I a K¢
data may then be further used and/or shared by advertisers, without even alerting the*dser.
Additionally, information orthe data collectedpurpose andsharing practices at the moment of the

data collection is often lacking, unclear or incorrect, as revealed by an extensive study performed in

2011 by the Federal Trade Commission in the United St&t&bese findings raise significant concerns
astothe p LISNJ O2ft SOlA2y Fa ¢Stf & FdzNIKSNI dzaSs &K
collected data to a wider variety of entities.

(HILDRES RIGHT TO PRIVAGD DATA PROTECTIAN mentionedsee supra Chapter 2 Section 1), children

as human beingshave a fundamental right to privacy and data protectitm.Europe, the Data
Protection Directive wadesigned to give substance to the principles of the right to priv&dndeed,

this Directivecontains thekey principles and rules die right to privacy anddata protection However,

Ay GKS 9! y2 &LISOATAO flga IINB Ay LI IFOS (KLU

CAdINIKSNXY2NB>X GKSNB |INB y2 LI NUAOdz F NJ NHzZ Sa Saidl

[N

317And even up to 87% of the websites to youngstergarticular name, address;reail address, phone, mobile phone and

even data of third parties are requestéd; Cauberghe et al. (2012). Advertising literacy of children and youngsters
[Reclamewijsheid bij kinderen en jongereb4.

318 Federal Trade Commission (2012). Mobile Apps for Kids: Current privacy Disclosures are Disappointing. Staff Report,
319R. Calo (2014). Digital Market Manipulatidine George Washington Law Revi®wl. 82, 9951051

30|  Hudders, V. Cauberghe, etah@n 0 @ / KAf RNByQa ! ROSNIA&aAy3dI [AGSNIOe Ay |
the AdLit Research Project, 10.

321 Federal Trade Commission (2012). Mobile Apps for Kids: Current privacy Disclosures are Disappointing. Staff Report, 1
and 10.

322 Communication from the Commission to the European Parliament, the Council, the European Economic and Social
Committee and the Committee of the Regions. European Strategy for a Better Internet for Children. COM (2012), 196 final,
5.

323 A study in 201performed by the US Federal Trade Commission pointed to thidesleral Trade Commission (2012).

Mobile Apps for Kids: Current privacy Disclosures are Disappointing. Staff R€pdd,and 17.

324 Federal Trade Commission (2012). Mobile Apps for Kigsei@ privacy Disclosures are Disappointing. Staff Report, 1, 2

and 1017.

325 As mentioned, this right is included in the European Convention on Human Rights as well as in the Charter of the
Fundamental Rights of the European Union (supra 1.2) European Bgency for Fundamental Rights (20Hgndbook

on European data protection law
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leaves this as a matteof national law??®! OO2 NRAy It &> Al A& AyiSNBadAy:
fragmented approach with the US approach, where there is an actual Federal law which deals with this
G2LIAO O0ADPSd (GKS / KAfRNBYyQa hyt®hyS t NAGFO& t NR(GSC

RoADMARThisa SOGA2Y FANRG LINPOARSA |y 20SNIBBASg 2F GKS

Privacy Protection Act. It discusses the scope and main obligations for operators that vealietd

OKAf RNByQa LISNEZ2YI| f RitlielCORPA erfose&rent mdchamising Secand@ydzO K S 3
the section reflects on the European data protection framework and how it applies to the processing

2F OKAf RNBYyQa LISNARZ2YIlIf RFEGFI® 'a GKS 9dz2NRPLISIY FNI
ontheLR2 6 SYGALFf AYLI OG 2F (G4KS LINRPLRaSR OKIlIy3aSa F2NJ

4.1 United States of America

In the United State$ & |3 ¢WKS / KAf RNBYyQa hyftAyS t NBSBYthee t NP G ¢
US CongressThis Actrequired the Federal Trade Commission to issue and enfoemgulations

O2y OSNYyAy3dI OKAf RNEBGQA 2¥YHAAES 2 VINK Sritefd i@d fgicedn / ht t !
April 21, 200@&nd was later revised in 201Bhe primary goal of COPPA iggat parentsind KS R NA @S NI
aSlié¢ o6KSy AG O2YSa (2 GKS O2% Anstieimapyobjetive af K SA NJ
0KS / htt! wdzf S Aa G2 YAYAYAAS (GKS 02ttSO0GA2y 21
ensuring the safety of their online exper@as3* The Rule was designed to protect children unither

ageof 13 whiletaking into accounthe dynamic nature of the Internet and has a wide application field

materially as well as geographically.

4.1.1 COPPA

A. Scope
A.1 Material Scope

MATERIAL SCOAfe material scope of the Rulevisry broad aCOPPA applies to

1) operators of commercial websites and online services (including mobile apps) direc¢ted to
children under 13 that collect, use, or disclose personal informationdnddren,

2) operators of general audience websites or online services with actual knowledge thét they
are collecting, using, or disclosing personal information from children under 13.

326 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals
with regard to the processing of personal data andloafree movement of such data,

0.JL 281, 3150.

32715 U.S. Code Chapter 9L KA f RNBy Qa hytAyS t NAGlI O tNRGISOGAZY D

328 Federal Trade Commission (201Gpmplying with COPPA: Frequently Asked Questiuitps://www.ftc.gov/tips-
advice/businessenter/guidance/complyingoppafrequently-askedquestionsaccessed 14.08.2015.

329 |bid.

330 bid.
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3) websites or online services that have actual knowledge that theg@ltecting personal
information directly from users of another website or online service directed to children.

Thus,there are five key elements which require some further investigation, i.e. (1) children, (2)

personal information, (3) online serviced) é&n operator and (5) a website directed to children.

CHILDRENUNder the COPPA Rutbe term W@ K Anfedah€individualsinder 13331 By enacting COPPA,
the US Congresecognised thatyounger children are particularly vulnerable to maikegtand may
not understand the safety and privacigks related to theonline collection of personal information.

However, the FTCist a2 O2y OSNYy SR | 62dzi G4SSyaQ LINRARGIO& | yR
protections may be appropriate for this age group, which led to a number of guidance documents

issued by the FTC for teens and their paréftsFurthemore, one needs to reagnise that only all
online interactions by which personal information i®llected from children whether direct or

indirect, are covered including personal information from themselves, their parents, friends or other

persons. The Rules thde not apply b informationabout children collected online from parents or
other adults, although for the lattetype of information the general confidentiality ridepply332

PERSONAL INFORMATIORhe Rule applies to personal information, i.e. individually identifiable

information about children collected online, meaniagy information that would allow someone to
identify or contact the chilcf®* The definition of personal information under the Ruias been
updated over timein order to remain in line with evolving technologies

ONLINE SERVICESe Rule applies to online servicesiichare tobe defined very broadlyit coversany
service available over the Internet, or that connects to thikternet or a widearea
network. Examples of online services include services that allow users to play netaonkcted

games, engage in social networking activities, purchase goods or services online, receive online

advertisements, or interact with othieonline content or service$® Mobile applications that connect
to the Internet, Internetenabled gaming platforms, voi@er-Internet protocol services, and
Internet-enabled locatiorbased services also are online services covered by C&PP#e definition
of online services was amended by the 2013 Rule to clarify that thedfdeovers a plugn or ad
network when it has actual knowledge that it is collecting personal information through a ch

331 Chldren's Online Privacy Protection ABEC. 1302 (Ihttp://www.ftc.gov/ogc/coppal.htmaccessed 14.08.2015.
332Federal Trade Commissi@2012). Protecting Consumer Privacy in an Era of Rapid ChRegemmendations for
Businesses and Policymake28, 60.

333Federal Trade Commission (2016pmplying with COPPA: Frequently Asked Questititgs//1.usa.qov/1H6xVOU
accessed 26.08.20164 Fed. Reg. 59888, 5990213.

334 Examples include full name; a home or other physical address including street name and name of a city or town; on
contact information; a screen or user name that functions as online contact information, which includes not omhaén e
addresg o0dzi | ye wadomadlydaltfte AAYAEIN ARSYGATASNI GKI
social security number; a persistent identifier that can be used to recognize a user over time and across different webs
oronlineserk OSAT | LIK23§23IN} LKZ @GARS23 2NJ dRA2 FAESZI 4KSNB
information sufficient to identify street name and name of a city or town ; or information concerning the child or the
parents of that child that the perator collects online from the child and combines with an identifier described above. As
such, all types of information, such as hobbies, interests and information collected through cookies or other types of
tracking mechanisms are also considered Peaistrformation when they are tied to individually identifiable information.
SeeFederal Trade Commission (201Gamplying with COPPA: Frequently Asked Questittps//1.usa.gov/1H6xVOU
accessed 26.08.2015.

335 |bid.

336 |bid.
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directed website or online service and #low a subset of childirected sites and services to
differentiate among use

OpPerRATaRourthly, the termoperator should bedefined broadlyand should modify over time. For
instance, the revised Ruéxpanded tle definition to clarifythat the Rulealso coverséoperators of a
childdirected site or service where it integrates outside services, sugtugins or advertising
networks, that collect personal information from its visitot¥

WEBSITE DIRECTED ARBRENT odetermine whether a website or online service is directed to children,
depends on the facts specific to each case and on vafimisrs. Such factors range frothe use of
animated characters or chidfdriented activities and incentives over musiottrer audio content, age

of models, presence of child celebrities or celebrities who appeal to children, language or other
characteristics of the website or online service, or whether advertising promoting or appearing on the
website or online service igected to childrea.® In addition, the Rule stresses that the FTC will take
into account competentand reliable empirical evidence regarding audience composition, as well as
evidence regarding the intended audience of the site or semwigen determiningwhether or not a
website is directed to childre#® Finally,the amended Rule also considers a website or online service
G2 0S GRANBOGSR (2 OKAftRNBY¢ oKSNB Al KIFa || OGdz
directly from users of another welite or online service that is directed to childr&f.

A2 Territoriadcope

TERRITORIAL SCOBOPPA applies twebsites and services basedand outside theUS Indeed, he
RSTAYAGAZ2Y asbinclugesfonerbigshd wielgsi®and onlireervices that are involved

in commerce in the United States or its territoridédore specificallyCOPPA applies to websites and
servicesb 8 SR 2 dzi aA RS if &y NBY ARMINS QUISHRI Byl GOKKSA £} RMARIYSER  {
they knowinglycollect personal information from children in the United StatésFinally,U.S-based

websites and services that collect ammation from foreign children need to comply wi@OPPA.

B. Obligations under the COPPA rule

As mentionedsupra the primary goal of COPPA is to place parents in control over which information
is collected from their young children online. this regard the most important obligations set forth
in the COPPA rule relate to obtaining (verifiable) parental consent.

3371bid.

338 Federal Trade Commission (2016pmplying with COPPA: Frequently Asked Questititgs//1.usa.qov/1H6xVOU

accessed 26.08.2015.

3¥Mc [/ dCOwd I oMHDPH ORSTFAYRAMNRYI SR {2 SOK MARINS y2Ng 2L NIYBNIELIKNIA
340|bid para 2

341 Federal Trade Commission (2016pmplying with COPPA: Frequently Asked Questititgs//1.usa.qov/1H6xVOU

accessed 26.08.2015.
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B.1 Generabbligation®r operators

ONLINE PRIVACY POLICve operators covered by th€XOPPARule must have in place a clear and
comprehensive online privacy policy. Such a privacy policy should contain a description of the
2LISNF G2NDa AYTF2NXIGA2y LINF OGAOSa FT22R) GKS LISNRZ2YI

DIRECT NOTICE TO mARESeondly, before collecting any personal information online from children,
operators that fall under the scope of COPPA must provide a direct notice to p&teimsddition
operators should obtain verifiable parental consent, which will be discussed further infra (section B2).

RGHTS FOR PARENTErthermore COPPA provides certain rights to parenthich can be enforced

against operatorsFirst of all, as mentioned, opors should obtain parental consent. Accordingly,

this requirement gives parents the choice®@2 y a Sy i Ay 3 G2 GKS 2LISNF G2 NDa
2T | OKAf RQturn, opemtdridrelpiotibied from sharing that information to thirdtjes
(unlesdisclosure is integral to the site or service, in which casepthit be made clear to parent)

Operators also have to provide parents access to the personal data of their children, so that they can
review or request deletion of information. Finally, parents may prevent the further use or online
O2ftt SOGA2Y 2F GKSHNJ OKAf RNByQa LISNaA2YIlt RFEGlI ®

SECURY AND CONFIDENTTALLast but not least, operators have an obligation to establish and maintain
reasonable procedures, in order to ensure the confidentiality, security and integrity of the personal
data they collect online from children. This entaitsat personal data should only be stored for as long

as is necessary to achieve the purpose of collection. Furthermore, providers need to have reasonable
measures in place to protect personal data against unauthorised access Yf use.

B.2 Direct notice parenta nd Overifiablebd parent al cons

DIRECT NOTICE TO mREOperators that want to collect personal information online from children,
have an obligation under COPPA to provide a direct notice to parents and obtain verifiable parental
consent. Accating tosection 312.4 (b) of the amended COPPA Rule

operators must make reasonable efforts, taking into account available technology, to ensure
that a parent of a child receives the requirédect notice2 ¥ G KS 2 LISNI (2 NRa LJ
regard to the collection, use, or disclosure of personal information from chifdren.

Whereas originally less detailed, the amended rule significantly changed the format and content of the
AYF2NXIEGA2Y GKFG Ydzad 0S AyOfdzRSR Ay |y 2LISNIF (2N
detailed roadmapf what information must be inaded, depending upon what personal information

342Federal Trade Commission (2016pmplying with COPPA: Frequently Asked Questitdtys//1.usa.gov/1H6xVOU
accessed 26.08.2015.

343 |bid.

3441bid.

3451bid.

346 |bid.

34716 C.F.R§312.4 (b) [COPPA]
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is collected and for what purposé¥More specifically,HHere arefour instances where a direct notice

is required or appropriatedepending on the format and content of the notice depends upon the
timing of the consent and the extent and frequency of the personal information collected, used of
disclosed® In relation to apps directed to children, the direct notice should be send prior to the
collection of any personal informatidrom the child®®

VERIFIABLE PARENTANSENTThe notionof @ S NA F A | 6 f S Qis unigue.in theiworld, the moret S v (i
AAYyO0S AlG GFr{1Sa Ayd2z2 °Hande enylidily feférs ih tetad b Se etk y 2 f 2 3
through which this consent can lodtained invarious situationsAccording to

An operator must make reasonable efforts to obtain verifiable parental consent, taking into
consideratioravailable technology Any method to obtain verifiable parental consent must|be
reasonably calculated, in light of @ilable technology, to ensure that the person providng
consent is the child's parent.

Furthermore, he amended Rule prescribes various methods to otgathconsent,includingd K S W$§
YIAE LI #EQ YaMEFE @ YobthekigeRf governmerssued identificatiof?* and

even newly recognised mechanisms such as electronic scans or even video verification fethods

taking also into account whether the obtained personal data is usetgigernal2 NJ 2yt &8 WAYy (G S|
purposes, i.e. only for the internal use of the operator collectindgitr certain types of processing,

operators are exempted from obtaining verifiable parental consent. For instanbcerenthe sole

purpose of collecting the name or online contact informatidrthe parent or child ifn factto provide

notice and obtain parental conserar to respond directly to a specific request of the chifd.

ONLINE PRIVACY PoLtheamended COPPA Rule also requires that each direct notice sent contains a
link G2 GKS 2% Niivicg pMI2EA simple email containing a link to the online privacy
policy is however not sufficienThe clearly and prominently lathed link to the online privacy policy
should be posted on the home or landing page or screfthe website or online service, and at each
area of the site or service where personal inforroatis collected from childred®’ This link must be

348 Federal Trade Commission (2016Gpmplying with COPPA: Frequently Asked Questititgs//1.usa.qov/1H6xVOU

accessed 26.08.2015.

34916 C.F.R. 812.4(c)(1) (4) [COPPA] retrieved frohitp://bit.ly/IMTQGY Gaccessed 26.08.201bgderal Trade

Commission (2015 omplying with COPPA: Frequently Asked Questititgs//1.usa.gov/1H6xVOlccessed 26.08.2015.

350 Unless exceptions 2Hhef A YAGSR SEOSLIiAzyYy G2 GKA& A& GKFIG &2dz Y& O2ff !
the sole purpose of sending the parent the direct notiédternatively, you may provide the direct notice to the parent

through other means, such as througtetdevice onto which the app is downloaded, if the mechanisms both (1) provide

ddz0K y20A0S YR 2060l Ay (KS LI NByiQa O2yaSyid o0ST2NB lye O2ff
to ensure that it is the parent who receives the notaed provides the consenEederal Trade Commission (2015).

Complying with COPPA: Frequently Asked Questititps{/1.usa.gov/1H6xVOldccessed 26.08.2015.

351 Section8312.5 of the COPPA.

352This consent method is uséar the collection of personal information for internal purposes only. The verifiable parent

consent is obtained through anreail completed with an additional step, such as obtaining a postal address or telephone

number from the parent and confirming thell NSy 6 Qa O2yasSyid o6& fSGGSNI 2N GSf SLIK2yS
eYlFAf G2 GKS LI NByid FFGESNI NBOSAGAYy3I O2yaSyiod CSRSNIE ¢NIRS
Final RuleFederal registevol. 78, no 12, part,IB990.

353 Providing a consent form to be signed by the parent and returned via U.S. mail, fax or electronic scan.

B SNAFEAYI | LI NByiQa ARSyiGAGe o0& OKSOlTAY3I | F2N¥ 2F 32 SN
information, provided thatt LJ NBy 1 Q& ARSYGAFTAOIGAZ2ZY A& LINRBYLIté& RStSGSR |
BBCSRENIf ¢NIRS /2YYA&&aA2Y 0HnAMoO U dFinal RuleFeReiBregiRtavol Vg, hoilg, S t NR G O
part I, 39863992; 315.5; 5(b).

356 For an overvievof all exceptions, sek6 C.F.R§312.5, (c) B.

35716 C.F.R. § 312.4(d).
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in close proximity to the requests for information in each such dr&#he information that must be

discbsed in the operatorsnline privacy policys dividedinto four categories of information, i.e. (1)

The name, address, telephone number, and email address of all operators collecting or maintaining
personal information through the site or servit®, (2) a description athe types ofinformation the

operator collects from children, (3he possibility for parents tNSE JA Sg 2 NJ KI @S RSt S
personal information and refuse to permiis further collection or use (i.ehe procedures for doig

so) and (4)information regarding thecollection, use or disclosure of persistent identifiers, such as
O221ASasx D!L5Qax Lt FRRNXaasSa 2N 2#kwRMNdtidnt aaA JS
materials may not be included in the privacy poftly.

APPS DIRECTED TODRENIN relation to apps directed to childrethe amended Rule doe®wt mandate

that a privacy policys providedat the point of purchasdi.e. inthe app stor@. However the Rule
requires that itis posted on the home or tadingscreen®®?If child-directed apps collect personal data

as soon as it is downloaded, the actions of providing direct notice and obtaining verifiable consent
should take place at the point of purcha¥g.

C. Enforcement

GCOMPLAINT PROCEDURIESt of all, COPPA foresees in a complaints procedeents, consumer
groups, industry members, and others that believe an operator is violating COPPA may submit
complaintsi 2 G KS C¢/ KNP #8rk spediiStoll@rée/plidae ninthéca A (G S

PENALTIEIvil penalties can go up to $16,000 per violafi$inThe amount of civil penalties a court
assesses mayependon a number of factors, including the level of outrageousness of the violations,
whether the operator has previously violated the Rutee number of children involved, the amount
and type of personal information collected, how the information was used, whether it was shared with
third parties, and the size of the compatty.

35816 C.F.R. § 312.4(d).; In addition, an operator of a general audience website or online service that has a separate

OKAt RNByQa I NBI Ydzad L & practicestwrhyfdgardit@chilirénéon tifezhtimie ©r3anding paieyof 2 NI | (
A0NBSy 2F (KS OKAfRNBYyQ& | NBFd mc / dCdOwd 2 omMHPNORO P

359¢0r, after listing all such operators, provide the contact information for one that will handle all inquiries from gadents

See Fedelldarrade Commission (201%)omplying with COPPA: Frequently Asked Questittps//1.usa.gov/1H6xVOU

accessed 26.08.2015.

! v S538 om0 @2dz 02ttt SO0 y2 20KSNJ GLISNE2YIf AYF2NNIEGA2YZE |
AAGS 2N) ASNIBBAOS az2fSte FT2NJ GKS LIzN1J2 &S 2F LINE OfFedersld ¢ & dzLILJR |
TradeCommission (2015 omplying with COPPA: Frequently Asked Questittps//1.usa.gov/1H6xVOldccessed

26.08.2015.

Blhid;Mmc / PCOPWDP 2 oMHPNOlI U O6aDSYSNIt LINAYyOALX S&a 2F y20A0S8
Ly FIFOUGZ GKEAYEeNNYHAEGY LNRPOARSR LINR2NJ (2 #akingdngel oRce A a
an app is downloaded, the parent already may have paid for thed@ppederal Trade Commission (2012). Mobile Apps for
Kids: Current privacy Disclosures areapjminting. Staff Report, 7.

38630r to insert a landing page where a parent can receive notice and give consent before completing the download. See
Federal Trade Commission (201Gamplying with COPPA.: Frequently Asked Questidigs//1.usa.qov/1H6xVOU

accessed 26.08.20155€ction C. Privacy Policies and direct notices to parents, question 9).

364 https://www.ftc.gov/.

365 Federal Trade Commission (2016pmplying with COPPA: Frequently Asked Questititgs//1.usa.qov/1H6xVOU

accessed 26.08.2015.

366 Federal Trade Commission (2008)Brief Overview of the Federal Trade Commission's Investigative and Law
EnforcementAuthority, http://1.usa.gov/1fHGIERccessed 27.08.2008.

367 Federal Trade Commission (2016pmplying with COPPA: Frequently Asked Questititgs//1.usa.qov/1H6xVOU

accessed 26.08.2015.
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FEDERAL AGENCIEBrthemore, COPPA gives states ammbrtainfederal agencies authority to enforce
compliancé with respect to entities over which they have jurisdictidn.the past, the states of Texas
and New Jersey have for example brought COPPA enforcement a€tibmaddition, certain federal
agencies, suchs the Office of the Comptroller of the Currency and the Department of Transportation,
are responsible for handling COPPA compliance for the specific industries they regulate.

D. Concluding remarks

LoorPHOLE®Ithoughthe GOPPA rule foresees in a strjidrentalconsent requirement, some issues

also slip through the legal net. COPPA can for example not prevent that children lie about their age to
register for general audience sites or online services whose terms of service prohibit their
participation®®® These websites and online services are only subject to the Rule to the extent that such
operators haveactual knowledgethat a child underage 13 is the person pvaling personal
information3"° The Rule does not require operasato ask the age of visitors.

4.1.2 Envisaged legislation

LY WIydzrNE HampX LINB&AARSY(d hol Yl €I dzy OKS.RI G§KNBS
envisage an increased protection of consunidegaand as such childreifhe table below will provide
a brief overview of the proposed acts.

PROPOSEBACT SUMMARY

The Personal This act entails a compromise of personal and financial information of millior
Data Natification | Americans, clarifies andtrengthens the obligations companies have to not
& Protection Act | customers when their personal information has been exposed, including establist
30-day notification requirement from the discovery of a breach, while provic
companies with the certainty of a sileg national standard. The proposal alsc
criminalises illicit overseas trade in identities.

Consumer This law enshrines clear principles that should govern online interactions, prin

Privacy Bill of that look at the contextis KA OK RIF G Aa O02tf SOGSR |
Rights Legislation are not abused

The Student This bill ensures that data collected in the educational context are only use
Digital Privacy educational purposes, providing teachers and parents the confidence they ne
Act enhance teaching and learning with the best technologihis bill would prevent

companies fom selling student data to third parties for purposes unrelated to
educational mission and from engaging in targeted advertising to students bas¢
data collected in schoot while still permitting important research initiatives t

368 |bid.

369 Federal Trade Commission (201Gpmplying with COPPA: Frequently Asked Questititps//1.usa.gov/1H6xVOU
accessed 26.08.201fjuestion A.14).

370 Federal Trade Commission (2016pmplying with COPPA: Frequently Asked Questititgs//1.usa.qov/1H6xVOU
accessed 26.08.2015.
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PrROPOSEBCT SUMMARY

improve studentéarning outcomes, and efforts by companies to continuously impr

the effectiveness of their learning technology products.

This Act would provide protections beyond existing law, such as COPPA on

elements.

(1) Itis not limited to children under 1But also covers students which are older. T
Act also goes even beyond the Family Educational Rights and Privacy Act,
' O ¢2dAZ R y2G 06S tAYAGSR (2 WSRdzO!
identifiable information provided by a student parent, created by an employe
of the school or gathered through the site, such as food purchases, po
affiliations, disability information, search activity, photos, voice recordings
3S2t20F0A2Y AYTF2NXNIGA2Y D¢

(2) It covers companies which are alife sell data collected from children in th
classroom, which is not covered by COPPA as such. The latter prohibits we
from behaviarral targeting children without parental consent. As such, up to n
businesses have had free reign over such data, werk not prevented from

amassing profiles on children for behawial advertising purpose¥?

Table 5: envisaged legislation
Source:J. Kenny (2015). Student Digital Privacy Act would cover loopholes in GR¥RIBACounsel

4.2 Europe

OUTLINE! 1 9 dzNR LISIY fS@Stx OdNNByiGfesx y2 aLISOATAO f S:
RFGF® 1'a4 &4dzOKX (GKS LINPGSOGAZ2Y 2F YA yhe NahdegdllSNE 2 Y I
instrument, i.e. the European Data Protection Diiget This documenthas been extensively

interpreted by theArticle 29 Data Protein Working Party, an dependent advisory body set up

under the Framework of the European Data Protection Directive, which has issued a variety of
opinions. Some of these opons touch in particular upon thearticularities aroundminors. This

section will discusghe relevant provisions and Working Party opinioAs the EU data protection

framework is currently undergoing a major reform, this section will look into thep@sed General

Data Protection Regulatiod & D 5 %2 ané the changes this Regulation introduces, which are most

relevant for advertising aimed atinors (infra section 4.2.3).

4.2.1 Data Protection Directive

DATA PROTECTION DIREEUp until today, the Data Protection Directive of the European Parliament
and the Council which was adopted in 1995 remains the core legal instrument governing the processing
of personal data in the European Uni&/dThe undening idea of the Data Protection Dir@at is that

in order to realise a free flow of services, people and goods 08 thefdtérnal marketa free flow of

3717, Kenny (2015). Student Digital Privacy Act would cover loopholes in GasRiACounsegl
http://www.insidecounsel.com/2015/01/23/studentligital-privacyactwould-coverloopholesaccessed 25.08.2015.
372proposal for a Regulation of the European Parliament andeo@ouncil on the protection of individuals with regard to

the processing of personal data and on the free movement of such Batdanuary 2012.

373Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals
with regard to the processing of personal data and on the free movement of such@ldta,281 , 3k 50, (hereinafter

Data Protection Déctive)
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data is necessaryTo achieve this, all Member States mumihere to a uniform level of data
protection®* The Data Protection Directive further clarifies the privacy principtesnming from
fundamental rights documentefines certain general data protection principles that need téexen
into accountwhenever personal data is processed. Due to the naturéhes legal instrument, the
Member States had to implement the provisions of the Directive through national law.

A. Scopeof the Directive
A.1 Material scope

MATERIAL SCOPEhe material scop@f the Directive is very broad. More specificalicording to
Article 3 the Directive applieso

a  gr&essing of personal datwholly or partly by automatic means, and to the processjing
otherwise than by automatic means of personal data which form part of a filing system ¢r are
AYGSYRSR G2 F2NXY LINI 2F | FAtAy3d aeadgyvyoé

As suchthere are two key concepts that determine the mask scope i.e. (1) processing and (2)
personal dataThese concepts will be discussed more into detail below.

PERSONAL DATAccording to the Data Protection Directiyersonal datais éeny information relating

to an identified or identifiable naturapersorg, the socalled data subject’”® An identifiable person is

a person who can be identified, directly or indirectly, in particular by reference to an identification
number or to one or more factors specific to his physical, physiological, mental, ecgreuitural or

social identity. In short, a person is identifiable if anyone can ascertain his or her identity, directly or
indirectly, through reasonable meaf%.Although no explicit reference is made as to the inclusion of

children, the Directive applie G2 Fye Wyl ddz2NI £ Q LISNER2YI¥@FHAOK AY
interpretation2 ¥ LISNE 2y |t RFEGlF A& @SNE 0 NRdtrhame, stiRame,y Of dzR S
date of birth and IP address. Specific attention needs to be paid to (1) davesl from mobile

apps, (2) anonyrsed NJ SY ONRB LGSR RI il ByYyRAGAWSIRE1ORQD®SI2 NE

MOBILE APP DATIA general, the Data Protection Directive applies in any case where the use of apps on
smart devices involves the processing of persalash of individual$’® Many types of data stored or
generated by a mobildevice are to be consideredponal data. These data usuallynot onlyhave

a significant impact on the prita lives ofusers but also potentially on other individuals, such as
applicationdevelopers. Often, these data are indeed collected and prockseehe device itself and

374European Union Agency for Fundamental Rights (FRA) and Council of EuropeH20dddok on European data

protection law.Luxembourg: Publications Office of the European Union, 18.

375 Article 29 Data Protection Working Party (2007). Opinion @726n the concept of personal data/P 136, 121.

wSOAGSE uc 2F GKS 9 dzNP wireas, toddetarrine wintthar & @ison & yentfiabeRatrdubtd S &
should be taken of all the means likely reasonably to be used either by the evrdrddly any other person to identify the

said persoa ®

L NLGAOES v S5FGE tNRGSOGAZ2Y 22NJAy3a tFNI&@ 0HnndpOd hLAYAZY
Guidelines and the special case of schools). WP 160, 7, 26

378 Article 29 Data Protection Working Paf®8013).Opinion 02/2013 on apps on smart devices. WP 2e2, 7
1/
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then-in a later stagetransferred toa third party's infrastructur&®without the knowledge of the end
user3&

ANONYMISATIONDebate exists on thaV LISNE 2y I £ Q OKI NI OGSNJ 2L Iny2y & YA
particular on those who do not hold the encryption key. The current European Data Protection
regulators take the view they af&and as such, in general, one recommends to treat encrypted data

in practice as personal data, the more since encrypted data must be decrypted for operations, with
ddzOK 2L N} GAz2ya O2yaidAaiddziaya LINRPOS&daaAy3d 2F WLISNA

SENSITIVE DATA category of personal data deserving speciitention are the s@d | f sefskie W

R I {iile.Cbata revealing racial or ethnic origin, political opinions, religious or philosophical beliefs,
trade-union membership, health or sex lifé3In principle, these data may not be processddwever,

the DataProtectionDirective foresees a viety of exemption®* and also leaves some discretion to
the Member States in this respe Subject to the provision of suitable safeguards, Member States
may indeed, for reasons of substantial public interestg( public health, social ptection,
government statistirlay down additional exemptions by national law or by decision of the supervisory
authority.

PrROCESSINGThe second key concept that defines the scope of application of the Directive is
& LINE O Sriaidssih@mtadsaccording toArticle 2bof the Directive:

oany operation or set of operations which is performed upon personal data, whether or hot by
automatic means, such as collection, recording, organization, storage, adaptatign or
alteration, retrieval, consultation, use, disalos by transmission, dissemination or otherwjse

making available, alignment or combination, blocking, erasure or destruction.

The scope of what constitutes processing is thus extremely broad. Nearly all type of action performed
on personal data (such asllection, storage, use, removal etc.) candhu 0 S ljdzZ t AFASR & u

379Via a connection to an external API, in reale.

380 Examples are gedocation data, contacts, unique device and customer identifiers (such ad3MEISI14, UDID15 and

mobile phone number), credit card and payment data, phone call logs, SMS or instant messaging, browsing history,
information society service authentication credentials (especially services with social features) pictures and wideos an
biometrics (such as facial recognition and fingerprint templates).

381 According to Article 2 of the Directive, personal data shall mean any information relating to an identified or identifiable
natural person (‘data subject’); an identifiable personrng who can be identified, directly or indirectly, in particular by

reference to an identification number or to one or more factors specific to his physical, physiological, mental, economic,
cultural or social identity.

382Encrypted personal data remain genal data, and consequently, all data protection law requirements continue to

FLILX @ G2 GKSasS RIEGE Ay Fyeé2yS$SQa KIFEyRaz ANNBaLSOGAGS 2F 1Se
Protection Working Party (2012). Opinion 05/2012 on CiGachputing. WP 196.

383 Article 8Data Protection DirectivéArticle 29 Data Protection Working Party (2014dvice paper on special categories

2F RFGF 0aaSyairiaAadsS RIEGEFEOD

384 Articles 28 Data Protection Directive®ensitive data can for example be processgan explicit consent of the data

subject, in the field of employment or in the vital interests of the data subject).

385 Processing of data relating to offences, criminal convictions or security measures may be carried out only under the
control of official authority, or if suitable specific safeguards are provided under national law, subject to derogations which
may be granted by the Member State under national provisions providing suitable specific safeguards. However, a complete
register of crimial convictions may be kept only under the control of official authority.
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A.2 Territoriadcope

EUESTABLISHMENGeographicallythe Data ProtectiorDirective isfirst of all applicable to processing

OF NNASR 2dzi Ay (G(KS (e8tablisiBrients Hading bn eQablishime® onf 1N & 9
territory of a Member State implies that a controller has real and effective activities in the form of

stable arrangements on the territory. Moreover, the legal form of the establishment is not the
determiningfactor in this respect®” Important to note is the ruling of the CJEU1& May2014%8

RS ( S NI A yekveyi H theipKykidal sérver of a company processing data is located outside Europe,

EU rules apply to search engine operators if they have a branagubsaliary in a Member State which

promotes the selling of advertising space offered by the search epiine

EQUIPMENTBesides this, in situationwhere the controller is not established in the Byt the
processing isarried out usingequipment located within the EU, the Directive will also apply, unless
such equipment is merely used for transit through the territory of the Commuffity.

B. Actors

ABROAD VARIETY OF@RSIn the overall data protection framework, various actors plagir role. In
general, the most important legally defined players are the data controller, the data processor and the
data subject. In practice however, there is a variety of stakeholders, in particular in relation to
websites, mobile apps and clowiented platforms, ranging from app developers over web
developers, OS and device manufacturers and advertising agencies. Below, we describe how the legal
definitions need to be appliedhiconcrete situations.

B.1 Data controller and data processor

DATA CONTROLLERNII A Of S W 2F (G KS 9dzNR LISy dath@2 y & NNRG{SONIA 2
a2 Y S 2y SaloneKijointly with others determines the purposes and means of the processing of
personal datd. As such, the Directive allows more thaneolegally separate entity tact as a
controllerand decide together to process data for a shared purpdse

DATAPROCESSOR WR I (i | onJti@ aih8ranana islfe naturalf legal persoror any other body

which dprocesses personahth on behalf othe controllee ®he Article 29 Working Party has defined

two requirements for the qualification as processor, ibeing a separate legal entity from the
O2yGNREtSNI YR LINRPOSaaAy3d (RH sHaf Adas gantfolleRdeld | 2y |
entity determining the purpose and means of a personal data processing activity, a data processor the

one that is effectively processing the collected datae distinction is fagbased®® and is complex in

386 Article 4 (1) (a) Data Protection Directive.

387 Recital 19 Data Protection Directive.

388 CJEU 13 May 201@pogle Spain SL and Google Inc. v Agencia Espafiola de Proteccién daErisand Mario
Costeja Gonzalez:131/12.

39 dZNB LIS Y [/ 2YYA&AA2Y OHnmnOX ClFOGaryB) 2y GKS awAiAdakKd G2 o068
http://ec. europa.eul/justice/dataprotection/files/factsheets/factsheet data_protection_en.pd€cessed 30.09.2015.
390 Article 4 (1) (c) Data Protection Directive.

391 European Union Agency for Fundamental Rights (FRA) and Council of EuropeH20ddpok on Europeatata
protection law.Luxembourg: Publications Office of the European Union, 50.

392 Article 29Data ProtectionWorking Party (2010). Opinion 1/2010 on the concepts of controller and processor, 5.
393 |bid.
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an online marketing environment, with iteariety of stakeholdeyinvolved in the development and
distribution of new advertising formats as well as the increasing dsosser and cloud environment
setting.

ADVERTISING ENVIRONNWE IT®® COMPLICATEID an advertising environmentiakeholdersmay range

from app developers over device manufacturers, app stores, third parties, and advertakvgith
potential subcontractors and affiliatesand, of course, the consumers, e.g. children. As such, actors
cannot always be clearly defined given ttmmplex factual situation. Some actors might have a dual
nature (for example a provider who processed data for his own purpose but also acts as a controller
or joint controller) or there might be two similar actors in one legal setting. Multiple entitigght
determine the purpose and means of processing activities leading to a joint controlf@fshipich

can be the case in a multinational where various subsidiaries participate in the cloud environment.
Considerfor example an international toy companyittv subsidiaries (separate legal entities) spread
worldwide. The purpose and collection of the personal data could be decided at global and local level
in case of a local marketing campaign where, in the end, the collected data will be used at global as
well as local level for further marketing purposes. Also, multiple processors could come into play: an
infrastructure provider may outsource (part of the) work attributed to him to subcontractors, leading
to a cascade of processors. For information purposesprovidesome examples of qualifications as
controller or processor in the advertising environmeiit, as mentioned by the Article 29 Working
Party in theiropinion on apps on smart devices

Actor Potential qualification ‘

App Responsible for the creation of the app and/or making it available to end users,
developers be qualified as data controllers to the extent they determine purpose and means.

OS and device Can be considered as controllers or even, where releyaint controllers for any

manufacturers personal data they process for their own purposes, such as the smooth running
device, security etc. This would include user generated data (such as user de
registration), data automatically generated by the devioe €xample if the device ha
I WLK2YyS K2YSQ FdzyOilAz2ylfAdGe F2NI AG:
OS or device manufacturer resulting from the installation or use of apps.

App store An app store records login credentials as well as the history of previously bought
It also asks the user to provide a credit card number that will be stored with the act
of the user. The app store is the data controller for theperations. On the contrary
websites that allow the download of an app to be installed on the device without
authentication may find that they are not processing any personal data.

394 Article 2 (d) Data Protection Directive states tadntroller' shall mean the natural or legal person, public authority,
agency or any other body which alonejaintly with othersdetermines the purposes and means of the processing of
LISNE2YFE RIFEGH o8

395 Article 29Data ProtectionWorking Party (20130pinion 02/2013 on apps on smart devicesd,3®
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Third parties  Third parties (such as analytics providers and comicaiion service providers) ca
qualify as data controllers or data processors. When they purely execute operatio
GKS L) 26ySNE F2NJ SEFYLXS LINROARS |
for their own purposes nor share these data with dimpers and as such qualify as d
processor. When they, on the other hand, collect information across apps to s
additional service such as analyse figures at a larger scale (app popularity, perso
recommendation), they collect personal data fbeir own purpose and qualify as da

controller.
Metrics A company provides metrics for app owners and advertisers through the use of tre
provider embedded, by the app developer, within apps. The trackers of the compan:

therefore able tdbe installed on many apps and devices. One of its services is to il
app developers what other apps are used by a user, through the collection of a u
identifier. The company defines the means (i.e. trackers) and purposes of its
before offerirg them to app developers, advertisers and others and therefore acts
data controller

Table 6: Controlleg processors in the advertising environment
SourceAtrticle 29Data ProtectioWWorking Party (2013Dpinion 02/2013 on apps on smart devices,3®

IMPORTANCE OF THETINSTIONT he distinction between a data controller and data processor is crucial.
Not only does it haveonsequences for applicable laamd the administrative requirements to be
fulfilled, but it alsodetermines the allocation afesponsibilities’® More specificallythe controller is
responsible for complianceith data protection rules, even if (part of) the serviége®utsourcedand
LINEOf SYA | NRAaS ¥ NP YOniite Sthet HandNtRmaibIbbhigat®drafprocessss | dzNB
relate to security In any event, a written agreement needs to be put in place betweerctmtroller

and the processor (i.eontroller-processor agreemefit’), which will outline in detail the qualification

of both data controller and processor, alldeaheir respective roles and responsibilities and provide

in clear wording that the processor must put in place sufficient technical and segiamial measures.

GENERADATAPROTECTIOREGULATIQNAIthough debatablggiven the often complex factuaituation

and the inability to always ensure an appropriate qualificattbe distinction between data controller

and data processor has been main&dhin the Draft Regulatiof¥® Moreover, in the latest version

agreed upon byhe Council of the Europeannidn, certain additional obligation®r processorsare

defined First,processos willbe considered to be controllsrand subject tgoint-controller rules to

the extent that personal data are processedd S&@ 2y R (G KS 02y (i NPSedo@iNDa Ay 3
processors will have to provide assistance to controllers in fulfilling certain obligations, including the

20f AL GA2y (G2 O2yRdz0G | REFEGIF LINRBGSOGAZ2Y AYLI O
(Article 34), to notify breaches (Agte 31 and 32) and finally the implementation of appropriate

security measures (Article 30 addition, processors will have to provide controllers with the

36 NIAOES wHwd S5FGF tNRGSOGAZY 22NJAy3 tFNIGE dunmnod hLAYAZ2Y
4.

397 As mentioned in article 17 of the European Data Protection Directive.

s8Accordyd G2 wSOAGIE cwn 2F GKS D5twx | Of BeépxdtettionoNFedight§ A 2y 2 F
and freedoms of data subjects as well as the responsibility and liability of controllers and prédessor

399 Article 24 GDPR.
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necessary information to demonstrate complianaéh their obligations and allow controllers to
perform audits*®

B.2 Data subject

DATA SUBJECAS mentionedthe data subject is the individual to whom the personal data actually
relate. The data subject does not have to be identified, buty | f & 2ider@ifddie ot@beP O3>
determined, taking into accounii!l the means likely reasonably to be used either by the controller
or by any other person to identify the said pers)f° For the purposes of this legal analysis, all
individuals of whom data is collected will be satered data subjects, meaning children as well as their
legal representativesimportant to note is that lhe data subject has certain rightghich can be
enforcad against the controller (see below).

C. Conditions for lawful processiaghof | persenal @ata

PROCESSING CHILDRERERSONAL DATAK A £ RNBy Qa LISNR2Yy It RFGFT 2dzAadG f
processed in a fair, lawful and n@xcessive manner for a specific purpose and based upon legitimate
grounds. The interpretation of theggrinciples isin relation to children, guided by the principle of
WoSad AyuSNBaiQ 2F GKS OKAfRO®

Cl The O6ébest interestdé princiople

Basic PRINCIRTte principle of best interestd the childrequires a proper appreciation of the position

of the child. The underlying idea of this principle is thrsonswho have not yet achievedghysical

and psychological maturity require more protection than othéfbusi KS OKAf RQa A Y Y ( dzN
compensated by adequate protection and c&¥&Furthermore, thebest interest principle entails that

the OKAf RQa NARIKG (2 RSGSt2LIVSyd OFry 2yfe@ 6S LINELI
other entities and/or other peoplé® The principle should be respected by all entities that make
decisions vig-vis chidren (e.g. parents, representatives, companies, public entities).

BEST INTEREST PRINEIR DATA PROTEGTMYhen it comes to th@rocessing 0O K A f ResBnAl@dia,
GKAAa WwWoSald AyidSNBalGQ asImN, py@kinght&accygubt $hR specificsituatibn NS
of each childAccording tdhe Article 29 Working Party OKAf RQa &AdGdzZ GA2y yS
two pointsof view, a static and a dynamic orndore specifically,

a LIS
SRa

400 Article 26,82, (h) GDPR (latest version of the Council of the European Union: Proposal for a Regulation of the European
Parliament and of the Council on the protection of individuals with regard to the processing of personal data and on the
free movement of such dat 11 June 201%ttp://data.consilium.europa.eu/doc/document/S5652015INIT/en/pdf)

accessed 24.08.2015.

401 Recital 26 Data Protection Directive.

402 Article 29 Data Protection Working Party (2008). Working Document 1/2008 on the protection of children's personal
data

(General guidelines and the special case of schooks)84

403bid., 4.

404 1bid.
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ofrom the static point of view, a child is a perssho has not yet achieved physical and
psychological maturity. From a dynamic perspective, a child is in the process of developing
physically and mentally to become an aciiff

AccordingyOK A f RNBYy Qa Yy S S Rnust &ways Rée gliitled hyMd® imBaiianfhalpgcts,

the varying levels of maturity of children and (2) the right of representatives to represent minors in

cases where the processing of personal data would be against the best interests of tH& tiilded,

il O02dzZ R 0SS I NBdzSR GKIFG GKS 0Sad A iprdestBdanithe LINK y OA
0Sald LraarotsS grezr o6& AAQAYyI STFFSOG lFa FHNI A LR
This application is not always obvious magtice. The best interest criterion and thehigf the child

to privacy may, for instancégad to conflicting ingrests in whicla balance will need to be fourf®

BEST INTEREST PRINEAND BEHAVIOURBIVERTISINGInally, it is significant to note tharticle 29 Working
t P NIeQa AYGSNLIINBGFGAZ2Y 2F GKS 0Said AyaSNBad LINR
specifically, the Working Parsgressesthat, in thebest interest of the child,

d 02 Y LI y K 8at pracdéL aidldren's data for behavioural advertising purposes, neither
directly nor indirectly, as this will be outside the scope of a child's understanding and therefore

A N oA A @~

SEOSSR (KS 02dzyRFNISE 2F tF6Fdd LNROS&a3AYyIé O

C.2 Data quality principles

DATA QUALITY PRINE®RASIde from the best interest principléhe general principles regarding data

jdzt t Ade Ia alLISOAFASR o6& (GKS 5F0GF tNRGISOGAZ2Y 5ANE
personal data. However, they need to be adequatatlapted when dealing with childrerlhe

following table provides an overvieof the relevant principle®f the Directive and includes some

elements that have been interpreted by the Article 29 Working Party.

4051bid., 2.

406 |hid.

407 And in which personal dathas a broad scope, i@ny information allowing an individual to be identified, directly or

indirectly,ranging from a name over a birth datensil address, IP address or photo. Accordingrtele 2 (a) of the

9dzNR LISIHY 5FdGF t NRGSOGAZY SahyNdobratowréating tdGmitieatijfidd or idéntifidble & K £ f Y S|
natural person (‘data subject’); an identifiable person is one who can be identified, directly or indirectlstjanlpaby

reference to an identification number or to one or more factors specific to his physical, physiological, mental, economic,

Odzt G dzNJ £ 2 NEutopeark Gommigsieng 3012} Wy éoTwe need an EU data protection reform,
http://ec.europa.eul/justice/dataprotection/document/review2012/factsheets/1_en.pdfccessed 14.10.2014; Article 29

Data Protection Working Party (2007). Opinion 4/2007 andbncept of personal dat&V/P 136, 4.

408 NIIAOES udp S5FGF tNRGSOGAZ2Y 22NJAy3 tFNI&@ 0Hnnddd hLAYAZY
Guidelines and the special case of schools). WP 1&0case of child abuse for example, the besgtiiest of the child (i.e.

protection of his health and welfare) may have priority over the protection of his personal data (name, address, birth date)

meaning thatjn concretothe name, address and birth data of the child in question may be revealdubtetevant

AyahlyoOSa (2 LINRBGISOG KAa 2NJ KSNJ KSI f GK®dE

49 NIAOES Hep 5FGF tNRGSOGAZY 22NJAYy3 tIFNIes AhLAYAZ2ZY NHKHAM
accessible dbttp://ec.europa.eu/justice/dataprotection/article-29/documentation/opinion

recommendation/files/2013/wp202_en.pdf
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PrINCIPLE ARTICLE COMMENT

Fair and lawfulprocessing 6 (1)(a) = The personal data of children need to be processedy
ppp | andlawfulyd { Ay 08 OKAt RNBY Qathiy
principle needs to be interpreted strictfy°

Purpose limitation 6 (1) () The data canonly be collected forspecified, explicit anc

DPD  |egitimate purposesand not further processed in a we
incompatible with tke initially specifiegurpos€s).

Proportionality and 6(1) €  Only adequate, relevant and nomxcessivedata can be
relevance DpD | collected and/or further processedThe collecting entity
needs to carefully consider which data are strictly neces:
to meet the goal or, for mobile apps for example, the desi
functionality.*!*

6 (1
Accuracy b Personal data must beccurateand, where necessary, kej

DPD | p to date Every reasonable step must be taken to ens
that data are inaccurate or incomplete, having regard to

purpose for which they were collected or for which they ¢
further processed, are erased or rectifi¢d stort, only data
necessary to reach the purpose can be collected and tt
data should be kept updatedAs children are constanty

developng, data controllersnustpay particularattention to

the duty to keep personal data ttp-date 42

i 6 (1)(e
Data retention UG When no longer necessary for the purposes of collect

DPD  personal data should either beeleted or kept in a form
which does not allow identification. This principle
particularly important for children. As they are developin
lot, data relatel to them could very quickly change al
become outdated, so that it becomes irrelevant to t
original purpose of collection. Such information should
deleted3

Table 7: Principles as interpreted by the Article 29 Data Protection Working Party.

410 Article 29 Data Protection Working Party (2008). Working Document 1/2008 on the protection of children's personal
data

(General guidelines and the special case of schools), 7.

411 Article 29 Data Protection Working Party (2013). Opinion 02/2013 on@ppmart devices, 17.

412 Article 29 Data Protection Working Party (2008). Working Document 1/2008 on the protection of children's personal
data

(General guidelines and the special case of schools), 7.

413 Article 29 Data Protection Working Party (2008)prking Document 1/2008 on the protection of children's personal
data

(General guidelines and the special case of schools), 8.

15

AdLit IWT/SBCeport 2015 b 77



C.3 Legitimate groufar processing

LEGITIMATE GROUNEBR PROCESSINAOther important requirement for the processing of personal data
is having a legitimate grourfd* The European Data Protection Directive foresees various legitimate
grounds: (1) conseftf, (2) the existence of a contrdet, (3) the legal obligation of the controlfef,

(4) the protection of vital interests of the data subj&€t (5) the performance of a task of public
interest’® and (6) purposes of legitimate interest the controller or a thirdparty.*?° In relation to
children, in particulathe grounds ofconsent, public interest and legitimate interest require some
further exploration,in light of thebest interest principle s described above (section C1)

PuBLIC INTEREShe best interest pgnciple plays a role in the interpretation of public interest as a
legitimate ground. The best interest principle as such might be classified as public ifteFest.
instance, he provisions of the European Data Protection Directive beapplicable to &seswere
the youth welfare service needs personal data of the child in order to take care of hifdther.

LEGITIMATE INTEREETOONTROLLER OR DHIRRTNXSecondly, the best interest principle is important in the
application of the widest legitimatground, i.e. the legitimate interests of the controller or of a third
party. This ground can only apply to the extent it is not overridden by the interests or fundamental
rights and freedoms of the data subject. As such, when weighing the balance ionrétathe status

of children as data subjects, their best interest should be the gtiide.

CONSENTThe best interest principle also providggidance in relation teonsent which not onlyis a

geneal legal ground for processing, but alsgy in relation © data processing fadirect marketing
purposesand the use oftracking mechanisms such as cookiedndeed, Aticle 14 of the Data
Protection Directivestresses thathe data subject, i.e. the child, has the righa object on request and

free of charge, to the processing of personal data processed for the purposes of direct marketing, or to
be informed before personal data are disclosed for the first time to third parties or used on their behalf

414 Article 7 and 8 Data Protection Directive; Article 5 pars3sehtence ePrivacy Directive: Member States shall ensure
that the storing of information, or the gaining of access to information already stored, in the terminal equipment of a
subscriber or user is only allowed on condition that the subscriber or user concerned has given his or her consent, having
been provided vih clear and comprehensive information, in accordance with Directive 95/46/EC, inter alia, about the
purposes of the processing.

415 Article 7 (a): member States shaibvide that personal data may be processed only if: (a) the data subject has
unambiguoust given his consent.

416 Article 7 (b)Member States shall provide that personal data may be processed only if processing is necessary for the
performance of a contract to which the data subject is party or in order to take steps at the request of trsebjstet

prior to entering into a contract.

417 Article 7 (c): Member States shall provide that personal data may be processedmnlyeifsing is necessary for
compliance with a legal obligation to which the controller is subject.

418 Article 7 (d)Member $ates shall provide that personal data may be processed oplpdessing is necessary in order to
protect the vital interests of the data subject.

419 Article 7 (e)Member States shall provide that personal data may be processed only if processingsisangdor the
performance of a task carried out in the public interest or in the exercise of official authority vested in the controiler or
Inthird party to whom the data are disclosed

420 Article 7 (f):Member States shall provide that personal dataynbe processed only if processing is necessary for the
purposes of the legitimate interests pursued by the controller or by the third party or parties to whom the data are
disclosed, except where such interests are overridden by the interests for fundahngyhts and freedoms of the data
subject which require protection under Article 1 (1).

21 NTAOES udp S5FGF tNRGESOGAZ2Y 22NJAy3a tFNI& OoHnnyoo 2 2N] Ay 3
data (General Guidelines and the special casebbols). WP 14B.

4221bid.

423|bid.
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for this purposes, antb be expressly offered the right to object free of charge to such disclosures or
usessC2NJ GKS dzaS 2F 0221 ASdEredSdSpSHY ! W DOE®EQ OKRAC
wishes®*W/ 2 y a SlggiliMatelg@dund entails fouguestions whichneed tobe explored in greater

detail: (1) how can valid consent be obtained, (2) who needs to give this consent, (3) how will the
consent be givetverified in practiceand (4)what are the assessment criteria to give or withhold this

consen?

QUESTION.: HOW CAN CONSENT BE.NR

Article 2 (h) of the Directive defines a valid consentras and informed*? This implies, in practice,

that children, or legal their representatives, before even considering whether to consent, need to be
fully informed about the collection and further processing of their personal data. We will have a closer
look atthe right to informationbelow (section D.1)

QUESTIOR: WHO NEEDS T&IVECONSENT

A second concern relates to the person who needgit@®consent.When dealing with personal data

of children, one could assume the need for representation by their parents or legal guardians. Although

GKS O2yOSLIi 2F GLI NByiGlt O2yaSyidé¢ Aa yz2iG4 SELX AO
mentioned by various legal instruments interpreting the Directiffd. 2 6 SGSNE Ay ©@OASgs 27F
constant development, the exercise of their data protection rights must adapt to their level physical

and psychological developmefft. On the one handlegal representativesmay facilitate the data
LINPOSaaAy3d o6e& 3IAAQPAYyI GKSANI O2yaSyis SR o0& GKS L
into consideration the ways in which the disclosure of such personal data could pose a threat to their

O K & pria@y and vital interesf8® This assessment is not always straightforward and can be sensitive

and complex, in particular in relation to mobile apps and behavioural advertishregevby means of
sophisticated technologies, such as cookies or othetkirg mechanisms, a broad range of user
AYF2NXIEGA2Y Fdzi2YFGAOFEte ai2NBR 2y (GKS RS@OAOS
phone numbet?®, enhancing further use and/or sharing by advertisers, without even alerting the user.

The Article 29 Wfrking Party has stated that, in the best interest of the child, companies should not,

424 Article 29 Data Protection Working Party (2013). Working Document 02/2013 providing guidance on obtaining consent

for cookies. WP 208, 3.

425 (h) 'the data subject's consent' shall mean any freely given spaaifiécnformed indication of his wishes by which the

data subject signifies his agreement to personal data relating to him being processed.

260 NIAOEtS udp S5FGFE tNRGESOGAZ2Y 22NJAy3a tIFNI& OoHnnyood 2 2N] Ay 3
data (General Guidelines and the special case of schools). WP 147, 7; Article 29 Data Protection Working Party (2009).
Opinionontheprotech 2y 2F OKAf RNBy Q& LISNE2Yylf RIGF oDSySN&9of DdzA RSt AY
Article 29 Data Protection Working Party (2010). Opinion 2/2010 on online behavioural advertising. WP 171, 17; Article 29

Data Protection Working Party (200®pinion 02/2013 on apps on smart devices. WP 202, 26.

427 Article 29 Data Protection Working Party (2008). Working D&yt Mk Hnny 2y GKS LINRGSOiGAz2zYy 27F
data (General Guidelines and the special case of schools). WP 147, 6.

28 NIIAOEtS udp S5FGF tNRGSOGAZ2Y 22NJAYy3 tFNI& 0HAnnpOd® hLAYAZY
Guidelines and the special case of schools). WP 160, 26.

429 As wdl as list of contacts, call logs, unique device identifiers and ottiermation stored on the mobile device and can

share this data with a large number of possible recipieBtgen very young children, who do not have the maturity and are

not able to type sensitive personal information into the device, is impacted. Amagpndeed collect and share
AYF2NXIEGAZ2Y L o2ddi GKS RSOAOS FyYyRk2NJ 0KS OKAfRXI &dzOK & GKS
on the device by the user. SEederal Trade Commission (2012). Mobile Apps for Kids: Current privaogDiss are

Disappointing. Staff Repoit, 10 footnote38,13 and 17 Communication from the Commission to the European

Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions (2012). European
Strategy for a Béer Internet for Children. COM (2012), 196 final, 5.
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directly nor indirectly, process these types of datatfehaviourahdvertising aim8% this falls outside
GKS a02L)S 2F I OKAf RQa dzy RbhBaiids gf Riwfyl Brocessing. 0 K SNB F 2

On the other hand, there might be areas in which euin are allowed to decidé

from their legal representatives. Children should indeed be treated in accordance with their level of
maturity. As of ae@rtain age, they may be considered capable of understanding the impact on their
privacy protectionHence, consent becomes an evolving mechanism, moving from merely consulting
the child®, to joint consent of the child and the legal representative, and @wghe sole consent of

the child if he or she is already matuf® In certain cases, children may already conclude legal acts
without the consent of their representatives and as such can also give valid consent to the processing
of their personal data. lany event, instances where the best interest of the child limits or even prevails
over the principle of representation should not be neglected, and need further considefation

QUESTIOR: HOW CAN CONSENT BEEN VERIFIEIN PRACTICE

A third relevantquestion is how parental consent can be requested in practice and, more concrete,

K2g SWLAINDQ 02y aSy ihodtay it e SuardnBebdihBtih® Rdivitldakbft@onsents

or appears to be consenting is indeed the legal representative ofrtimer in question? It can be

imagined that for tecksavvy children, setting up a fakenwil address to consent in lieu of their

parents is very easgurrently, the European legislative instrument does not provide any clarification

in this regardAlso,Article 8 of thedraft GDPR yf @ Ay iNR RdzOS&a (G(KS y20A2y 2
NBYlAya @F3Adz2S 2y G2 206GFAy &adzOK O2yaSyi® LyRSSR:
60S YIRS (2 2060l Ay GKA&A O2yaSyikKy2d BHHRISOTORPKG 2 02
legislation on the other hand is much more advanced in this context. Not only does it recognise the
O2yOSLIi 2F GOSNATFTAFIOES LI NByidlt O2ya$ypitdasoadl { Ay
explicitly refers in detaito the methods through which this consent can be obtained in various
aAldzr GA2yad 9EI-YILX Sa LN RO drkSynaell By yOl 37 Bei e dR =
governmentissued identificatioff® and even newly recognised mechanisms such as eldéctsmans

or even video verification methotf8, taking also into account whether the personal data obtained is

4O NIAOES v S5FGF tNRGSOGAZ2Y 22NJAy3a tFNI&@ OHnndOod hLAYAZY
Guidelines and the special case of schools). WP 160, 26.

B KS Rdzieé 2F O2yadzZ Gl idrazy O2yaAraida 2F GlL1Ay3 Ayidz2 | 002dzyiz
Recommendation No. R (97) 5 of the Council of Europe, the Committee of Ministers on the protection of medical data, 13

February 19975.5. and 6.3.; Article 29 Data Protection Working Party (2011). Opinion 15/2011 on the definition of

consent. WP 187, 27, 28 and 37..

432 Article 29 Data Protection Working Party (2009). Opiioyi G KS LINPGSOGA2y 2F OKAf RNByQa LIS
Guidelnes and the special case of schools). WP &60,

433 Article 29 Data Protection Working Party (2009). Opiioyi 1 KS LINP G SOGA2y 2F OKAf RNByQa LIS
Guidelines and the special case of schools). WPa60,

434 Article 8, par. 1 of the GDPR. tharmore, para 3 and 4 foresee that the criteria and requirements for the methods to
obtain this consent as well as the appropriate forms still are subject to further delegated acts.

435 Section §8312.5 of the COPPA.

436 This consent method is used for thelegtion of personal information for internal purposes only. The verifiable parent
consent is obtained through anraail completed with an additional step, such as obtaining a postal address or telephone
ydzYo SN TNBY GKS LI NBy i dsentby éterbriclepdie yall, oriséading biieNyeq dbrdrnation?
e-mail to the parent after receiving consent.

437 Providing a consent form to be signed by the parent and returned via U.S. mail, fax or electronic scan.

B SNAFeAyYy I | LihédKng a fordn of haR&@ryhank idsded idahtification against databases of such
AYF2NNIGAZ2YS LINPOARSR (KFG GKS LI NBYyiQad ARSYGATAOLFGAZY
WCSRSNIt ¢NIRS /2YYA&AAZ2Y 0 H ian RuledFinal Rule, FedbFafeRiater oy I8Ang B2, t N
part Il, 39863992; 315.5; 5(b).

Aa |
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used for external or only interrfdP purposes. It remains to be seen whether the European legislators,
when implementing the proposed article 8, lidke the US framework, with its detailed guidance, as
an example.

QUESTIOM: WHAT ARE THE ASSEESWMCRITERIA TO GDAEWITHHOLD THIS CSENP

Finally, parents or guardians are expected to make decisiors@is & G KS LINRGSOGA2Yy 2
personal data on the basis of the best interest of the child. Moreover, regard must be had to the ways

AY 6KAOK GKS RA&aOf2adzNB 2F &adzOK LISNER2YylFf RFEGE G
interests, Such an assessment is not always sttfagivard and can be sensitive and complex, in

particular in relation to mobile applicaths and behavioural advertisirigee infra section E)

D. Data subjectdés rights
D.1 Right to be informed

NOTICE AND CONSENS mentioned supra, for consent to be idait should be given freely and in an
AYF2NNYSR YIYYSNW ¢KS O2yaSyid NBIdZANBYSy(d (Kdza 32
informed. According toArticle 12 (a) of the Data Protection Directitiee datacontroller has a duty to
provide thedata subjecwith certaininformation .g. thepurpose of procesing, categories of data

etc.). Ideally the data controlleaddresses every data subject, orally or in writing. However a more
efficient way for the controller tacomply with thisrequirement is to have appropriate information
clauses on his/her homepage, liagorivacy policy* In practice, this implies that towards children or
their legal representatives, information needs to be presented in a simple, concise, readable and
educatbnal language that can be easily understood and is adapted to the age of the individual in
question?* To achieve this, the Article 29 Working Party recommends the use of lapet®eés*4,
offering a dual system consisting of (1) a shorter notice, contaitive basic information to be
provided when collecting personal data either directly from the data subject or from a third party,
accompanied by a (2) more detailed notice, preferably via a hyperlink, where all relevant details are
provided which are necsary to ensure a fair processing. Of course, the notice needs to be posted in
the right place and at the right time i.e. they should appear directly on the screen, prior to the
collection of information. The use of layered notices may be even more apatepn the case of
mobile apps, given the size of the screen of mobile devices.

MOBILE APPLICATIONAth regard to mobile appshe Article 29 Working Party recommenidsprovide
a clear overview of the collected data and, even further, requagiaaular consent for each type of
data which is in particular accessed by mobile apps, at least for Location, Contacts, Unique Device

4401 e. only for the internal use of the operator collecting it.

441 Article 29 Data Protection Working Party (2009). Opiioyi (G KS LINP G SOl A2y #@endbkK A f RNBy Qa LIS
Guidelines and the special case of schools). WPa60,

442European Union Agency for Fundamental Rights (FRA) and Council of EuropeH{206d4pok on European data

protection law Luxembourg: Publications Office of the European Union, 98.

443 Article 29 Data Protection Working Party (2009). Opiioyi G KS LINPGSOGA2y 2F OKAf RNByQa LIS
Guidelines and the special case of schools). WPI50,

4441bid. 10; Article 29 Data Protection Working Party (2004). Opinion 10/2004 on Maradtised Information Provisions.

WP 100, .
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Identifier, Identity of the data subject, Identity of the phone, Credit card and payment data, Telephony
and SMS, Browsindistory, Email, Social networks credentials and Biometfics.

GookKIESThe use of cookies always requires additional text and consent. Users rigedlIbte to access

all necessary information about the different types or purposes of cookies being ushd tebsite

or app, the qualification as a first or third party cookie and the expiry.deté could be achievddr
example by prominently displaying a link to a designated location where all the types of cookies used
by the website are presentetf®

D.2 Right to access

RGHT TO AcCE®side from the right to be informed, data subjects also have the tmliccesgheir
data®”When it comes to childrerdepending on thie maturity, the right of access can be exercised

(1) solely by the representativé?) both by the legal representative and the child(8) solely by the

child. Children are sometimes entitled to exercise their rights alone in relation to very sensitive
personal matters, such as in relation to their health, where, upon an explicitrezgant of the child

in question, the information may not be further divulged to his or her legal representative. In particular

in the latter situation, a careful balancing of interests of all parties involved need to be performed to
assess Wwhetherthe dhiRNBYy Q& NAIKG (2 LINKR @l O LINBJF A 2 F3SNJ
In this balancing exercise, the best interest of the child is of special importéhce

RGHT TO RECTJERASE OR BLOCKISecondly, the right to access entails a righttfee data subject to
rectification if the data is inaccurate or to erasure or blockingany case, data subjects have the right
to object to the processing of their data for direct marketing purposes

LuMITATIONdmportantto note is that there are certain limits to the right sxcess. The obligation of
the controller to respond to an access request may be restricted dwwéoriding legal interests of
others.

4.2.2 E-Privacy Directive

GENERAL AND SPECRUICESANnotherimportant legal instrument at the European levethe ePrivacy
Directive whichprovides specificulesfor the processing of personal data in the context of electronic
communicationsand complements the European Data Protection Direci%eAdditionally, this

445 Article 29Data ProtectionVorking Party (2013Dpinion 02/2013 on apps on smart devices, 27.

446 1bid. 3-4.

447 Article 12 Data Protection Directive.

8Ly GKAA NBIINR:Z GKS | NI A Dé Siteria tor the 2oNditidng & actelssNdll Be n¥t Snfydhe 2 y & G K |
age of the child, but also whether or not the data concerned were provided by the parents or by thevbithi is also an

indicah 2y 2F (KS OKAf RQ& RS 3AKREB&S9 Pata PiolediiaizMbriing Pdrty (B009). Mypidoghd Y & & €
LINRiSOiGA2Yy 2F OKAftRNByQa LISNB2yLf RFIGF 6o6DSYSNlf DdzARStAySa
449 bid.

450 Directive 2002/58/EC dhe European Parliament and of the Council of 12 July 2002 concerning the processing of

personal data and the protection of privacy in the electronic communications sector (Directive on privacy and electronic
communicationsfficial Journal 201 , 31 Jyl2002, 003% 0047, which was amended in 2009 by the Directive

2009/136/EC of the European Parliament and of the Council of 25 November 2009 amending Directive 2002/22/EC on

dzy AGSNELFE &aSNBAOS FyR dzASNEQ NR 3K §and Mldides, Dieofi@ 200258/6@ SOGNRB Yy A O
concerning the processing of personal data and the protection of privacy in the electronic communications sector and
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Directive also offersertaingeneral rules on the use tdcation data or the storage of information on

the devices of endisers (e.g. users of social media), which could be applicable when it comes to new
advertising formats aimed aminors. The application of these general provision is not limited to
electronic communication services and include for instaadele 5 (3) on cookies and spyware and
Article 13 on unsolicitedommunications.

CONFIDENTIALITY OFMBMWNICATIOS One of theobjectives of the HPrivacy Directivas to ensure
confidentiality ofcommunications.Accordingly,Article 5contains a prohibition on intercepting or
surveillingelectronic communicationas well asiny storage of (or subsequent access to) information
onthe terminal equipment of endiserd®’, unless (a) the users concerned have consented or (b) there
exists an explicit legal authoggon.*>2The scope of application of this article is general and not limited
to the electronic communications sectdrhus this provision will apply tapplications which run on
mobile devices and on any other ender devices and be relevant for mastall therefore be relevant

for most online social networkroviders, website operators, application providers and trackers

USE OF LOCATION DAlLacationdata are often processed in digital mobile networks to enable the
transmission of communication$his category includes all datadicating the geographic position of
the terminal equipment of a user, like the latitude, ldtgle or altitude of the terminal equipment;
the direction of travel of the user; or the time the locatioormation was recorded®* Such data can
be useful for advertisers who want to provideationbased direct marketinglhe ePrivacy Directive
contains specific requirements for the processing of location data (i.e. Artiddo@)ever, acording
to the Article 29 Working PartyArticle 9 of the ePrivacy Directiveonly applies to providers of
communication serviceand assuch will not be applicable to advertise?§ Nevertheless)ocation
data are genglly regarded as personal data. Therefadyertisers have to comply witie general
requirementsfor the processing of personahder the European Data Protecti@irectiwe if they want
to makeuse of location data

4.2.3 General Data Protection Regulation

DATA PROTECTION REFOR mentionedthe data protection frameworlks currently under reformDue

to rapidtechnological innovations and the ever increasing sharing and dothaaftpersonal datanew
risksin relation tothe protection of personal dataave emerged. Accordingly, 2012, he European
Commission releaseagproposal for a nevdata protection fameworki.e. the General Data Protection
wS 3dzZ | (A 2 @ncedadidpted, tvet GDPR wablace the Data Protection Directive and will be
directly applicable in the Member States. It whiflve a significant impact on businesses, as it imposes
new complance obligations and significarsianctions in case of nezompliance.Recently, the
proposed GDPR has entered ttidogue phase™® It is important to note that this is the final stage

Regulation (EC) No 2006/2004 on cooperation between national authorities responsible for the enforcém@nsumer
protection lawsOJ 1337, 18 December 2009, 436 (hereafter the ePrivacy Directive).

451 Article 5 (3) ePrivacy Directive.

452 Article 5(1) ePrivacy DirectiveSee also B. Van Alsenoy (2014). Rights and obligations of actors in social networking sites.
Spion Project, 33yww.spion.meaccessed 5.10.2015.

453B. Van Alsenoy (2014). Rights and obligations of actors in social ketg/sites. Spion Project, 3#ww.spion.me

accessed 5.10.2015.

454 Article 2 (c) ePrivacy Directive.

455 Article 29 Data Protection Working Party (2011). Opinion 13/2011 on Geolocation services on smart mobile devices. WP
185.

456 The trilogue between the European Commission, the European Parliament and the Council of the European Union is the
final step of the legislative procedureeé&Spress release of 15.6.20mh#p://www.europarl.europa.eu/news/en/news
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http://www.spion.me/
http://www.spion.me/
http://www.europarl.europa.eu/news/en/news-room/content/20150615IPR66464/html/Data-protection-Parliament%E2%80%99s-negotiators-welcome-Council-negotiating-brief

before the potential adoption of the Regulatidt.Thus, the key legislae provisions that could affect
advertising aimed at children are of great significance and will be outlined briefly.

TERRITORIACOPEBefore going into the provisions relevant for advertising and minors, it is significant
to note that theterritorial scope of European data protection legislation has broadened. According to
G§KS 9dzNR LIS Yy [/ 2 YtieiRegulat®ry@téheslahtiBekJ&hich dreoutside the EU but
whose processing activities relate to the offering of goods in the EU and the mingitof the
behaviaur of data subjects residing in the EU.

A. Consent as a legitimate grébundr pr ocessing chil dr e

MINIMUM AGEREQUIREMENCuUrrently at the EU level there is no specific legislation in ptagarding
0KS Wi LILIWMEnudNAge régBi@meit for parental conserff® However, the draft GDPR
explicitlyintroducea minimum age of 13 year®® asArticle 8states that

For the purposes of this Regulation, in relation to the offering of goods or services directly to a
child, theprocessing of personal data of a child below the age of 13 years shall only be|lawful

AF FYR (G2 GKS SEGSydG GKIFIG O2yaSyid Aa | 3A@Sy
Representativés?

Thisdraft Articleis in line with the COPPA legislation in the United St&tésupra)and just 1 year
below theminimum age undeBpanish legislatiocurrently the only European country having an age
requirement in placg*®? The questiormayrise whether this age is apprdpte and to what extent it
takes into account the physical and psychological development of children.

How TO GIVE CONSEAg mentioned (supra 4.2.1, C3)hedraft GDPR doewot provide any clarification
regarding how consent should be givéithoughArticle 8 of thedraft GDPR1troduces the notion of

room/content/20150615IPR66464/html/Datprotection-Parliament%E2%80%98sgotiatorswelcomeCounci

negotiatingbrief.

457 Nevertheless, the amendments might still change during the trilogue phase and if in the end the European Parliament
and the Council of the EU do not find a compromise, Alet might not get through in the end. For a good overview of the

EU legislative process sk#p://www.europarl.europa.eu/code/information/quide_en.pdf

458 The age in Europe spaifrom 12 to 18 years. Various countries issued guidelines, such as Belgium, which uses a span of
12-14 years, see an opinion of the Belgian Privacy Commission (2002). Opinion concerning the protection of the personal
life of minors on the internet,

http://www.privacycommission.be/sites/privacycommission/files/documents/advies_38 2002 _0.gek also Advertising

9 RdzOF G A2y C2 NHzY tapiatestiontady pardathlfcdrdeis. A Best piadtice analysis to inform the EU data
protection reform, 10.

459 According to Article 8 e controller shall make reasonable efforts to obtain verifiable consent, taking into consideration
available technology.

460 European Parliament legislative resolution of 12 March 2014 on the proposal for a regulation of the European
Parliament and of the Council on the protection of individuals with regard to the processing of personal data and on the
free movement of such dat(General Data Protection Regulation). COM(2012).
http://www.europarl.europa.eu/sides/getDoc.do?pubRefEP//TEXT+TA+PTA20140212+0+DG+XML+VO//EN

accessed 5.10.2015.

4#lArticledomH O 2F GKS [/ htt IChildg&EAYK NGB RERA @A Rt f 2aAR®NI GKS | 38
462 Article 13 of the Royal Decree 1720/2007 of 21 December which approves the regiffgilementing organic law

15/1999, of 13 December on the protection of personal data,
https://www.agpd.es/portalwebAGPD/english_resources/regulations/common/pdfs/reglameptblen.pdfaccessed
14.10.2014.
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G OSNRTALI QR @maldL waguSvifein & comes toobtain such consent. Indeed, it merely
YSyGAzya GKIG &NEeaRlgto aiibthis Briseh® NIl & & Kt f

available technology without causing otherwise unnecessary processing of personal daja.

The controller shall make reasorelefforts to verify such consent, taking into consideraion

B. Data subjectds rights

RGHT TO BE INFORMEMally, another interesting element made explicit in the GDPR relates to the data
4dz0 28030 Qa NARIKG (2 AYyF2NXIGA2ysS GKS RNI}IFdG D5tw
particular,Recital 46states that

a hy information and communication, where processing is addressed specifically to al child,
should be in such@ear and plain languagthat the child can easily understahd

This is definitela provision to keep in mingdvhen thinking of the lengthy and comgX privacy notices
companies use nowadays to inform their consumers of their data processing actifties.

C. Concluding remarks

It seems that the draft GDPR has to some extent paid attention to the concerns related to the
LINE OSaaAiAy3d 27 da& HéwewdSiyrerminsliaSblBeenyhowt this will work in practice

Fa GKS wS3dzZ I GA2y R2Sa y2d LINPOARS YdzOK OfF NRFA
Moreover, it will be interesting to see whether tHeuropean legislators, wheimplementing the

proposed article8, will take the US framewonkith its detailed guidance, as an example.

4.2.4 Conclusion

In sum, when advertisers want to collect personal data of children they will need to ensure that the
manner in which they obtain esent is welconsidered and takes into account the vulnerabilityhef

child and its capacity to understand the consequences of the consent that is given. Furthermore, when
the child has not reached a satisfactory level of understanding of such consexp @arents will need

to be involved in this decision. In practice, the increasing use of personal devices by children, such as
tablets and smart phone, will undoubtedly complicate this parental consent.

463 Furthermore, para 3 and 4 foresee that the criteria and requirements for the methods to obtain this consent as well as
the appropriate forms still are subject to further delegated acts.

464E, Wauters, V. Donoso and E. Lievens (2014). Optimizing transparency for users in social networlirig, 3ites16

Issue 6, & 23.
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5. Product-specific legislation

ProDUGBPECIFIRROVISIONT he final sectiorof Chapter 2 provides a selection of other provisions
related to specific productis both European legislation as well as national laws. The provisions were
selected on the basis of their potential relevance for commercial communicegahingchildren.

RoADMARThis section offers an overview of certain provisions dealing with advertising rules specific

to a certain product. These include provisions regulating the advertising of products that present risks

G2 OKAfRNByQa KSIf{iKI & dxdés, thbacco Tmhdiniedicatisnz Birdly,> | £ C
restrictions on toy advertisements can be found in certain EU Member states.

51.1 Food

FOOD ADVERTISING ATHILDRE®R HEALTHAt present, child obesity is becoming a global trend, as almost

a quarter of all childen in the developed economies is affected by excess body w&fghtong the

potential candidates causing this trend is one particularly widespread cultural phenomenon, namely

the commerciallded promotion of energyense foods directed towards childréf. Indeed,
aBROSNIAaAy3d GSOKyAldzSa O2dzyd 2y OKAf RNBnhyueg LISaas
children play an important role in which products their parents purchase in the supermarket and which
restaurants they frequemt®’ In this regard, everal regulatory initiatives have been taken dealing
specifically with food advertising, both at an EU and national 1&gk section will focus on the

relevant provisions of the AVMSD and the specific Regulation on nutrition and health claims.
Furthernore, this section provides two examples at a national level, i.e. Norway and Ireland.

A. Europe

AVMSDThe AVMSD acknowledges the potential risk in relation to food advertising, in particular food

and beverages containing fat, trafetty acids salt/sodium and sugars. It therefore explicitly requires

Member States and the European Commission to encourage media service providers to dede®p

of conduct dregarding inappropriate audiovisual commercial communications, accompanying or
includedy OKAf RNBYyQad LINRPINIYYSaszs 2F FT22Ra |yR 0SOSNI
nutritional or physiological effect, in particular those such as fat, tfatig acids, salt/sodium and

sugars, excessive intakes of which in the overall diet @reecommendeél*® However, the AVMSD

does not contain any specific restrictions for food advertising targeted at children.

Q.AIMSREGULATIOMside from the AVMSD, the European Claims Regulation harmonises certain rules
in relation to nutrition and healtitlaims?®® The objective of this Regulation is to ensure the effective

465, Wang and T. Lobstein (2006). Worldwide trends in childhood overweight and olmsltiPediatr Obe&:11-25 as
cited by T. Lobstein et al. (2010). Policies on Marketing food and beverages to children. The PolMark Project.
http://www.worldobesity.org/site_media/uploads/The PolMark Project Final Report Annex 1 FINAdcpessed
5.10.2015.

466 C.Hawkes and T. Lobstein (2011). Regulating the commercial promotion of food to children: A survey of actions
worldwide. International Journal of Pediatric Obesigl. 6 Issue 2, 834.

467 Federal Trade Commission (2012). A Review of Food Marketing to Children and Adolescentt)g-Blaport, ES.

468 Article 9 2 AVMSD.

469 Regulation (EC) No 1924/2006 of the European Parliament and of the Council of 20 Decerlmr 200ition and
health claims made on food€.J. 1404.
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functioning of the internal market, while also safeguarding a high level of consumer protection.

I OO2NRAY 3 G2 ! NIAOfS wmautritioK &d ve&tl daimk adecgmniertial || LILI A C
communications, whether in the labelling, presentation or advertising of foods to be delivered as such

to the final consumér ki recent years, an increasing number of foods that are labelled and advertised

in bear nutrition and healticlaims. In order to adequately protect consumers and facilitate their

choice, products should be safe and adequately labelled. The Regulation takes the same benchmark as

the Unfair Commercial Practices Directive, i.e. the average consumer. Moreovdgifhasctargeted

specifically at a particular group of consumers, like children, the claim should be assessed from the
perspective of the average member of that gratip.

QLAIMS REGARDING CBPIREES HEALTH AND DEVBUBRT Specifically in relation to childn, the Claims

wS3dzt A2y NBIldzANBa GKIG OfFAYa NBFSNNAy3I G2 Of
authorised by the national competent authority of a Member StdteThis national authority will have

five monthsafter the application for autbrisationto verify whether the health claim is substtiated

by scientific evidence and that theording of the claimcomplieswith the criteria laid down in this
Regulatiorf.’

B. Norway

BAN ON MARKETING UMHEHY FOOD AIMED @RILDRENN 2013, Norway introduced a ban on the
marketing of unhealthy food and drink products directed at children less than 16 $/&&ignificant
to note is thatonly the marketing of these products is banned, not the sale of these products.

C. Ireland

BAN ON MARKETING UMHEHY FOOD AIMED ATIORENSImilar provisions are to be found in Ireland, where

the Broadcasting Authority of IrelandBAE) issued on % of Jine 2013 a revised version of iGeneral

YR / KAf RNByQa / 2YYSNDkoddcingfegtrictionid th&droinatianothigh 2 RS a =
fat, salt and sgar ¢HFS8 food to childrerf™® The rules apply to commercial communications
(including advertising, sponsorship and other forms of commercial announcements) and apply to radio

and television broadcasters regulated in the Republic of Ireland. In essence, commercial
communicationsfor HF{ F22R 0AYy Of dzZRAYy3 RNAyl1ao akKltft y2a4 o
addition, there arecontent ruleswhich are applicabléo commercial communications for HFSS food

ONRBI ROlFald 2dzidaARS 2F OKAf RNByQa LINSRCANImMef@ah 6 dzi
communications shall, for example, not include celebrities or sport stars or promotional tffers.

470Recital 16 Claims Regulation.

471 Article 14 and 15 Claims Regulation.

472 Article 16 Claims Regulation.

473]. Ryland (2013Rans unhealthy food ads directed at childr&he Norway Post,
http://www.norwaypost.no/index.php/news/latesinews/28602bansunhealthyfood-adsdirected-at-childrenaccessed
5.10.2015.

4741n effect as of 2 September 2013.

475Article 11, 47 ofthe. ' L/ KA f RNByY Q& / 2 Y'Y S Ndbpi/iiw.baiefihtfeozphp/@lisédiiehefal /| 2 RS S
and-childrenscommunicationscodesjune2013/accessed 30.09.2018s well asnclude programme characters, include
licensed characters e.g. characters and personalities from cinema releases and contain health or nutrition claims. No more
than 25% of soldavertising time and only one in four advertisements for HFSS food are permissible across the broadcast
day on radio and television services; T. Heffernan (2019)IsBues Rules on Food Advertising to Children.
http://www.bai.ie/index.php/2013/06/batissuesruleson-food-advertisingto-children/ accessed 29.09.2015.
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http://www.norwaypost.no/index.php/news/latest-news/28602-bans-unhealthy-food-ads-directed-at-children
http://www.bai.ie/index.php/revised-general-and-childrens-communications-codes-june2013/
http://www.bai.ie/index.php/revised-general-and-childrens-communications-codes-june2013/
http://www.bai.ie/index.php/2013/06/bai-issues-rules-on-food-advertising-to-children/

51.2 Alcohol

MINORSALCOHOL CONSUMPTIANOther widespread problem is the increasing consumption of alcoholic
beverages by children and éragers'’® Alcohol advertising is ubiquitous, ranging from product
placement in film and television (e.g. Batman Begins, Spider Man, Dodgeball, Ace Ventura: Pet
Detective) to popular music, particularly rap and -higp*’’ Research has shown thatlcohol
advatising attracts new drinkers and increases alcohol consumption of gtleids especiallygung

people as theyare eager to learn and to experiea and taste innovative product& Due to the
potential impact of alcohol advertising, restrictions canftwend in several legal frameworks. Indeed,

a 2004 overview by the National Foundation for Alcohol Prevention (Netherlands) shows that there
are a broad variety of provisions regulating alcohol advertising at the nationai’fevel

SourceP. Anderson (200. The Impact of Alcohol Advertising. ELSA project report on the evidence to strengthen regulation
to protect young people.

476 P, Anderson (2007). The Impact of Alcohol Atisielg. ELSA project report on the evidence to strengthen regulation to
protect young peoplehttp://ec.europa.eu/health/ph_projects/2004/action3/docs/2004 36 frep a4 en.pdiccessed
5.10.2015.

477 1bid.

478 bid.

479p. Anderson (2007). The Impact of Alcohol Advertising. ELSA project report on the evidence to strengthen regulation to
protect young peoplehttp://ec.europa.eu/health/ph_projects/2004/action3/docs/2004 3 _16_frep_a4_en.pdéessed
5.10.2015.
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http://ec.europa.eu/health/ph_projects/2004/action3/docs/2004_3_16_frep_a4_en.pdf
http://ec.europa.eu/health/ph_projects/2004/action3/docs/2004_3_16_frep_a4_en.pdf













































































































